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Intelligence
Embraces
the World of AI
Humans will always be in the intelligence analysis loop, but
artificial intelligence will change the nature of their work. PAGE 23
INTELLIGENCE

75th ANNIVERSARY SPECIAL REPORT

17 DIA Updates
Systems, Strategy and
Organization Structure

30 AFCEA Celebrates 75 Years of
Innovation, Strength and Engagement

Modernization supports the
global competition strategy.
By George I. Seffers

20 Growing Geospatial
Intelligence Seedlings
The NGA works to shorten the time
from lab development to fielding of
solutions. By Kimberly Underwood

23 AI Offers to Change
Every Aspect of Intelligence
But fully exploiting the
game-changing technology
will require a wide approach.
By Robert K. Ackerman

27 Information Technology
Design for the
Intelligence Analyst
Human-centered design principles
should guide information
presentation. By Gary Gomez

As AFCEA celebrates its diamond anniversary,
the association has an illuminating story to
share, from how it began to how it operates to
the many important people and organizations
who have supported it and continue to play
a role. This special section covers association
history, organizational details, commentary and
predictions as AFCEA looks to its future.

53 Industry Solutions

AFCEA’s 75th anniversary celebration looks
forward with the solutions coming out of industry
today. A variety of leading companies, large and
small, discuss the technologies and capabilities
that can solve problems and the ways they are
preparing to introduce future solutions.
The 75th anniversary section of SIGNAL Magazine, starting
on page 30, was the vision of the AFCEA Anniversary
Committee, which included the following staff: Howard
Wahlberg (chairman), Laura Allen, Kaitlyn Cotter, Jennifer
Deuterman, Rachel Lilly, Gina McGovern, Shaunté Russell,
George Seffers, Ben Smith, Nancy Temple and Tina Vicioso.
Content contributors included AFCEA members, leaders,
constituents, staff and the following Industry Solution
Sponsors: BAE Systems, C3 Integrated Solutions, CACI,
IT Cadre, Leidos, Octo, Owl Cyber Solutions, PESA and Thycotic.
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The cyberspace battlefield has changed. Adversaries have taken to cyberspace
to conduct continuous confrontations. Protecting cyber assets requires more than
a single entity; it demands multiple organizations.
TechNet Cyber is a forum for military, industry and academia to discuss and
plan how to achieve persistent engagement, presence and innovation and an
opportunity to devise a new strategy to build resilience and defend networks.

WWW.CYBERSECURITYEXPO.ORG

Signal0921.indd 5

•

#AFCEACYBER

8/16/21 5:18 PM

Behind the Lines
AFCEA’s INTERNATIONAL JOURNAL

In this issue

Chairman of the Board
Lt. Gen. Bill Bender,
USAF (Ret.)

“We talk about the
rise of China. I think
China has risen.”

Publisher
Lt. Gen. Robert M. Shea,
USMC (Ret.)

—Lt. Gen. Scott Berrier, USA,
director, Defense Intelligence
Agency page 17

“It’s a new world out
there. We have to rise to
the challenge, and we
cannot do it alone. We
are looking to form great
partnerships across the
entire spectrum of R&D.”
—Cindy Daniell, director of
research, National GeospatialIntelligence Agency page 20

Harmonizing Humans
and Information
PAGE 27

“This technology is
almost the equivalent
of electricity back in the
1800s. I think it’s going
to be ubiquitous.”
—Katharina McFarland,
commissioner on the National
Security Council’s Commission on
Artificial Intelligence page 23

6

The Clarity of a Diamond Anniversary

T

his issue marks the 75th anniversary of SIGNAL
Magazine and AFCEA. The magazine originally was
known as SIGNALS, and AFCEA didn’t add the “E”
for Electronics until a few years after its founding. But
these were only small changes that affected the magazine
and the association in its 75 years, and the many changes
that took place actually strengthened AFCEA’s role as it pursued actions at the core of its original intent.
As SIGNAL’s editor in chief for the past 23 years, I’ve
witnessed many of these developments. Barely three years
into my time as editor, the 9/11 attacks changed the world.
SIGNAL pivoted into the new world of homeland security
and the global war on terrorism. Where previously we had
been reporting on the theoretical nature of communications and electronics systems, we shifted to describing their
performance in combat conditions. The technology ties that
bound government and industry became vitally important
as war became real and information became its currency.
Far from becoming antiquated or even obsolete,
AFCEA and SIGNAL found themselves at the leading
edge of the defense revolution. Just as AFCEA’s founding
fathers foresaw, the connectivity between government and
industry was mutually beneficial as communications and
electronics technologies evolved. Government-inspired
research fueled the commercial consumer technology
surge in the three decades following AFCEA’s founding,
and now the private sector is serving as the source of innovation for the government. The two-way street is heavy
with technology traffic.
So as AFCEA heads into the next 25 years to close out
a century of progress, it has much to look forward to. A
variety of association activities that emerged over the past
few years hold great promise for expanding the association’s reach and effectiveness. The technology revolution
continues unabated, and the relationship among government, industry and academia is increasing in importance.
AFCEAs first 75 years, meaningful as they have been, give
only a hint of what it has to offer for the future.

Robert K. Ackerman
Senior Director, SIGNAL Media
Editor in Chief
SIGNAL encourages letters
to the editor. Submit them
to signalnews@afcea.org
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November 8-11, 2021 • Hilton Hawaiian Village, Honolulu, HI
Co-sponsored by AFCEA International and AFCEA Hawaii, TechNet Indo-Pacific
is the largest event in the Pacific Rim focusing on regional defense issues.
Keynote speakers, panel moderators and panelists will discuss defense
policies and challenges in the Indo-Pacific region and their relevance to both
industry and government.
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SIGNAL Today
Photo
of the

Month

Marine Corps Lance Cpl. Justin J. Marty

For links to content on this page, visit news.afcea.org/STSeptember21.

Mountain
Motivation

Marines observe the range before training
with M240B machine guns in front of Mount
Fuji in Japan in July. The training was part
of Eagle Wrath, an annual Marine Wing
Support Squadron 171 exercise designed to
increase proficiency in conducting contingency
missions in a forward operating environment.

Reader Comments
“Wow!! ... how do you detect phrases like ‘Isn’t that wonderful?’ which means
things are rotten? As a computer scientist I programmed using an artificial
intelligence language about 20 years ago. I am now retired and looking to
volunteer with the VA [Veterans Administration]... to improve VA women’s health
using lean six sigma black belt skills I received at Naval Air Systems Command as
a federal civilian after my 20-year military career. Sarcasm is a way of life (I’m now
over 70), and I could probably feed you some sarcasm to test your algorithms—
since the only alternative is to remain silent.” —Judy Overhauser in response to

“Sarcasm Detection Enters the Information Warfare Fight,” July SIGNAL Magazine

“[A] much needed dose of reality, written without jargon.
[I] hope these writing contests occur often.”

—Larry Woods in response to “From AI Hype to AI Proof,” July SIGNAL Magazine

“There is a new cold war, The Cyberwar, that is integrated into this space
race, but I am optimistic that the Fourth Industrial Revolution (4IR) that the
world is so enmeshed in, will carry the U.S. and its international/national
vision beyond the stars. In a word, 4IR will be exponential and astronomical
in its growth. This is a world the U.S., and those allied with us, can marvel
at, despite all seeming obstacles.”—Marc R. Wolsky in response to “Sponsored:

Preserving America’s Space Dominance Through Software,” May SIGNAL Magazine

8

SIGNAL Online
Exclusive online content is posted throughout
the month. Here are selected recent items.

DISA Begins AI
Pilot Program to
Boost Cyber Defense

The Defense Information Systems
Agency, known as DISA, is relying
on artificial intelligence resources
from the U.S. Defense Department’s
Joint Artificial Intelligence Center
for a new pilot program.

DIA to Release ThreatBased Strategy Very Soon
The agency also is creating a new
Directorate for Global Integration.

Join us at SIGNAL online, Twitter and Facebook
to participate in SIGNAL Today conversations.
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Disruptive By Design

W

Pros and Cons of Post-Pandemic Telework

ith the onset of the COVID-19 pandemic, the U.S. Defense Department
BY JENNIFER A. MILLER
entered something of a forced telework
pilot situation, maximizing telework
Jennifer Miller is a financial manager for
flexibility to minimize workforce health risks.
the Defense Health Agency. She is a certified
government financial manager, a certified
Having experienced the hurdles, hiccups and
defense financial manager with acquisition
Herculean adaptation across the department, I
specialty and a member of the American Society
think the department did well. I also support the
of Military Comptroller’s Washington Chapter.
department implementing maximum telework
policy even if COVID becomes less of a threat.
I recently contributed to a written product cirOpinions, conclusions and recommendations expressed or implied within
culating among Army leaders concerning the
are solely those of the author. They do not necessarily represent the views
Army’s telework situation pre- and post-panof the U.S. Defense Department or any other U.S. government agency.
demic. Therein multiple advantages existed among
a few manageable disadvantages.
carbon emission footprint. Additionally, there is less waste of
First, the majority of positions lend themselves to telework
electricity since fewer office workers mean fewer office spaces
environments to some extent. Tasks still will be accomplished.
for which to provide utilities. This aligns well with President
In fact, multiple reports verify that before the one-year mark,
Biden’s Executive Order on Protecting Public Health and the
many employees are more productive in telework environEnvironment and Restoring Science to Tackle the Climate
ments. In one case, the Army Acquisition Service Center is
Crisis.
embracing the “new normal [and] revisiting the telework
Granted, there also are disadvantages to teleworking. Litpolicy now… as long as mission requirements are fully met…
erature and research support concerns about loneliness and
[which allows] flexibility for both supervisors and employees,”
the so-called Lonely Century. The lack of in-person interaction
according to an Army article.
and oversight can contribute to feelings of loneliness, exclusion
Second, telework offers recruiting and retention perks.
and professional growth limitations. I experienced an employEmployees cite long commutes as one of the major issues
ment transition at the beginning of the Defense Department’s
affecting their work/life balance. Whether driving or using
maximum telework practice. I consider myself fortunate to
public transportation, fellow National Capital Region residents
avoid feeling disadvantaged, but I also know of others’ journeys
know those long commutes cost both money and time they’d
that weren’t as easy. Individuals, groups and organizations can
rather spend on sleep, exercise, family, leisure activities, etc.
overcome hurdles with sufficient communication using approNumerous studies show happier and healthier employees
priate mediums, measuring individual performance and makmake more productive employees. Intangible benefits are
ing reasonable accommodations.
numerous: morale boosts, enhanced resiliency, employee
Technical issues and cybersecurity threats offer more chalempowerment and increased innovation, for example.
lenging obstacles. The devilish duo hinders productivity. The
From an employer perspective, telework directly and indibest approaches I’ve seen include proactive employees, suffirectly reduces worker turnover and costs associated with
cient quantities and quality of help desk personnel, adequately
recruitment and retention. Full-time telework employment can
sustained infrastructure and up-to-date software to keep the
even eliminate permanent change of station payouts frequently
network reliable and secure. Of course, there are disadvantages
costing thousands of dollars. Job attributes such as relocation,
and ways to overcome them regardless of telework status.
commuting area and transportation programs are often core
It’s no wonder many industry juggernauts plan to sustain
reasons individuals apply for, accept, remain in and retire from
maximum telework post-pandemic. Advantages are numerous
positions. Telework opens opportunities for candidates and
and seem to outweigh disadvantages. Telework is a very real
existing workforce members, but the Office of Personnel Manand relevant benefit for recruitment and retention for approagement touts a broader reach to highly qualified candidates
priate positions. The pandemic provided a forced experiment
thanks to the flexibility it provides employees’ varying needs.
for maximum telework, and we all learned a ton. It’s hard to
Furthermore, climate change is peripheral, but there are
believe I wasn’t more of a fan just two years ago. Now, the way I
waves of news about this telework perk too. If more people
see it, if the demand and environment exist, let’s do it!
telework, then fewer are on roadways to contribute to the
Disruptive by Design explores innovation and ideas with the potential to expand capabilities
and revolutionize products, services and behaviors. For more information, visit url.afcea.org/YoungAFCEAN.
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U.S. and EU To Collaborate
Against Ransomware

Rapid, Resilient and
Reliable Are GEOINT’s
Three Rs for 2035
An integrated geospatial intelligence (GEOINT) operating environment supporting the warfighter, first
responder and policymaker continuously by 2035 is the
goal of the CONOPS recently released by the National
System for Geospatial Intelligence (NSG). Achieving this
goal will require advances in technology, standards setting, automation and interoperability across government
and commercial systems. The CONOPS focuses on
three end states: an integrated GEOINT operating environment, or IGOE; sensor to effect, or S2E; and GEOINT superiority from space, or GSS. Achieving these end
states will require technology and capability advances
along with new workforce skills and partnerships featuring interoperability across classification levels.
Shutterstock/Yurchanka Siarhei

The U.S. Department of Homeland Security and the
European Union will create a joint working group to
address the rise of ransomware attacks in the United
States and Europe. Secretary of Homeland Security
Alejandro Mayorkas made the announcement during
a visit to Portugal for the biannual U.S.-EU Ministerial Meetingon Justice and Home Affairs. The officials also committed to examining domestic violent
extremism and to maintaining the so-called U.S.-EU
Passenger Name Record Agreement, which enables
the exchange of specific passenger data to and from
the U.S. Customs and Border Protection to facilitate
safe and efficient transatlantic travel.

NRO

DHS

NewsNet

Atlantic Council Releases Report on the
Geopolitical Impacts of Emerging Technologies
A new study from the Atlantic Council’s Commission on the Geopolitical Impacts of New Technologies and
Data warned that the technological revolution is continuing at such speed and enormity that it is reshaping
societies and geopolitics across the globe, and “in novel and even unanticipated ways.” Researchers recommend that the United States take immediate steps to create specific strategies, governance and leadership
roles; develop capabilities for a digital economy, quantum computing, supply chain resiliency, biomedical
protections and space-related solutions; and strengthen partnerships with allies.
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Career Progressions
Military
Col. David J. Bligh, USMC, has been
nominated for appointment to the
rank of major general and assignment
as staff judge advocate to the Commandant of the Marine Corps.
Vice Adm. Daryl L. Caudle, USN, has
been nominated for appointment to
the rank of admiral and assignment
as commander, U.S. Fleet Forces
Command, Norfolk, Virginia.
Lt. Gen. Anthony J. Cotton, USAF,
has been nominated for appointment
to the rank of general and assignment
as commander, Air Force Global
Strike Command, Barksdale Air Force
Base, Louisiana.
Rear Adm. Daniel W. Dwyer, USN,
has been nominated for appointment
to the rank of vice admiral and assignment as commander, Second Fleet/
commander, Joint Forces Command
Norfolk, Norfolk, Virginia.
Maj. Gen. Michael A. Guetlein,
USSF, has been nominated for
appointment to the rank of
lieutenant general and assignment
as commander, Space Systems
Command, U.S. Space Force, Los
Angeles Air Base.
Maj. Gen. James A. Jacobson, USAF,
has been nominated for appointment
to the rank of lieutenant general and
assignment as deputy commander,
Pacific Air Forces, Joint Base Pearl
Harbor-Hickam, Hawaii.

Vice Adm. James W. Kilby, USN,
has been nominated for assignment
as deputy commander, U.S. Atlantic
Fleet, Norfolk, Virginia.
Maj. Gen. Christopher J.
Mahoney, USMC, has been
nominated for appointment to
the rank of lieutenant general and
assignment as deputy commandant
for programs and resources,
Headquarters, U.S. Marine Corps.
Maj. Gen. Tom D. Miller, USAF,
has been nominated for
appointment to the rank of
lieutenant general and assignment as
commander, Air Force Sustainment
Center, Air Force Materiel Command,
Tinker Air Force Base, Oklahoma.
Lt. Gen. Michael A. Minihan, USAF,
has been nominated for appointment
to the rank of general and assignment
as commander, Air Mobility Command, Scott Air Force Base, Illinois.
Lt. Gen. Kevin B. Schneider, USAF,
has been nominated for appointment
to the rank of lieutenant general and
assignment as director of staff, U.S. Air
Force, Pentagon, Arlington, Virginia.
Maj. Gen. Stephen D. Sklenka,
USMC, has been nominated for
appointment to the rank of lieutenant
general and assignment as deputy
commander, U.S. Indo-Pacific
Command.
Lt. Gen. Eric M. Smith, USMC, has
been nominated for appointment to
the rank of general and assignment as

assistant commandant of the Marine
Corps.
Maj. Gen. Mark E. Weatherington, USAF, has been nominated for
appointment to the rank of lieutenant general and assignment as deputy
commander, Air Force Global Strike
Command, Barksdale Air Force Base,
Louisiana.
Rear Adm. Frank D. Whitworth
III, USN, has been nominated for
appointment to the rank of vice
admiral and assignment as director
of intelligence, J-2, Joint Staff,
Washington, D.C.

Industry
Telos Corporation,
Ashburn, Virginia,
has appointed Mark
Bendza as chief
financial officer.
Fidesmo, Stockholm, has named Peter
Cooper as chief security officer.
System High Corporation, Chantilly, Virginia, has named Col.
Michael “Bear” Newsom, USAF (Ret.), as
vice president of acquisitions and operations.
Exclusive Networks, San Jose,
California, has appointed Brian
Vincik as vice president of its North
America division.

For a look back at the future, visit
SIGNAL’s searchable online archives at
www.afcea.org/content/archives
All articles published in SIGNAL since January 1999 are
available for viewing and can be e-mailed directly from the site.
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President’s Commentary

Nothing Rough About This Diamond
BY LT. GEN. ROBERT M. SHEA, USMC (RET.)

A

FCEA’s 75th anniversary shows that it is an enduring organization that has even greater relevance
today than when it was founded. The foresight
of AFCEA’s founding fathers in 1946 cannot be
overestimated, as the conditions
that spurred them to create
the association have continued
throughout the many years that
have passed in the intervening
decades.
Men such as David Sarnoff,
Fred Friendly, Harry Ingles and
Darryl F. Zanuck recognized the
need for this association. They
witnessed how the United States
was not ready for World War II
and how industry had to play
a life-saving role in meeting defense needs during the
worst war in human history. Much of this contribution
was in the newly emerging field of advanced electronics,
with the exigencies of war leading to new inventions that
revolutionized communications.
These four men and their compatriots did not want
the country to ever be caught technologically unprepared again. They also saw the value of maintaining the
two-way links between government and industry that
helped fuel the communications revolution that carried over into the commercial economy. So AFCEA was
established as a neutral entity that allowed both parties,
along with academia, to exchange ideas at the forefront
of communications and electronics technology.
These founders also realized that a distributed membership concentrated in regional chapters and linked by
common interests would ensure that the association could
reach out to various communities and leverage intellectual
capital. Those chapters serve as two-way nodes and the
heart for AFCEANs and association events.
Throughout its 75 years, AFCEA has had a dedicated
membership among government, industry, academia
and individuals. They have demonstrated their commitment to international security through landmark events
such as the Korean War, the Vietnam War, the Cold War,
the Iraq War and the global war on terrorism. These
members have brought valuable service to the association and the free world, and AFCEA has delivered valuable service to these members.
It is a core theme that a strong international security
environment, along with partnerships and relationships
that can be called upon in time of need, underwrites
everything that the free world does. The industrial base

that defined the U.S. economy immediately after World
War II has lost its omnipotence and is challenged by
overseas competition at the highest levels by authoritarian nations. The defense sector has shrunk to the point
where it is no longer where it needs to be. Moving forward, AFCEA can help reverse this trend by shining a
bright light on these industrial base shortfalls and the
need for a resurgence.
The period in which we find ourselves now may be the
most challenging of AFCEA’s history. The free world is
threatened by two powerful peer competitors, two rogue
states and various international terrorist groups. In light
of the international security environment in which we
find ourselves today, AFCEA offers an open forum for
government, industry and academia to share ideas for
addressing the issues confronting them.
The solution will not be easy. Government, industry
and academia must develop a much stronger linkage.
With the defense sector having shrunk significantly,
many of the solutions needed by the Defense Department reside in the private sector. Part of AFCEA’s raison
d’etre is to bring these three groups together, and that is
more important than ever.
In these difficult times, being an international association is vital for achieving these goals. AFCEA can reach
out to NATO, the European Union, Japan, Korea, Latin
and South America, Australia and elsewhere in the IndoPacific region. These nations are democracies that cannot
simply rely on directives by dictators; they must take
public opinion into account. AFCEA can be the neutral
body that helps foster discussion on key security issues
and the development of consensus among the different
sectors in the free world.
After 75 years, AFCEA continues to strengthen, having made it through the first part of the COVID pandemic and adjusting its events model to accommodate
the new normal. We look to expand our footprint in the
Indo-Pacific region and strengthen our relationships
with NATO and other countries. As a diverse organization that respects the needs and views of all people,
AFCEA strives to be the place where everyone can be
comfortable exchanging ideas in all partner countries.
The association is on solid ground, and it is primed
toward looking forward to the next 75 years.

To share or comment on this article
go to http://url.afcea.org/September21
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AFCEA Bring A Friend Aboard!
75th Anniversary Challenge

Are you an AFCEA member?
Take this opportunity to Bring A Friend Aboard!
Introduce a friend or colleague to AFCEA.
Grow membership in your chapter while
participating in a friendly competition with other
chapters of similar size.
Don’t delay; competition ends October 31, 2021!

For more information contact Susan Emert
at semert@afcea.org.
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Chairman’s Message

A Bright Future
Beckons AFCEA

I

BY LT. GEN. BILL BENDER, USAF (RET.)

t is with sincere gratitude and a sense of excitement I begin my term as AFCEA International’s
chairman of the board. I am looking forward
to what I know will be many rewarding professional and personal experiences as chairman, and I
can’t thank AFCEA’s nomination committee enough
for the trust they’ve placed in me to serve in this capacity. Even more exciting, I have
the good fortune of assuming
the chairman role at a time of
tremendous importance and
opportunity for our organization. Look no further than
through the pages of this 75th
Anniversary issue of SIGNAL
Magazine to see what I mean.
There are exciting times
ahead for AFCEA International and our local chapters
as we endeavor to connect
people, ideas and solutions that enable our military,
government, industry and academia partners to align
technology and strategy so they can succeed in their
important missions. AFCEA has always been there
to support and educate key stakeholders in ensuring
U.S. security and prosperity. Seventy-five years later,
AFCEA’s support continues to grow through a wide
range of programs and events, professional networking
forums and educational opportunities. Our continued
success as an organization is more important today
than it has ever been.
As I begin my term as chairman, I will be joining
a tremendous team of staff, board members, chapter
leaders and, of course, corporate and individual members. I look forward to representing everyone’s best
interests as we work together to contribute in ways
large and small to the goal of carrying AFCEA to new
heights. You might be wondering, what are my goals
for AFCEA as we turn 75 years young?
Nobody can argue we live in a dynamic world in
which change is the only constant. This makes it critical that we engage with our government customers
and listen to what they need from AFCEA. Once we
discover and understand the desires and needs of our

stakeholders, we can align what we undertake as an
organization in a concerted effort to incorporate these
considerations. If we always remain focused on the
customer’s needs, wants, challenges and opportunities,
we will continue to remain a relevant, growing and
thriving organization.
AFCEA conferences and symposia, as well as a wide
range of chapter activities and events, seek to encourage networking and engagement among public and
private sector participants on technological advances
and evolving threats. As we go forward, it is imperative AFCEA remains a respected and credible source
for information, ideas and thought leadership in a
way that keeps pace with technology innovations and
evolving threats. AFCEA must continue to take a
leading role in connecting government, industry and
academia in addressing important issues in technology, research and development. This includes inspiring
decision makers and leaders at all levels to advance
their understanding of the most impactful challenges
today and in the future.
AFCEA’s 75th Anniversary is the perfect time to borrow on our history and past successes as a launching
off point to ensuring a bright and prosperous future for
the organization. The COVID-19 pandemic has been a
key driver of changes that, while always possible, only
happened because the old ways of doing things were no
longer viable. In many cases, these changed practices
and procedures led to distinctly better outcomes—for
example, cost savings or increased effectiveness. In that
way, AFCEA needs to become a gatherer and cultivator
of good ideas, of better ways of doing things, of continuous improvement and innovation, in a day and age
when “better, cheaper and faster” are national security
imperatives.
As chairman, I look forward to joining hands with
all of you to strengthen customer focus, to remaining a
credible voice within the larger C4I community and to
navigating the changes necessary for our organization
to thrive in an uncertain world. Happy 75th Anniversary AFCEA—Keep Charging!
Lt. Gen. Bill Bender, USAF (Ret.), is AFCEA’s
newest chairman of the board of directors.
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ACCESS THESE
FREE WEBINARS

www.afcea.org/signal/webinar

Why Zero Trust is Critical for Managing
and Securing Active Directory
The sheer number of cyber attacks, the increased sophistication of attackers, the greater reliance on cloud for
remote work—all of these factors point to the fact that adopting a zero trust approach is essential. It’s not easy,
but there isn’t much choice. It’s the best way to gain greater visibility, improve data protection, secure the remote
workforce, remain compliant and prepare for the inevitable. While technology is an important part of zero trust—
it couldn’t be achieved without it—it’s important to remember that zero trust is a framework that evolves to meet
changing needs. That’s critical, because adversaries continue to come up with new ways to breach boundaries and
access identity. Over the next several years, agencies will need every tool in their arsenal to fight ever-creative,
ever-expanding cyber threats. Starting now with a zero trust mindset and framework is the single most important
step agencies can take to mount a strong defense.

Ensuring Performance
with a Network Digital Twin
As government speeds towards digital transformation, the defense and national security communities are seeking
new technologies and innovations that deliver battlefield advantages and enhance national safety and security.
And, as these technologies become more complex, it also becomes more challenging to ensure reliable and secure
communications across joint force devices and networks at every turn – on land, at sea and in air and space. The
implementation of a Network Digital Twin, an emulated end-to-end software replica of the physical network or
particular aspects of it, provides a cost-effective and flexible environment that can efficiently and proactively model,
test and validate key functions and services needed for mission-critical communications. It can accelerate deployment,
reduce risks by testing “what if” scenarios, optimize decision making by modeling unlimited configurations and
combinations, and continuously improve reliability by identifying design weaknesses and mitigation opportunities.
Join Spirent for this webinar as we explore how a Network Digital Twin can ensure technologies such as 5G, Wi-Fi and
ORAN will work and be secure before being deployed in the most demanding field environments.

Learn to Implement
a cATO Architecture
The value of achieving Continuous ATO (cATO) is well known at this point. What is less well known, however, are
implementation details, specifically, what categories of tools make it effective. In this webinar, we will discuss the key
components of a cATO architecture and walk through a use case of how the implementation works. By attending this
webinar, you will learn about key implementation concepts of a cATO architecture.

The Importance of Bringing
Video and Audio Distribution
to Your Network Weapons System
Join us and find out how Crestron’s DM NVX technology and its ability to transport high definition 4K60 4:4:4
video over standard Gigabit Ethernet with no perceptible latency or loss of quality can be used to securely
distribute video, audio, USB and control signals across a broad range of applications. From command and control
centers to multi-class enabled video conferencing spaces, DM NVX is a hyper scalable and secure extension of
your network weapons system.
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INTELLIGENCE

A modernized Chinese ZTZ-99A2 tank participates
in the 2017 international games in Russia. The
U.S. Defense Intelligence Agency is modernizing
its technologies, strategy and organization
structure to better perform its mission of providing
intelligence on militaries around the world.

DIA Updates Systems, Strategy
and Organization Structure
Modernization supports the global competition strategy.

T

he Defense Intelligence Agency is overhauling two
critical but aging intelligence systems along with
its strategy and organizational structure to enhance
the organization’s ability to
BY GEORGE I.
provide essential intelligence on
militaries around the world.
SEFFERS
Lt. Gen. Scott Berrier, USA,
the director for the agency commonly known as DIA,
lists modernization of the Joint Worldwide Intelligence Communications System (JWICS) as a top
priority, along with the continued development of the
Machine-assisted Analytic Rapid-repository System
(MARS). The JWICS is a top-secret intranet administered by DIA for the intelligence community. MARS
is a cloud computing-based system that uses artificial

intelligence and machine learning to automatically sift
through reams of data, performing mundane analysis
and freeing up intelligence analysts to perform more
complex analysis.
The DIA director notes that the agency has a fiveyear plan to modernize JWICS, which he describes as a
top-secret super information highway. “It’s a key piece
of everything that we do here. It’s key for the intelligence community and our nation. What we want to
do is make sure it’s the most secure it can be, that we
modernize it with tech refresh and that as the Defense
Department moves to its cloud instantiation, however
that looks, that we’re at pace with that.”
The JWICS was created about 30 years ago. Nowretired Lt. Gen. James Clapper, USAF, a former DIA
SIGNAL, SEPTEMBER 2021 | Official Publication of AFCEA

Signal0921.indd 17

17

8/16/21 5:14 PM

director, approved development of the system in 1990.
Initially, it was available only to a few select users but was
installed at the White House under then-President Bill
Clinton. Over time, the number of sites grew to approximately 50, according to a DIA article, and usage has ballooned in recent years.
At this point, Gen. Berrier suggests, JWICS essentially
acts as a command and control network as much as an
information dissemination system. “Every combatant commander has it on their desk, and they use it for much more
than dissemination of information, so we’ve got to make

module, which depicts foreign military unit hierarchy in
the context of the units’ geographic location, along with
the equipment assigned to them.
DIA officials plan additional capabilities and are working with “key partners” to define those capabilities. “We
have a plan over the next five years to really fill out our
intelligence mission data, our cyber module and our
space module, and that will complete it,” Gen. Berrier
says.
The MIDB, which MARS is replacing, is another aging
system. “MIDB—again a 30-year-old system—and think

“We talk about the rise of China. I think China has risen.”
—Lt. Gen. Scott Berrier, USA, director, Defense Intelligence Agency
sure that our end users have the right kit at the right time
that’s up to date and current,” he explains. “Some of the
JWICS kit that we have is a little older than it should be,
and I’m not comfortable with that, so the investment’s
going into new hardware,
going into resiliency with
encryption for the security,
and also to make sure that
when the cloud instantiation comes, that we’re set in
the right posture to be able
to do that.”
Given more funding, he
also would like to modernize the system more
quickly. “The president’s
budget is the president’s
budget. We support that
for sure. But if I had more
money, we could go faster,
and we’re working that
Lt. Gen. Scott Berrier, USA,
took over as director of the
right now with our underDefense Intelligence Agency
secretary of defense for
last October and is reshaping
intelligence [Ronald Moultthe agency to support a
rie],” he reports.
global competition strategy.
Asked how much additional funding he would
like to accelerate the top-secret system’s modernization, the
general declines to publicly disclose a dollar figure.
If push came to shove, Gen. Berrier indicates, he would
likely prioritize JWICS over MARS. “We see these things
moving out on parallel priorities. If I had to pick one
right now, because JWICS is so critical to what our country needs for dissemination of sensitive information, I
would say JWICS would be number one, but MARS is
certainly a very close number two.”
In 2025, MARS should fully replace the current Modernized Integrated Database, which is known as MIDB. MARS
includes a data environment, an Infrastructure module and
an Order of Battle module. The agency announced earlier
this year the availability of an early-version Order of Battle
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of the old days where analysts were looking at intelligence that was collected and stubby pencils and cards
and Excel spreadsheets for updates for records,” Gen.
Berrier offers. “That got better over time, but with MARS
it happens automatically.”
MARS also allows the agency to “use all of the national
technical collection that we can to understand everything
about foundational military intelligence for any military
installation around the world,” he adds. “So, we can also
now use effective tools and data and open source [intelligence] that really enrich each record.”
MARS is needed in part because of the explosion of
available intelligence data. “What MARS is going to do is
to completely enrich what MIDB had and even as we’re
experimenting with MARS right now, the number of
records for each facility location is going up exponentially as we look at that data. It’s going to give us a lot
more insights than it has in the past,” the general says.
Both the modernized JWICS and MARS will help the
agency to better support the Defense Department and
the intelligence community as the United States focuses
on strategic competition with peer or near-peer adversaries such as China, Russia, North Korea and extremist
groups.
Shortly after taking over the DIA in October, Gen.
Berrier approved a new threat-based strategy, which he
describes as a natural evolution from his predecessor’s
threat-informed, capabilities-based strategy.
He also initiated a reorganization that includes the
creation of a Directorate for Global Integration, which
reached an initial operating capability on July 1. It is
run by a deputy director for global integration, who now
supervises the agency’s intelligence centers around the
world. Those centers are connected to the combatant
commands.
The deputy director for global integration also will
have some budget authority over other parts of the
agency, including the directorates for analysis, operations
and science and technology. “It’s a new way of thinking
about the problem and leveraging all of those capabilities that we have globally to be able to look at what the
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INTELLIGENCE
Chinese, Russians and others are doing to us and how
we can offer opportunities to counter that,” Gen. Berrier
asserts.
The general public, however, will likely never know the
benefits provided. “Once we build out our Directorate
for Global Integration, I think you’re going to see some
quick wins. We probably won’t be able to discuss those
quick wins in an unclassified setting, but it’s the ability to
take sensitive intelligence, to illuminate that information
and then present it as opportunities to our key partners,
whether that be combatant commands, whether that’s the
Defense Department or foreign partners.”
China is the most concerning competitor to the United
States. “We talk about the rise of China. I think China
has risen. The investments that they have made and the
expansion of their military capability has been pretty
astounding when you think about what they’re spending their precious defense dollars on, and the capabilities
they have been able to pursue and produce is interesting.”
But Russia is not to be ignored, he warns. “Right now,
China is the pacing threat, but I always tell people, ‘Don’t
count Russia out.’ When you think about the nuclear
triad that Russia has, they are an existential threat to
the United States of America. They have proven through

cyber attacks and the fact that they used chemical-biological weapons on their own citizens inside their own
country and outside, it makes them a threat that we have
to watch and watch very carefully.”
He suggests the changes will help to operationalize the
intelligence provided by DIA analysts. So, rather than
simply collecting, analyzing and reporting intelligence
data, the agency also may provide options for addressing
the information inside its reports. “This is all about dealing with sensitive intelligence in a timely manner to be
able to provide new opportunities to the department that
perhaps they were not thinking about with the grind of
current intel and everything else going on,” he says. “So,
everything I’ve said about JWICS and MARS really now
supports strategic competition against China, Russia,
North Korea, Iran and violent extremist organizations.”

contact: George I. Seffers, gseffers@afcea.org

New format! CEUs available
Cybersecurity Pathway Bootcamp
@TechNet Cyber
October 27-28, 2021
Baltimore, MD
Learn about our seven certifications that make up
the CompTIA Cybersecurity Pathway. Recognize the
core skills needed to begin your cybersecurity career
along with those that will grow your knowledge and
understanding of these in-demand positions.

Infrastructure Pathway Bootcamp
@TechNet Indo-Pacific
November 8-10, 2021
Honolulu, HI

REGISTER TODAY. tinyurl.com/yfkurutv

IT infrastructure is the bedrock of IT operations and
necessary for any business to function. This bootcamp
will cover skills for endpoint support, physical server
maintenance, virtual system administration, network
configuration and storage planning.
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NGA

Vice Adm. Robert Sharp, USN (r), director
of the National Geospatial-Intelligence
Agency (NGA), and Gallaudet University
President Roberta Cordano sign an education
partnership agreement in May to increase
research, engagement and recruiting
opportunities in STEM. The agency’s research
directorate is expanding its partnerships
with academia, the private sector and other
government agencies to leverage innovation.

Growing Geospatial
Intelligence Seedlings
The NGA works to shorten the time from
lab development to fielding of solutions.

T

he National Geospatial-Intelligence Agency’s Research
Directorate is increasingly leveraging U.S. industry
solutions to fill any gaps in the agency’s capabilities.
The directorate is employing
BY KIMBERLY
a robust array of contracting, partnership measures, infrastructure UNDERWOOD
development and research vehicles
to harness emerging technologies and capture innovation
in advanced analytics and modeling; data management;
modern software engineering; artificial intelligence; and
improved workflow processes.
As a combat support agency, the National Geospatial-Intelligence Agency, or NGA, provides key imagery,
intelligence and geospatial information to the Defense
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Department and the intelligence community. This information is becoming all the more vital as near-peer adversaries invest significantly in new geospatial intelligence
technologies.
“It’s a new world out there,” says Cindy Daniell, director of
research at NGA. “We have to rise to the challenge, and we
cannot do it alone. We are looking to form great partnerships
across the entire spectrum of the R&D [research and development] spectrum from the very beginning, the nascent basic
research that needs to happen out in academia, all the way
through the development and test and evaluation, to get it
working out in operations in the field.”
In particular, the research directorate is focusing on decreasing the transition timeframe of basic R&D to fielding. “The
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accelerated science to mission timeline is a big goal for us,”
Daniell says.
The research center relies on integrated product offices
(IPOs) within the directorate to help shorten that transition
timeline and quickly deliver future geospatial intelligence
capabilities for the users for operational impact. “Our goal is to
transition,” Daniell stresses.
“We work hand in hand
with the IPOs who know the
requirements of the users
and analysts, as well as other
customers both inside and
outside of NGA.”
The organization is examining new sensor capabilities, how to modernize NGA
analysts’ workflows, and how
to use artificial intelligence
(AI) in a way that is analyst
While well known use with
friendly, the director shares.
academia, cooperative
“We need to improve the
research and development
productivity of the entire
agreements, or CRADAs, are
human-machine interface,
also open to the private sector,
that whole human-machine
says NGA Director of Research
Cindy Daniell. CRADAs actusymbiosis that needs to exist
ally are a good way for comfor the tradecraft,” she says.
panies to work with and get to
Given additional informaknow the agency, she says.
tion-generating capabilities
from emerging sensors and
other systems, the center also is researching comprehensive
data solutions. “Data is a big issue for our research, because
there is lots of data,” Daniell observes. “The analysts don’t want
raw data. They want information, so we are looking at AI to
help us extract information and give the analysts multiple
forms of INT [intelligence], whether it is images, OSINT [open
source intelligence], SIGINT [signals intelligence] and all of
the other INTs that will help the analysts come to a more intelligent and robust answer.”
Other research areas, such as emerging horizontal geospatial
intelligence capabilities, complement the agency’s three priority areas, the first of which is providing foundational geospatial
intelligence, detailed information about the Earth, its features
and entities, and human geography. “You could think of the
Osama bin Laden compound,” the director offers. “Before
they were able to get into that compound, they had to know
how high the gate was, how many entrances were there, where
people were congregating.” The second priority area, sensor
phenomenologies portability, investigates “the very unique and
interesting things that we can do with sensors that are not necessarily used in their traditional ways,” Daniell says.
Meanwhile, analytic technologies, which accounts for about
40 percent of the directorate’s efforts—with another 40 percent
dedicated to phenomenology and the remaining 20 percent
to foundational—includes analysis and artificial intelligence,
predicting actions, “determining where people are, who is traveling together, recognition of objects, image and video information,” she notes. “We’re looking backward to do analysis and
answer key intelligence questions for national security as well

NGA

INTELLIGENCE
as look ahead and do predictive analytics as to what could happen in a specific location and time.”
Construction is underway by the Kansas City District U.S.
Army Corps of Engineers at NGA’s West campus in St. Louis
for a new $1.7 billion facility that will help support research
efforts, among other key NGA operational functions. The
facility, which is expected to hold 3,000 people, will open in
2025. In July, the agency opened its first unclassified innovation center, Moonshot Labs. Currently located with T-REX,
a nonprofit entrepreneur center in St. Louis, Moonshot Labs
will move into a space on the 97-acre West campus when it
is completed. Since Moonshot Labs are and will be located
outside the restrictions of NGA’s classified facilities, it makes
it easier for academia and private industry to collaborate on
software development for tradecraft, one of its main focuses,
and technology solutions. This will attract capital, and the
right kind of capital, the director asserts.
“We’re looking at government and companies being able
to integrate together in the same environment in an outside
venue, not ensconced in the SCIF [sensitive compartmented
information facility] areas of NGA proper,” Daniell emphasizes. “It is an outside area where we’re putting together development code to get these capabilities ready for operations.
A lot of the final pieces of the puzzle going into the NGA’s
infrastructure are here in St. Louis, which then gets pushed
out to all the operators around the entire world, so that’s why
Moonshot Labs is located here in St. Louis.”
The labs’ planned collaboration is expected to aid the transition of well-developed prototypes that are closer to operational
readiness—at about technology readiness level (TRL) 6. The
research directorate will remain part of the larger NGA team
at Moonshot Labs and will continue to tackle the technology
challenges that need more research dollars, “while leading
the way with transfer and transition,” Daniell adds. One such
transition effort is the research directorate’s new pilot accelerator program, “a highly competitive pre-acquisition discovery
program designed to influence corporate technology while
lowering the barrier to entry for small businesses.”
In addition, the directorate is homing in on the acquisition
part of the R&D cycle, to “drive forward agile acquisition,”
she notes. “Because we have more control over the acquisition, we are trying to really winnow that down and add some
best practices from private industry and other DoD agency
partners.”
The directorate is pursuing a comprehensive mix of contracting mechanisms. For example, it is using the Small Business Innovative Research (SBIR) program “very robustly” to
bring in advanced capabilities, Daniell says. The directorate
generates its own topics for the SBIR contracts. In fact, NGA
is the only agency in the intelligence community (IC) to have
an independent version of the Defense Department’s SBIR
program. “It’s a big deal,” she states. “No other IC agency is
doing that. It’s a great addition to our portfolio. And we are
welcoming more and more entrants into that SBIR world.”
The research directorate uses the SBIR program to augment its bigger programs. “The SBIR fills the voids inside
of a large program that are easy to target,” the director
explains. “It is a pretty fast and rapid way to get contracts
SIGNAL, SEPTEMBER 2021 | Official Publication of AFCEA
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Kansas City District U.S. Army Corps of Engineers

topic under the BAA. “The purpose of the seedling topic
is for industry to identify innovative concepts and advance
them toward maturity, while buying down risk,” the director states. “The seedling topic is forward looking in that
there are no specific problem sets.”
It hosted its first BIG-R BAA industry day in May—and
will host another such virtual event this month—to get
industry feedback and answer questions regarding the
seedlings method. “It is a key critical part of the R&D spectrum to start with a seedling before you initiate a large program,” Daniell clarifies. “The
proposers themselves can come up with the
problems that they want to address, and they
have started doing that already. We’ve been
getting a lot of good white papers in. It provides a lot more freedom for the proposers to
utilize and leverage their particular expertise,
and we are looking for more of that.”
The organization also is working through
the Department of Homeland Security to
connect state and local governments with
geospatial intelligence solutions that could be
used by first responders. “In this whole-ofgovernment approach, we are helping companies and capabilities reach those state and
local customers that may be harder to reach
around the country,” she states.
As a research arm, the directorate also
Launched in July, the NGA’s Moonshot Labs are the agency’s first unclassified
naturally relies on cooperative research and
innovation center, meant to draw in a wide range of companies that have more
mature prototypes. Currently located in St. Louis at T-REX, a private-sector,
development agreements, or CRADAs, as
nonprofit innovation organization, Moonshot Labs will move into NGA’s new
well as other transaction authority, which
facilities across town when construction is completed.
they call OTAs. Both research vehicles can be
used by industry, not just academia—a comto a BAA [Broad Agency Announcement] but will to a SBIR
mon misconception.
because they want to have that commercialization aspect,
“CRADAs are extremely useful and are a great way to get
and we can leverage their expertise. So, it is a win-win.”
to know your government partner,” the director suggests.
Moreover, the directorate is using its inaugural year“The benefit of a CRADA to a company … is getting access
old BAA in varied ways. Known as the National Geoto things like data. That’s what a CRADA will do for you.
spatial-Intelligence Agency, Boosting Innovative GEOAnd it helps you to understand the agency and be better
INT–Research Broad Agency Agreement (BIG-R BAA)
prepared for other competitive vehicles that you can use.”
HM0476-20-BAA-0001, the vehicle is open to industry
And Daniell, who spent years in the private sector,
through July 31, 2023.
especially understands the importance of the industry’s
First, the directorate pursued specific topic areas of
abilities to bring geospatial capabilities into the agency and
research under the BAA to add certain capabilities to the
to the greater IC. “I spent the bulk of my career in private
agency. “We had a radar topic,” she notes. “We had an
industry before I came to the government, so I know what
epidemiological study topic, and we had another topic on
it is like,” she says. “I know that it is important to support
nearest-neighbor clustering for image understanding and
private industry and their end goals. Industry needs to betimage processing. We like to use the BAA in that regard,
ter understand the Defense Department and the IC so that
where we scope the problem very carefully and then prothey can access the resources they need to do their job and
posers can come up with unique solutions. We are getting
provide critical capabilities for national security.”
more minds on a problem, and we are getting more innovative solutions that we may not have thought of.”
Next, the research directorate tried a different approach
to attract so-called innovative seedlings. The open topic
framework identifies the types of problems the agency is
facing across its entire portfolio for industry to then be
able to submit a broad range of emerging solutions. A TRL
contact: Kimberly Underwood,
kunderwood@afcea.org
of 2 to 4 is the ideal range for the innovative seedlings
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U.S. Air National Guard photo

out. If you are running a large computer vision program, or
a large artificial intelligence (AI) program, and the second
year into the program we determine that there is a gap in
one particular area, then we can send out a topic that is
very targeted. The SBIR lets us target very unique and very
niche areas that we need to help the larger program.”
The SBIR program also provides a vehicle for commercialization. “And because of that, we get more small businesses to
propose,” Daniell observes. “Many businesses will not submit
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Intelligence analysts train at an Indiana National Guard
Base. The use of artificial intelligence will change the
role of analysts in several ways as it becomes more
widespread throughout the intelligence community.

AI Offers to Change
Every Aspect of Intelligence
But fully exploiting the game-changing
technology will require a wide approach.
BY ROBERT K. ACKERMAN

R

esearch into artificial intelligence may hold the key to
advancing every aspect of
intelligence operations. Yet,
as extensive as its effects would be,
the effort to develop effective artificial
intelligence also will require a broadbased coordination among government, industry and academia.
Katharina McFarland, commissioner
on the National Security Council’s

Commission on Artificial Intelligence,
is not hesitant to offer a far-reaching
opinion on artificial intelligence’s (AI’s)
potential for changing the nature of
intelligence. “This technology is almost
the equivalent of electricity back in the
1800s,” she says. “I think it’s going to be
ubiquitous.”
AI would shift the work focus on
human activities away from mundane
tasks and toward nonlineal thinking,
which computers lack. “When we get to
the point where we can use computers

to the maximum extent practicable to
support a human to do their work, then
the sky’s the limit,” McFarland offers.
McFarland sees the use of AI as
“almost de facto necessary,” because it
will improve many abilities. In processing, for example, computers don’t err
as quickly in repetitive tasks as humans
do. “Artificial intelligence has multiple
applications inside of our intelligence
community,” she states.
Among these applications are
business systems, particularly for
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perform, and that takes starting small
and building up,” she declares.
She continues that the areas where
humans are error-prone—mathematics, collection and repetitive tasks, for
example—could be served by machines
naturally walking into that space. And,
this is predominantly in the use and
application of narrow AI, which tends to
be fundamental.
In the collection realm, the intelligence community is hampered by the
vast amounts of data it has amassed,
and this amount is growing. One of the
challenges the community faces is the

commercial practices advanced beyond
the government realm.
“For the last three or four decades,
we have been focused on kinetic activity,” McFarland observes. “We are seeing nonkinetic destabilizing activities on
the rise over the last couple of decades.
They’re part of the technology that
would allow us to track, to identify, to
mitigate and help build policy around
the new environment of how we are
‘attacked’ in the new world.”
To arrive at the point where AI can
begin to transform intelligence will
require several steps. McFarland notes
U.S. Navy photo

distributing information for review by
leadership. This could be done automatically in digital form, which would
allow people to review the information
in parallel rather than sequentially, she
points out.
Analysis, of course, could be
enhanced by AI showing alignments
that would unveil information or illuminate trending. McFarland describes
this capability as “extraordinarily useful.
Think of the science and technology
information that we need to gather to
understand where our adversaries are
trending and global trends are for technology itself.
“If I had the ability to tap into opensource information on the web, I can see
trends, I can see correlations, I can see
things at a much quicker pace because
it would be at machine speed,” she adds.
“And, I can see the data that would allow
the human analysts to look at it from
the uniquely human view, which is
experiential-based information gathering experiential-based application and
experiential-based use.” She notes that
there will always be humans engaged at
some level in analysis.
One of the first things AI needs is a
common understanding of the definition, McFarland says. She points out
that anytime a human wants to have
something else perform a task, it’s traditionally thought of as AI. Applied to
the intelligence community, this could
entail almost every aspect of intelligence
collection, processing, analysis and
dissemination.
McFarland believes that processing
will benefit most from AI. Humans want
to build confidence before they start an
application, she notes, but the greater
value of AI to processing will come
when users begin to apply it. “We need
first to have people trained in it, having
folks validate its ability to perform, get
the talent in place and then move forward into broader use,” she offers.
One key hurdle for the intelligence
community to effectively adopt AI is
to get used to using it, McFarland continues. Community members must
have the necessary training and build
upon it to understand the technology
better so they can apply it more effectively. “Advancement in AI will be based
on justified confidence in AI’s ability to

A member of the Naval Mobile Construction Battalion 5 sets up automated surveillance
cameras that use artificial intelligence (AI). As AI matures, its uses will extend into
individual collection hardware.

location of boundaries in data access.
AI can help remove those boundaries
and generate information from complementary data that otherwise would be
siloed. “It would be any type of system
we collect on being able to connect …
to build relationships through different
sets of data,” McFarland suggests. “And
when you do, there will be broad awakening on connections that we have done
predominantly manually over the last
couple of decades.”
As an example, she cites the country’s
science and technology base. The convergence of biology and AI is already
taking place, but that development went
largely unpredicted until it began to
form. Siloed information prevented analysts from foreseeing its development
among emerging technology trends as

that current AI operates in a narrow
spectrum, but that hasn’t even been
adopted to speed up processes in the
federal space. In some cases, bureaucratic systems themselves are the
impediment to adoption, she states.
Acquisition, in particular, is commodities-based, and the country has yet to
adapt the system to address this different
type of acquisition.
She notes that the artificial intelligence commission broke down its
recommendations into two phases: AI
readying and AI enabling. Key to these
efforts is the linkage among AI and
other technology disciplines.
The first pillar for action is leadership, and this would have a broad
effect. “We need to establish a wholeof-government approach for technology
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competitiveness,” she warrants. A technology competitiveness council would
be chaired by the vice president and feature cabinet members, and this makeup
would emphasize that the United States
is not just in a kinetic war for its future.
“We need to win the technology competition to set ourselves up and be able to
operate,” she emphasizes.
The second pillar would establish an
exchange process between the Defense
Department and the intelligence community. This would focus on generating
talent to bring in digital experts as part
of an education renaissance. The third
pillar would focus on hardware.
“We need to have the ability to
ensure we are two generations ahead of,
for example, China,” McFarland warrants. She continues that Taiwan, which
is the source of much of the semiconductors used by the United States, is
only 110 miles off the coast of China,
which is the chief peer adversary to
the United States. That degree of semiconductor capability must be “brought
ashore,” as she notes that the COVID
pandemic highlighted the shortcomings of the supply chain.
The last pillar is innovation. McFarland says the United States leads the
world in innovation, but the nation
doesn’t adapt quickly enough. “We
need to invest, and the report calls for
increasing federally funded research
and development for AI. “That is
fundamental for what we are talking
about—the underpinning for those
things,” she stated.
All these pillars would be “urgently at
the top” for AI readying, she offers.
This effort is targeted for the year
2025, she reports. While this may seem
too ambitious, McFarland points out
that China has invested billions of dollars in AI in a long-term decade-old
plan. “We are challenged, and we must
move out,” she allows. “There is a sense
of urgency even within the timeframe.”
This urgency includes investment.
Venture capital engines such as In-QTel will need to fund innovation in
AI to regain initiative in AI research.
“We must regain our foothold and our
stronghold,” she maintains. “The pillars
of the government are not defense alone
when it comes to national security. It’s
the economy, stupid.

“All of them must contribute
and partner to be able to make this
change,” she continues. “It’s not
government-only.”
Computing will be a key part of
AI advances, particularly quantum
computing. This and other computing developments will enable the

intelligence community to attain the
goals dependent on AI.
Over the next five years, hardware
advances will be more crucial than
software, she offers. After that, algorithms will overtake it in prominence.
Once next-generation chips and
hardware are in use, then algorithm
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development will assume greater
importance. “[We must] develop our
understanding of how to implement
our value system through the algorithms to protect what we have frankly
… been asleep at the wheel about,” she
states.
And developing AI along the lines
of the U.S. value system is one of the
most important aspects of its incorporation into the intelligence community.
“We as a nation will obviously write our
algorithms to our [guarantees] of freedom,” she declares. “We look at things
through the system of what we’ve had a
great deal of experience in.”

A soldier assigned to the 3rd Special Forces Group (Airborne) takes part in a training exercise in
New Mexico. AI advances will alter the way individual soldiers collect and receive intelligence.

contact: Robert K. Ackerman,
signalnews@afcea.org
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INTELLIGENCE

When it comes to information
presentation, human-centered
design principles must be a
primary focus along with
human-information interaction.

Information Technology Design
for the Intelligence Analyst
Human-centered design principles
should guide information presentation.

I

BY GARY GOMEZ

ncreasing intelligence requirements and skillful collection
technology have flooded the
intelligence community with raw
information. To address this problem,
big data and artificial intelligence technologies aid the initial processing and
exploitation of the information. But as
technology continues to grow in capability, consumers must temper expectations regarding its impact on intelligence analysis.
Ensuring the human analyst is paramount in the end-user information
design specifications must be a primary
focus along with human-information
interaction—the brain’s relationship to

the information ecosystem provided by
the information technology system and
the cognitive art and science of intelligence analysis. Fundamental principles
of human-centered information design
should guide information technology
design, and it is imperative that they be
addressed early in system development.
And end-user intelligence analytic
corps must participate and influence
the information design.
Given the exponential growth in U.S.
technology capabilities, big data solutions have been seen as immediate and
effective ways to deal with the overwhelming amount of raw intelligence
collected. Big data is not just about
data capture, storage and transfer—it
includes the use of predictive analytics,

behavioral analytics and other methods that extract value from large data
sets of disparate structures and content.
To augment big data solutions, artificial intelligence (AI) was developed.
As Barry Zulauf, chief of the Solutions
Division in the Office of the Director
of National Intelligence (ODNI), noted,
“. . . humans cannot possibly process
all the information that is available.
Artificial intelligence solutions help
think through the data and display
for analysts what they need to focus
on, so humans can do what they do
best—provide insight” (SIGNAL Media,
October 2, 2020, “Technologies, Virus
Wreak Changes…”). AI technologies
help speed the processing of raw information and unburden the intelligence
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sensemaking—understanding a situation in ways that can be conveyed to
the intelligence consumer.
The concept of ergonomics offers a
strategic and philosophical approach.
Ergonomics is commonly associated
with body comfort—office chairs, desk
height, computer screen distance and

Shutterstock/pinkeyes

analyst. This is achieved through capabilities such as natural language processing, enhanced predictive analysis,
indications and warning alerts, fusion
of multiple intelligence (multi-INT)
sensor data and fusing open-source
information with classified information. Mark Lowenthal, former assis-

Exploring new solutions and revisiting the fundamental human factors that
influence information design is an integral part of this evolving technical field.

tant director of Central Intelligence for
Analysis and Production, cautions that
AI is “very important in terms of pattern recognition and working through
sets of data, but again we need a person
to interpret it for us” (SIGNAL Media,
July 27, 2020, “Intelligence Analysis
Needs Course…”).
Information design, or how information is presented to the analyst, is
critical for intelligence analysis. While
casting a large collection net can
increase the odds of obtaining critical pieces of information, the information collected is often incomplete
and comes from sources of varying
reliability. AI cannot replace or replicate an individual analyst’s years of
experience and deep-layered knowledge needed to ascertain adversary
intent. AI cannot replace the human
cognitive power to detect patterns
and anomalies—the proverbial “connecting the dots”—by filling in information gaps referencing that same
human repository of experience.
But innovative information design
can support the human ability of
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angle. But fundamentally, ergonomics
is about designing for people. Ergonomics consulting firm Humanscale
says the term refers to the science of
fitting a workplace to the user’s needs
to increase efficiency and productivity and reduce discomfort. And the
International Ergonomics Association
states that ergonomics helps harmonize things that interact with people in
terms of their needs. This is not about
human-machine interface, humansystem interaction, human-computer
interaction or user interface. In this
case, the workplace or “thing” is not an
office, furniture or a system; it is about
the information itself. And the interface
is not the eye or physical appendages
but the brain. In that respect, this is
cognitive ergonomics. The established
discipline of cognitive ergonomics is
concerned with mental processes, such
as perception, memory, reasoning and
motor response, as they affect interactions between humans and a system. In
this context, the relevant components
of cognitive ergonomics include mental
workload, decision-making and skilled

performance. This level of information design is more than conventional
human-computer interaction and user
interface like windows, mouse, cursor
and pull-down menus but about the
cognitive relationship with the information itself.
The Society for Experiential Graphic
Design considers information design as
the practice of presenting material in a
way that makes it accessible and easily
understood by users. In its most sophisticated forms, it helps users understand
complex data by organizing and simplifying information in ways they can
quickly grasp. Information design is
closely associated with effective and
functional display techniques versus
pure aesthetics. The most commonly
known solutions include data visualization (visualization of raw data) and
information visualization (visualization
of processed or synthesized data) solutions. These have tended to be variations on the same themes: scatter plots,
graphs, geospatial time-space maps,
word maps, network association plots,
information dashboards, etc. These are
well-known, established, effective methods easily integrated into an information system. Fully understanding cognitive ergonomics can influence which
visualization techniques can be used
and how to arrange the information
presentation as well as the development of new information presentation
techniques.
Consideration should also be given
to exploring new solutions and revisiting the fundamental human factors
that influence information design. An
example is text visualization. This is not
just making specific words of varying
sizes and colors, as in a word map, but
words and phrases displayed in context.
The presentation may include not only
the source of the text but surrounding passages. Another emerging field is
knowledge visualization—the presentation of knowledge created by human
assessments and judgments. This solution aims to transfer knowledge to
another person leveraging the same
cognitive attributes that make data and
information visualization efficiently
palatable for humans.
Information design must also take
into account the unique aspects of each
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intelligence discipline. For example,
political-military analysis is different
from measurement and signals intelligence analysis, and imagery analysis
is different from cyber intelligence. The
design of intelligence-related IT needs
to be guided by an understanding of
the end-user mission and business process. One methodology to achieve this
is cognitive task analysis (CTA), which
can help capture end-user information
design requirements for not only the
display of material but the structure of
textual, document-based information.
Per the User Experience Professionals Association, CTA aims to understand tasks that require a lot of cognitive activity from the user, such as
decision-making, problem-solving,
memory, attention and judgment. It is
the study of what people know, how
they think, how they organize and
structure information, and how they
learn when pursuing an outcome they
are trying to achieve. Some of the steps
of cognitive task analysis are mapping
the task, identifying the critical decision points, clustering, linking and
prioritizing them, and characterizing
analytic and decision strategies. Processes such as CTA can help define how
to structure information and achieve a
balance of human usability and system
functionality.
The information design stage should
be an integral part of the initial design
and development. It helps define the
system information end state—what
effort the system is supporting and to
whom the information is presented.
The ideal influencers in this effort are
the actual end users, the intelligence
analysts. In reality, their involvement
with private industry system development is difficult at best and more often
problematic. Even in ideal situations,
it is hard to get the end user to participate. They have work to perform, and
organizations do not want to lose their
time on the job. Organizations may also
feel this is what they are paying for—
someone who knows their business and
can design, develop, build and deliver
an information system without such
help.
Even when they participate, end
users can have difficulty providing
input. Many times they don’t know

what they want because they don’t
know what technology can provide.
End users may find it difficult to actually put into words (sufficient to guide
software coding) what they’re seeking
because analysis includes components
of intuition, conjecture and supposition.
Even when provided, it can be difficult
to translate user information requirements into design and software coding
language or protocols. One option to
improve user support is to provide nontechnical end users one-day training
on techniques to help them define and
express their information structure and
presentation requirements.
Ultimately, human-centered design
principles should guide the information
presentation end state. As this is still an
evolving industry and academic field, it
lacks the definitiveness of conventional
software design processes. Even still,
there is a robust body of knowledge
that is accessible and understandable to

the lay person that can provide a philosophical information design strategy to
ensure technology is designed for the
human analyst.
Gary Gomez has over 20 years of government and industry experience in the
intelligence community. He teaches intelligence studies at Old Dominion University in Norfolk, Virginia, and has
also taught information visualization at
George Mason University in Fairfax, Virginia. He is on the board of the Hampton
Roads AFCEA Chapter and is chair of
the chapter Intelligence Committee.

contact:
signalnews@afcea.org

SIGNAL, SEPTEMBER 2021 | Official Publication of AFCEA

Signal0921.indd 29

29

8/16/21 5:14 PM

August 17, 2021
I send warm greetings to the Armed Forces Communications and
Electronics Association International as you celebrate your
75th anniversary.
Throughout our Nation’s history, organizations like yours have brought
military, government, and industry leaders together to address our greatest
global challenges. Our planet is more interconnected today than ever
before, which is why it is so important to bring professionals from across
industries together to learn from and collaborate with one another. Your
commitment to educate, engage, and support your members is crucial to
tackling the hybrid threats that face communities across America and
around the world.
Congratulations on your milestone anniversary. I wish you the best in the
years ahead.

J
30
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AFCEA Celebrates
75 Years of Innovation,
Strength and Engagement
BY GEORGE SEFFERS AND BEVERLY COOPER

T

he 75th anniversary, which
AFCEA celebrates this year, is traditionally known as the diamond
anniversary. As the hardest natural
substance on Earth, diamonds represent
strength, resolve and durability.
It is a fitting metaphor for an organization that has supported the U.S.
national security and defense community since 1946, as the nation emerged,
stronger than ever, from the devastation
of World War II.
Seventy-five years ago, in a meeting
area in the Fraunces Tavern in New
York, a group of respected military and
corporate leaders gathered to discuss
a shared concern, one that was on the
minds of many in the aftermath of war.
These leaders recognized the challenges of not only continuing to
advance the improved communications and electronics capabilities that

Innovation in challenging
situations is a core competency
of AFCEA and its members.
In this photograph from the first
issue of SIGNALS, September
1946, a member of a Signal
construction group hangs a
line using an elephant, an
approach that enabled them to
overcome the swamps in India.

had resulted from the war effort but
also of ensuring that military and
industry organizations remained in
a strong partnership, one that would
lead to preparedness for the future.
In simple terms, the goal of the
meeting was not to predict the future
but to secure it. The leaders gathered to form a new organization that
would support global defense and
security in ways that would transcend
the decades. This organization would
eventually become the Armed Forces
Communications and Electronics
Association, now known as AFCEA,
and it would empower those in military and industry to advance technology and ensure security by opening
channels for collaboration.
As the meeting proceeded, a letter from U.S. President Harry S. Truman set the tone, acknowledging the

AFCEA
Chairmen
of the Board
The elected leader of AFCEA
originally was called president.
In 1977, that title was changed
to chairman of the board.
1946-1949
Brig. Gen. David
Sarnoff, USAR (Ret.)
1949-1950
Frederick R. Lack
1950-1951
Theodore S. Gary
1951-1952
William J. Halligan
1952-1953
W. Walter Watts
1953-1954
Joseph R. Redman
1954-1956
Dr. George W. Bailey
1956-1957
Col. Percy G. Black,
USA (Ret.)
1957-1959
Rear Adm. Frederick
R. Furth, USN (Ret.)
1959-1961
Benjamin H. Oliver Jr.
1961-1963
Frank A. Gunther
1963-1965
Walter H. Pagenkopf
1965-1966
Dr. Herbert Trotter Jr.
1966-1969
John T. Planje
1969-1971
Benjamin H. Oliver Jr.
1971-1973
Dr. Joseph A. Boyd
1973-1975
Robert H. Mitchell
1975-1977
Thomas A.
Campobasso
1977-1979
Robert E. Gradle
1979-1981
Dr. John L. McLucas
1981-1982
John A. Hollansworth
1982-1984
Eugene F. Murphy
1984-1986
Dr. Alvin E. Nashman
1986-1988
Donald J. Yockey
1988-1990
Earle C. Williams
1990-1992
Dr. Ralph W. Shrader
1992-1994
Gerald W. Ebker
1994-1996
Francis A. Gicca
1996-1998
Dr. Ralph W. Shrader
1998-2000
Milton E. Cooper
2000-2001
Mary Jane McKeever
2001-2003
Lt. Gen. Albert J.
Edmonds, USAF (Ret.)
2003-2006
Eugene C. Renzi
2006-2008
Duane P. Andrews
2006-2010
Paul Cofone
2010-2012
Natalie Lorenz Anderson
2012-2014
Al Grasso
2014-2016
Linda Gooden
2016-2018
Joseph F. Sifer
2018-2021
DeEtte Gray
2021-present Lt. Gen. Bill Bender,
USAF (Ret.)
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The AFCEA building in Fairfax, Virginia, was home to the association from 1986 to 2019. On the final day in the facility, three AFCEA employees,
each with more than 30 years of service to the association, participated in a flag ceremony with AFCEA President and CEO Lt. Gen. Robert M.
Shea, USMC (Ret.). From the left, Bev Cooper, Robert K. Ackerman and Nancy Temple lower the flags for the last time at the building.

organization as one for fostering “industrial preparedness, which must buttress the future security of our country.”
Army Chief Signal Officer Maj. Gen.
Harry C. Ingles, USA, addressed the
attendees, and Brig. Gen David Sarnoff, USAR, who became AFCEA’s first
president, also spoke. Gen. Sarnoff led
a distinguished broadcasting career that
culminated in his service as chairman
of the board of RCA. AFCEA’s founders also included Darryl F. Zanuck, a
renowned 20th Century Fox movie
producer who covered action in North
Africa, and Fred Friendly, who became
president of CBS News.
From the association’s foundational
interests in the areas of communications
and electronics, AFCEA has expanded
to address changing needs and now supports disciplines such as defense, homeland security, intelligence, cybersecurity,
cyber defense and space. Because the
association is a nonprofit organization
and does not lobby, it has built a long
and respected history of creating networking and engagement opportunities
between government and military.
As a public institution, AFCEA has a
responsibility, as do other professional
associations of like nature, to speak
out for the highest ethical standards,

32

AFCEA Presidents
The head of AFCEA originally was
known as the executive secretary.
Later, that title became general
manager. The association’s leader
now is titled president and CEO.
1946-1950

Brig. Gen. Stephen
Sherrill, USA (Ret.)
1950-1959 George P. Dixon
1959-1977 Col. W.J. “Sparky”
Baird, USA (Ret.)
1977-1987 Dr. Jon L. Boyes,
Vice Adm., USN (Ret.)
1987-1992 Gen. John A.
Wickham Jr., USA (Ret.)
1992-1996 Adm. James B.
Busey IV, USN (Ret.)
1996-2001 Lt. Gen. C. Norman
Wood, USAF (Ret.)
2001-2007 Vice Adm. Herbert A.
Browne, USN (Ret.)
2007-2014 Kent R. Schneider
2014-Present Lt. Gen. Robert M.
Shea, USMC (Ret.)

said Dr. Jon L. Boyes, Vice Adm., USN,
(Ret.), while serving as AFCEA president. Adm. Boyes led the organization from 1977 to 1987, resulting in its

expansion as an international organization, the establishment of the AFCEA
Educational Foundation (see page 40)
and the building of AFCEA’s headquarters offices.
Adm. Boyes described AFCEA as a
nonpartisan and ethical opportunity
for industry and government command, control, communications and
intelligence (C3I) professionals to meet
and exchange ideas on how to provide
better C3I in the most efficient manner. “This interface is done without
special privilege or commitments and
within an environment sensitive to the
proprietary interest of industries and
the security requirements of governments,” he said.
Gen. John Wickham Jr., USA (Ret.),
who followed Adm. Boyes as the
association’s head from 1987-1992,
built on the strong ethical platform
of his predecessor. During his term,
he emphasized that “AFCEA has an
obligation to represent equitably and
responsibly the diverse interests not
only of its corporate and individual
members but also of the professional
communities and organizations in
which they operate.”
AFCEA has existed for 75 years
to support its members and the
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SIGNAL Editors

The AFCEA staff at the time of the June 2019 office move gathered outside the association’s
new location at 4114 Legato Road, Fairfax, Virginia, to celebrate the first day in their
modernized space. The relocation enabled the association to provide better experiences
for its members, chapters and constituents as well as more efficiency through upgrades to
its technology and data infrastructure.

communities they support and continues today as it has in the past.
While leading the association, Vice
Adm. Herbert A. Browne, USN (Ret.),
AFCEA president and CEO from 20012007, concisely described what AFCEA
does. “The key word that describes our
association is ‘service,’” he said. “This
includes service to our members and
our sponsors as well as service to the
freedom-loving, democratic nations
around the world that have AFCEA
members and chapters.
“Since 1946, AFCEA has prided itself
on the role it plays in being a conduit
between government and industry. Our
association has served to help move the
finest technology offered by the Free
World into the hands of its warfighters.
This has been accomplished because of
the ethical environment that AFCEA
creates to allow frank ‘roll-up-thesleeves’ dialogue. This environment
enables government to be exposed to
the great advances that information
technology is making in the commercial
sector,” explained then-AFCEA President Adm. Browne.
AFCEA’s ability to serve is unique
among defense and security associations. It operates internationally
through both a U.S and a European

office. The office in Brussels, Belgium,
which opened in 1981, helps manage
AFCEA’s global events and international
chapters, and it supports the association’s close ties to NATO (see page 37).
The headquarters office in Fairfax,
Virginia, oversees organizational and
membership needs, including events,
media and education. It also assists
the 140 chapters operating around
the world. The AFCEA Educational
Foundation and the National Intelligence University Foundation also are
supported from the headquarters. The
Educational Foundation, established
more than 40 years ago, in partnership
with chapters, contributes more than
$2 million in scholarships each year.
AFCEA has been based in Fairfax
for 35 years. In 1986, under Adm.
Boyes’ leadership, the organization
purchased land and built its headquarters offices, becoming one of the
first businesses in one of the first high
technology office parks in that area.
In 2019, AFCEA sold its aging facility
and moved the staff to 4114 Legato
Road, taking advantage of more modern office space just over a mile away
from the old building. The decision
provides more flexibility for AFCEA
in supporting its chapters, members

SIGNAL Magazine began as
SIGNALS, published only
a few months after AFCEA
began and still in publication
today. The SIGNAL Media
brand has expanded from one
print magazine to multiple
enewsletters, online news sites,
webinars and videos. The media
group operates with an in-house
staff of professional journalists
who do their own reporting
and writing and cover a variety
of conferences and webinars.
SIGNAL also has a sub brand
focused entirely on cyber issues
called The Cyber Edge, with its
own website, enewsletter and
quarterly section in the magazine.

Editors of SIGNAL
1946-1950

Brig. Gen. Stephen
Sherrill, USA (Ret.)
1950-1952
Wallace R. Fingal
1952-1956
George P. Dixon
Col. W.J. “Sparky”
1956-1974
Baird, USA (Ret.)
1974-1983
Judith R. Shreve
1983-1986
Carolyn N. Frazier
1986-1989
James P. Coyne
1989-1998
Clarence A.
Robinson Jr.
1998-present Robert K. Ackerman
See the first issue of SIGNALS: https://
signal.afcea.org/SIGNAL1946
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One of the reasons AFCEA formed was to ensure that the technology partnerships that started during World War II would continue, ensuring
preparedness in the future. In this historic photograph from the September 1946 issue of SIGNALS, anti-aircraft guns await movement to
action in England. Read the first issue of AFCEA’s official publication at https://signal.afcea.org/SIGNAL1946

and constituents. In addition, the new
facility enabled the organization to
upgrade its technology infrastructure.
The headquarters of AFCEA International conducts more than 20 conferences, most in locations near the customer, which reduces expenses and cuts
down on travel for military and government attendees. It also holds smaller
events and webinars, including some
developed to help AFCEA’s small business corporate members. Many of the
chapters also hold events in their local
areas. Professional development courses,
online classes, continuing education
credits and relationships with preferred
educational providers are other offerings
that help members grow their careers,
and affinity partnerships help the association’s corporate members access business services at affordable rates.
AFCEA’s SIGNAL Magazine, which
began publication in September 1946,
is provided to members monthly in
the format of their choice, and the
SIGNAL Media website offers news
and blogs relevant to AFCEA’s areas
of interest. The SIGNAL Media brand
also includes a variety of newsletters,
webinars, websites, The Cyber Edge
writing contest and executive videos.
It also publishes SIGNAL Kids, a magazine aimed at exciting the younger
generation about science, technology,
engineering and math.
More than 75 years after the Free
World vanquished two global enemies
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of freedom, the risks and challenges
have changed, but they have not
diminished. AFCEA has responded by
changing too and providing new products and continued support to the community it serves.
As the far-reaching and long-term
implications of the pandemic became
clear in 2020, AFCEA had already
begun assisting military and government in disseminating essential information that would help industry
continue operations. In addition to
participating in weekly meetings with
senior government officials, including
many focused on helping small business, AFCEA moved its events online
and expanded webinars and other
online products to support engagement
needs within a new paradigm.
While AFCEA focused on supporting its members’ interests during this
time, it also was going through its own
adjustments, with staff switching overnight from an office to a remote work
environment. As the entire world was
facing an experience few people had
navigated before, AFCEA relied on its
innovation, flexibility and relationships to continue to accomplish its
mission during challenging times,
showing strength, resolve and durability. These core competencies are
invaluable, and they enabled the association to quickly step in to bridge
gaps exposed by COVID-19 and
resulting societal challenges.

“When I joined the AFCEA team,
I quickly realized that the staff was
highly dedicated in its service to the
mission, our members and constituents. This was never more evident
than during this past 17 months.
The AFCEA staff came through in a
most impressive manner, turning the
pressure from each challenge into a
strength, a fitting reflection on the
diamond anniversary we celebrate
this year. The dangers and challenges we face today did not slow
down during the pandemic, and
AFCEA did not slow down either.
As a result, we were ready to resume
conferences as soon as the venues
were ready. We just completed TechNet Augusta, our first large in-person
event since March 2020. We have hit
the ground running, and look forward to embracing the opportunities
on the horizon,” says Lt. Gen. Robert
Shea, USMC (Ret.), AFCEA’s current
president and CEO, who has led the
organization since 2014.
The members of AFCEA in 2021, just
like those represented in 1946 by several
prominent figures meeting in a tavern,
are the problem solvers and business
builders who continue to move at the
breakneck speed of technology.
Diamonds are not formed overnight,
and neither is a successful organization
such as AFCEA. With age comes wisdom, strength and perspective.
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Leader Perspectives

Bringing Together the People Who Drive Innovation
“Congratulations from DARPA for
75 years of advancing innovation
in the name of national security.
Your position at the crossroads
of government and industry
helps keep the focus on
technology that truly matters.”
—Dr. Stefanie Tompkins, Director, Defense
Advanced Research Projects Agency (DARPA)

“Congratulations on
75 years of leadership in
ethical communications.
For 75 years, you have
helped foster the innovation, adaptability and
critical thinking among the
nation’s government, industry and academia leaders
for success in the defense,
intelligence and communications arenas. Thank you
for your service and commitment to this vital work.”
—Lloyd J. Austin III, Secretary of Defense

“Happy birthday, AFCEA!
75 years of connecting people,
ideas and solutions globally.
Looking forward to shaping
our future together!”
—Christian-Marc Lifländer, Head,
Cyber Defence Section, Emerging Security
Challenges Division, NATO Headquarters

“For 75 years, AFCEA has been
successfully focusing on the most
important component of technology—the people. I would like to
congratulate AFCEA on this important milestone and wish them
success for the years to come!”
—Col. Jaak Tarien, Estonia Air Force, Head, NATO

Cooperative Cyber Defence Centre of Excellence

“By offering governments, industry, academia and the military an impressive
international forum and network for exchanging views, ideas, knowledge
and common solutions for common security and defence challenges,
AFCEA took on a noble and useful mission that it has been delivering with
commitment and professionalism for 75 years. Its European chapters make
a valuable contribution to shaping the European debate about innovation
and emerging technologies in defence, which is also a priority domain of the
European Defence Agency. In that cooperative spirit, I express my sincere
congratulations for AFCEA’s 75th birthday, and best wishes for the future!”
—Jiri Sedivy, Chief Executive, European Defence Agency
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Always Moving Forward
Former Board Chairs Discuss AFCEA’s Successes
AFCEA is celebrating a significant milestone—its 75th anniversary! In 1946, our
founding members started this association with a vision to maintain the partnerships between the military and industry
that existed during World War II. They
believed those partnerships were essential
for driving the advancement in technology that would be needed in the future. Today, we’re proud
to be the premier association for advancing global security.
Although the pandemic brought uncertainty during my tenure
as chair, the outlook for our future is bright. Our chapters and
volunteers continue to carry our mission forward in a virtual
environment. They support their local communities with virtual events and thought leadership. They’re funding scholarships, teacher grants and STEM-focused activities and promoting cyber education. A skilled workforce is imperative to our
national security. The future is bright for AFCEA.
—DeEtte Gray, chairwoman of the board 2018-2021

Congratulations to AFCEA as you celebrate your 75th anniversary. I’ve had a
career-long relationship with AFCEA that
has had tremendous value to me and the
missions that I served. I was honored to
serve as your chair, and I am proud to be a
recipient of the David Sarnoff Award. During my tenure as chairman, AFCEA established a new Homeland Security Committee and Conference.
The AFCEA Membership Committee established the Women
in AFCEA subcommittee to increase female participation and,
in 2014, held its first Women in AFCEA Appreciation Event.
The AFCEA Educational Foundation launched its first Cycle
for STEM event, raising awareness of scholarship programs.
I implore each reader to spread the word of the benefits of
AFCEA, to engage in their events and activities, to follow
SIGNAL Media, and to encourage young professionals to
engage with our innovative association.
—Al Grasso, chairman of the board, 2012-2014

Congratulations to the leadership and
membership of AFCEA! Our 75-year history has seen many changes in technology,
military and government organizations and
mission priorities. What hasn’t changed is
the important role AFCEA has played in
bringing government and industry together
to address challenges and opportunities.
Our members’ engagement with government is more relative
than ever as we face new challenges and identify solutions for
international security. As we move forward, AFCEA’s continued
focus on communications, intelligence, cyber, artificial intelligence and multidomain operations is vital.
– Duane Andrews, chairman of the board, 2006-2008
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Congratulations to AFCEA members across the globe as we celebrate
our 75th anniversary. For decades,
AFCEA has empowered meaningful connection among industry, academia, military and other community members to promote solutions
for global security and resilience. I
joined in 1985, finding great value in all that AFCEA
offers its members. It was a privilege to serve as chair
of the association, culminating years of rewarding and
meaningful service in other roles with the Northern
Virginia Chapter and AFCEA International. I am particularly proud of the emphasis our community is placing on the importance of STEM. Through funding for
science projects and STEM scholarships, AFCEA places
education at the top of its priorities. I encourage you to
align with our passion for supporting education through
your local chapter or through the headquarters foundation. Help us empower youth today for AFCEA’s, our
communities’ and our planet’s tomorrow.
—Natalie Lorenz Anderson, chairwoman of the board, 2010-2012

I am delighted to join you in celebrating our 75th anniversary! It was
a privilege to serve as chair of the
association. It was then that AFCEA
launched the The Cyber Edge and
held our first International Cyber
Symposium in Europe, in Sofia, Bulgaria. Through the years, AFCEA has
provided its members a robust portfolio of the most relevant content and thought leadership. I encourage you to
stay engaged, become a mentor, bring us your ideas and
volunteer. There’s a lot more to come with AFCEA!
—Linda Gooden, chairwoman of the board, 2014-2016

Congratulations to my friends and
colleagues at AFCEA as you celebrate 75 strong years of advancing global security. I joined AFCEA
in 1976 while on active duty in the
U.S. Air Force. I was involved in
several AFCEA chapters and an
advocate for recruiting military personnel to align with the networking and educational
opportunities provided by our association. I continued
to be actively engaged with AFCEA in private industry
and was honored to have served as chairman of the
board. I established a valuable network of business associates that provided opportunities for me personally and
for others within that network.
– Lt. Gen. Al Edmonds, USAF (Ret.),
chairman of the board, 2001-2003
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Brussels Office Ensures
A Global Perspective

A

FCEA began as a U.S.-based organization, but its
instrumental in organizing a number of events aimed at C3I
leadership recognized both the potential and the
professionals all over Europe. After completing all necessary
challenges of the communications advances they
formalities, the AFCEA Europe Office became a permanent
believed would make the world increasingly conbranch office with a legal entity in March 1984.
nected. By 1981, the association had begun its expansion into
Loren Diedrichsen, principal technical adviser to NICthe international arena, and that decision prepared AFCEA
SMA in 1984, was active at the AFCEA Fort Monmouth
for a digital revolution that knows no borders.
Chapter, serving as president, regional vice president and as
A representational office of AFCEA opened in Brussels,
the organizer of chapter symposia before taking his position
Belgium, in 1981 with the appointment of Sir John Anderson,
with NICSMA. He was asked by Adm. Boyes to help supKBE, as the executive director of the AFCEA Europe Group.
port the objectives of the AFCEA European organization, so
From 1977 to 1981, Sir John Anderson served as the director
Diedrichsen accepted the role of technical program director
general of the NATO Integrated Communications System
for the annual AFCEA symposium in Brussels. He helped to
Management Agency (NICSMA, later NACISA,
now NCIA). Sir John Anderson also held the rank
of major general in the Royal Corps of Signals,
United Kingdom.
But even before the office opened, an annual
symposium in Brussels, which began as a chapter
activity in 1979, was formed with the support
of Lt. Gen. James M. Rockwell, USA (Ret.). The
annual AFCEA Europe symposia were among the
first major exhibitions and professional presentations in Europe. Participants came from most
NATO nations, and the NATO C3 Commands
were active supporters.
From 1981 to 1983 a consultancy activity was
Members of the AFCEA European leadership meet with AFCEA International leaders
performed at a Brussels location near NATO
to ensure continued engagement and communications on an international level.
Headquarters to determine the feasibility of establishing a permanent AFCEA Office in Europe.
Dr. Jon Boyes, Vice Adm., USN (Ret.), then-AFCEA presiexpand that event to other European nations, both members
dent, stated, “The rationale for the European office was that it
and nonmembers of NATO.
should become an international office dedicated to the inter“Gen. Baroni wanted to demonstrate that AFCEA and
ests of Europeans and European corporations in AFCEA,
NATO were dedicated to a world enjoying true peace and
while at the same time provide access for non-European
stability,” states Diedrichsen. The first symposium was held in
interests in Europe.”
Rome. Others were held in London, Paris, Bonn, Madrid, Oslo,
The AFCEA Europe Office continued under the guidance
Warsaw, Prague and Copenhagen. The 1993 AFCEA Warsaw
of Sir John Anderson as executive director. Maj. Gen. Tullio
Seminar expanded AFCEA activities in Eastern Europe.
Baroni, ITA (Ret.), who also served at NICSMA, took the helm
Loren Diedrichsen was one of the driving forces behind
of the AFCEA Europe office in 1983 at the request of Adm.
the early success of the association’s European operations.
Boyes. During Gen. Baroni’s eight-year tenure as the general
He shares his personal perspective as part of AFCEA’s 75th
manager of AFCEA Europe, the association in Europe grew
online content: https://url.afcea.org/75th.
to 27 chapters, 2,500 individual members and 200 corporate
The AFCEA Europe staff increased in 1986 with a dedimembers. Gen. Baroni was able to enlarge AFCEA’s footprint
cated team of four, and by the late 1980s, eight people were
in Europe and established a record of growing prestige and recresponsible for managing the ever-increasing membership
ognition within industry and with government/NATO agenand organizing symposia and expositions.
cies. Pia Sementilli, who is the director of European OperaToday, the European office is still based in Brussels and
tions, started in February 1984 to assist Sir John Anderson and
consists of a small team led by Maj. Gen. Erich Staudacher,
Gen. Baroni as the executive secretary/office administrator.
GEAF (Ret.).
All activities and operations of the office were conducted
Under the AFCEA Europe banner, individual and corpowith the help of very limited staff from AFCEA International,
rate members from 41 European chapters are proud to belong
and exhibit sales were centralized under the responsibility
within an international structure that provides a unique blend
of John Spargo and Associates. AFCEA Europe has been
of military, government, industry and academia.
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Making an Impact
Around the World
“Congratulations, AFCEA International, on your 75th anniversary! You are
a great organization in the United States with important European chapters.
Your European base is crucial and makes all the difference. May you continue
to be successful in the future, as digitization of the armed forces is a long,
ongoing process that requires your initiatives and support.”
—Brig. Gen. Reimar Scherz, GE Army (Ret.), AFCEA Bonn, Distinguished
Life Member and former EXCOM member of AFCEA International

“Never will I forget the day in summer of 1981, during my term as SHAPE [Supreme Headquarters Allied
Powers Europe] Liaison Officer in Washington, D.C., when the revered Dr. Jon L. Boyes, Vice Adm., USN
(Ret.), then AFCEA president, called and told me that he wanted me to help him introduce AFCEA to Europe.
I had already learned about the goals and mission of the association and was highly convinced of its spirit. So,
when I returned to Germany a year later, I spread the word, and while Adm. Boyes established a formal office
in Brussels, I started out to found the first non-U.S. chapter in my home country.”
—Eberhard A. Müller-von der Bank, honorary president, AFCEA Bonn e.V.

“Congratulations to AFCEA International for reaching its 75th birthday and
still delivering the nonpartisan and unbiased advice, events, conferences and
workshops that it has always done so well. My involvement with AFCEA
stretches back more than 30 years, and I have enjoyed and benefited from
every aspect of my AFCEA participation. In both my 34 years of regular
service and my latter years of reserve service (having now held the Queen’s
Commission for more than 50 years), I have drawn on AFCEA for guidance,
comradeship, information and inspiration. AFCEA’s international dimension has been especially useful and
one of its unique value propositions when compared to other organizations. From my RAF regular service and
my Army Royal Signals reserve service, I offer “Per Ardua Ad Astra” and “Certa Cito.” Here’s a toast to AFCEA
continuing to support the many nations’ defense and national security agendas for another 75 years.”
—Air Commodore Bruce Wynn, OBE FBCS CITP RAF (Ret.), chapter president of the London Chapter,
RVP UK and founding member of the AFCEA International Cyber Committee

“I first served as president of the Rome Chapter in 2000. I was responsible
for the military research department of Italian Defence and chairman of the
Western European Armament Group Panel II. The Rome chapter had about 100
people and a few events per year. In 2001, I served as general manager of NATO
Helicopter Management Agency in France. In 2004 I became general manager of
TELEDIFE, the Italian Defence General Directorate for Communication in Italy
and came back to the chapter as president. My professional experience had not
been in communications, but I had the opportunity to recruit AFCEA communications companies. Membership
in the chapter went to 1,000 with more than one event per month. It helped me manage TELEDIFE contracts for
six years. I’m not sure I would have been able to have such a performance without AFCEA.”
—Pietro Finocchio—former president of AFCEA Rome.
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“I was privileged to participate in the first AFCEA-Europe symposium in Eastern
Europe, Prague 1992, meeting with an organization and community I immediately
recognized as mine. I remain very thankful to Maj. Gen. Emmanuel Greindel, Loren
Diedrichsen and others for the support of the first AFCEA-Europe Symposium
in Bulgaria some years later, already with a Sofia Chapter established. I owe sincere gratitude to AFCEA Europe
and AFCEA International for my career in the MOD [Ministry of Defense] of Bulgaria and NATO, recently in the
Bulgarian Parliament. I learned a lot, inspired by the leaders I met in our organization, encouraged by the colleagues I
worked with for many AFCEA events, especially after establishing an agreement between NC3A[NATO Consultation,
Command and Control Agency]/NCIA [NATO Communications and Information Agency] and AFCEA Europe.
I was blessed to work with all the presidents of AFCEA Europe. Now, as we celebrate the 75th anniversary (AFCEA
is a little bit older than NATO and also successful), I would like to congratulate all AFCEANs and wish you health,
happiness, joint success and the favor of freedom and technological superiority to protect nations.”
—Dr. Velizar Shalamanov, member of parliament, Bulgaria, chairman of the Agency Supervisory Board NCI Agency,
former defense minister and deputy defense minister, Policy, Planning, Integration at the Ministry of Defense, Bulgaria

“Congratulations to one of the world’s most successful professional nongovernmental organization. AFCEA has
given a lot to the development of the military IT sector. The establishment of the Sofia Chapter was rather difficult
in the post-communist era. Nevertheless, it has contributed to the technological integration with NATO.”
—Dr. Simeon Kralikov, Col. (Ret), member since 1993, founder and head of the Bulgarian section for 22 years

“Our congratulations to AFCEA International for its 75 years of success, during
which it sowed seeds around the world, such as with the Portugal chapter it formed
33 years ago. Because of its organization, with global components and chapters at local
levels, AFCEA International has been able to adapt and build bridges in response to
local issues, including supporting chapter initiatives. AFCEA International, through
the Portugal chapter, has been asserting itself with governmental entities, armed
and security forces, academic circles and industry, as a forum of enormous
relevance and credibility, promoting a rigorous, innovative and excellent scientific and technological debate.”
—Rear Adm. Carlos Rodolfo, POR Navy (Ret.), Portugal Chapter President and RVP Atlantic Region

“I am a retiree from an international IT company and an AFCEA veteran. I joined
AFCEA to represent my company in my country before the country joined NATO
and continued my active part throughout my professional career. I am immensely
grateful to AFCEA for providing us in Eastern Europe with a deep look into IT,
other business models, other professionals and other countries and offering us
enjoyable times. I wish AFCEA all the best. Please keep up the good work.”
—Charles Vavruska, Distinguished AFCEA Life Member and former member of the Prague Chapter board

“Technological advances in industry make us stronger together with AFCEA.
We believe that in the near future when the changes in AFCEA and the
industry are faster and more visible, our young leaders of this new era will have
significantly more duties. Happy 75th Birthday, AFCEA, on behalf of all former
and current presidents and board members of AFCEA Turkiye Chapter.”
—Col. I.Bora Buyukoner, TU Army (Ret.), former chapter president

For more international articles, visit https:url.afcea.org/75th
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Foundations Ensure Technical
Skills for Tomorrow’s Workforce
To be competitive in the global security world,
education and training alliances are essential.
BY BEVERLY COOPER

P

artnerships often begin small,
in experimental and limited
ways, but when nurtured and
supported, they have the potential to grow into something bigger than
envisioned. AFCEA was formed in 1946
from several partnerships, all seeking
to ensure the new technologies from
World War II would continue to evolve.
As the association grew, it recognized that an educated workforce was
key to being technically competitive
and prepared, and so in 1979, AFCEA
launched its own partnership with
education and began what is now
known as the AFCEA Educational
Foundation. Like many nonprofit
partnerships, this one started small,
with an initial funding by AFCEA of
$29,000. Dr. Jon L. Boyes, Vice Adm.,
USN (Ret.), who headed up AFCEA
at the time, took on leadership of the
new organization. From AFCEA’s initial investment, the foundation provides approximately $2 million a year
in scholarships and grants.
The AFCEA Educational Foundation, a 501(c)3 not-for-profit, provides
educational incentives, opportunities
and assistance for people engaged in
science, technology, engineering and
mathematics (STEM) disciplines. While
its prime focuses are information technology, cybersecurity, telecommunications and electronics supporting the
defense, homeland security and intelligence communities, the programs have
a wide reach.
One recent program, funded by a
partnership with Ciena, explores the
life cycle of plants and how to grow
produce hydroponically. The produce
is distributed to people in need in the
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AFCEA Educational Foundation supports educational programs and students
at a variety of levels, from young learners up through graduate students.

local community. “This was one of the
first applicants for the Ciena program,
seeking to fund a grant that comprised
components of learning, sustainability, nutrition and community outreach.
The project, the first of its kind in Delaware, affected 50 female students in
grades 7-12,” according to Nancy Temple, vice president of the Educational
Foundation and secretary of AFCEA
International.
The foundation’s main programs are
broken down in the following categories: scholarships, grants and awards
for excellence and merit. More details
on each of these programs are available at https://www.afcea.org/site/
Educational-Foundation. In addition, many of AFCEA’s chapters provide scholarships, grants and tuition

assistance for students within their
local communities.
The foundation has grown over the
years because of the passion of a variety of dedicated leaders. Adm. Boyes,
then president of AFCEA, wanted an
organization that would provide a sustaining commitment to education, and
as such, led the effort to establish the
foundation.
Vice Adm. Samuel Gravely Jr., USN,
(Ret.) became the executive director
of the AFCEA Educational Foundation in 1983 and started the science
and technology teacher tool grants
program. Adm. Gravely had 38 years
of naval service and was the first African American commissioned as an
officer from the Navy ROTC. He had
trained as a fireman apprentice, but
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through his own career path, Adm.
Gravely saw the value of education,
and he used that insight to benefit the
foundation. He turned over the leadership to Rear Adm. William Holland,
USN (Ret.), who led the foundation
until 1998. Adm Holland, in coordination with his counterpart at the U. S.
Naval Institute, began the Copernicus
Awards, which recognized the people
in the services who make differences
in information technology. Adm. Holland says that the actual educational
efforts of the foundation began around
ROTC students. “Scholarships were
awarded yearly based upon excellence,
not need.” The Army Signal Corps was
a major recipient of these awards, he
adds. The admiral expanded the program to include postgraduate doctoral
candidates.
Rear Adm. Paul Tobin, USN (Ret.),
who followed Adm. Holland as the
head of the foundation, is another
senior leader who recognized the
importance of education. “Organizations like AFCEA often make the difference when candidates choose to take
difficult and challenging programs,” he
says. “We need to support our nation’s
technical education students.” Adm.
Tobin served the foundation until 2005,
when Fred Rainbow became its executive director.
During Rainbow’s leadership, the
foundation adjusted to a broader set
of educational needs by reducing some
of its very large scholarship amounts
to more modest awards to reach more
students. Recognizing the number of
senior leaders who supported AFCEA,
Rainbow began Leadership Forums at
AFCEA. These events, limited to 20
students, were held monthly and featured senior leaders talking off-therecord about their personal successes
and failures.
A unique fundraising program that
the foundation started in 2013 was
Cycle for STEM, which featured a team
of as many as 20 individuals riding
from Carnegie Mellon in Pittsburgh

to Georgetown University in Washington, D.C. The foundation-led effort
ran for two years and raised more than
$90,000. Several AFCEA chapters took
over the program and continued riding
for STEM.
Chief Petty Officer Vince Patton,
USCG (Ret.), headed the foundation
from 2014-2016, and he too expressed

specifically at the needs of the intelligence community. In 2012, AFCEA
established the National Intelligence
University Foundation (NIUF). This
foundation supports operations of the
National Intelligence University that are
limited by its appropriations funding.
This foundation also assists with building a strong alumni network, an impor-

AFCEA Headquarters Cycle for STEM teams brought in more than $90,000 for
scholarships, and chapter rides brought in additional funding for their programs.

pride in what he experienced in that
role. “It was exhilarating to be a part
of making a positive impact on people
who were pursuing their lifelong dream
of higher education in STEM studies,
he says, adding that he enjoyed hearing
from the appreciative recipients.
From 2016 to 2019, the foundation’s
administrative functions were managed by Casmere Kistner and then
Amanda Goehring, under the guidance of Lt. Gen. Robert Shea, USMC
(Ret.), CEO and president of AFCEA
International.
While the AFCEA Educational Foundation has a broad base in its programs
and disciplines, AFCEA also supports
an education-based foundation aimed

tant source of funding for educational
organizations. NIUF is also a 501(c)(3)
organization.
For more information about NIUF,
go to https://niuf.org/.
From its beginning, AFCEA has
sought to empower people to learn,
teach and develop new and needed technologies for the future, and in so doing,
it has leveraged education as a building
block for success. Whether an individual’s passion lies in scholarships, opportunities for leadership or global outreach,
AFCEA offers a variety of avenues for
those who support education to make a
difference. If you would like to donate,
visit https://link.afcea.org/Donate.
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Learn, Innovate and
Make a Difference

A

FCEA’s first event started small, a gathering of the association’s founders in a tavern in New York. But from that first meeting, the association
has expanded its footprint across the country and around the world,
offering a variety of activities, from large events to conferences, expositions,
seminars, chapter meetings, webinars, committees, roundtables and online
events. AFCEA continues to respond by bringing people together with
engagement and networking opportunities that not only educate, but also help
align technology and strategy in support of those who serve.
Learn more about upcoming AFCEA events at: https://www.afcea.org/events
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You Have a Place in AFCEA

AFCEA.org

Whether you work for industry, military, government or in academia,
what matters most is mission success. Helping you develop the knowledge
and relationships you need to achieve that success is what AFCEA does best.
As AFCEA celebrates its 75th year, now is the perfect time to leverage its long-established heritage.
A variety of opportunities for both corporate and individual members await you:

• Connect and Engage • Learn and Innovate • Make A Difference
Explore Our Brochure: url.afcea.org/Explore
Visit Our Membership Site: url.afcea.org/Member
Join Now: url.afcea.org/Membership
Contact Us: membership@afcea.org

#AFCEAMembershipMatters
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The Spirit of Innovation
Is Central to AFCEA’s Heritage
Time defines why membership matters.

M

embership in AFCEA thrives
through a progression of ideas
and innovation, with the association’s innovative roots tracing back to the Civil War where wigwag flags modernized communications.
Then-Maj. Albert James Myer, USA,
who developed the wigwag system is
known as the father of both the U.S.
Army Signal Corps and the U.S. Weather
Bureau—and, in a way, of AFCEA too.
After the Civil War, Signal Corps
members formed the U.S. Veterans
Signal Association, which later merged
with the American Signal Corps Association. From those organizations came
a new organization, the Army Signal
Association, in 1946. That merger
was the official beginning of what is
now AFCEA. In recognition of the
unification of the services, the Army
Signal Association changed its name
to become the Armed Forces Communications Association (page 31). As
technology advanced, the association
responded by adding “Electronics” to
its name in 1954. In 2018, the association shortened its name to AFCEA
International. While the armed forces
remain a central component of AFCEA,
and communications and electronics
are foundational disciplines, technology has expanded exponentially, and
constituent demographics have as well.
The use of the acronym as the name
increases the association’s flexibility to
address advancing technology capabilities and associated changes in military,
government, industry and academia
that result. For more history of AFCEA,
visit www.afcea.org/site/History.
Throughout 75 years, AFCEA has
supported a membership composed
of military, government, industry and
academic organizations and individuals

worldwide. With a long and historic heritage built by members, membership is
what defines the association.

Chapters

Chapters are the heart and soul of
AFCEA. From the first chapter, the
New York Founders Chapter, to the
newest U.S. chapter, the Indiana Chapter, and newest international chapter,
the Ecuador Chapter, AFCEA has its
foundation at the local level, made
possible by volunteers. Members can
choose chapters by location, business
activities and interests.
Highlights include a variety of local
events and conferences, industry days,

Competitors battle it out during the
Montgomery Chapter’s Counter-Strike:
Global Offensive E-sports.

fundraising contributions toward STEM
scholarships and grants and student
chapters. Chapters engage in the local
community through Wounded Warriors programs, Capture the Flag contests, hackathons, and robotics and
STEM Clubs.

Corporate Membership

AFCEA brings small, medium and
large companies together to network,
partner and grow their business to meet
the demands of the ever-changing global
security market. Corporate membership
helps companies increase their brand

awareness and extend their footprint in
the federal space.
Highlights include an online corporate directory, small business program,
sharing business accomplishments in
the corporate member news, affinity
partners and a career center allowing
members to connect to job opportunities
within the AFCEA network.

Individual Membership

Through its worldwide network of
chapters, AFCEA members are part of
an extensive network of military, government civilian, industry and academic professionals in the fields of
cyber, IT, communications and intelligence. AFCEA offers IT professionals
opportunities to grow their individual
brand and awareness through conferences, symposiums, expositions, networking activities and AFCEA’s awardwinning SIGNAL Media.
Highlights include opportunities to
volunteer, mentor and lead at the international, regional and local levels. Separate robust community networks exist
for AFCEA Emerging Leaders aged 40
or under and for Women in AFCEA.
Thought leadership opportunities exist
via many committees including Cyber,
Homeland Security, Intelligence, Small
Business and Technology.

Professional Education

To help keep the workforce relevant,
AFCEA provides several professional
development opportunities. It offers
a variety of options from onsite and
on-demand courses in technical areas,
intelligence, leadership and management to preferred provider academic
programs leading to degrees and to certificates. Members qualify for formal
attendance documentation for many
AFCEA International and chapter continuing education sessions.

Download the AFCEA Brochure to learn more why Membership Matters. https://url.afcea.org/Explore
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Expertise From Committees
Benefits All Members

C

ommittees bring focus and
expertise to important topics of interest to AFCEA, and
within the association, committees benefit from the dedication of
knowledgeable and engaged members.
The criteria and selection process for
each AFCEA committee is a strategic
process, which leads to thought leadership, knowledge sharing and information resources that contribute to the
success of all members.
Within AFCEA, there are two types
of committees, management and governance, and they receive direction
from the governing body of AFCEA,
the AFCEA board of directors.

Management

Members of the AFCEA Small Business Committee meet regularly for networking,
mentoring, education and business development opportunities.

Cyber Committee—This committee
is AFCEA’s principal cyber advocate
and resource. It is a volunteer group
of public and private sector information technology professionals who
oversee AFCEA’s outreach and help
ensure open lines of communication
between the government and industry.
The committee provides an active focal
point within AFCEA for encouraging
the exchange of ideas and coordinating
AFCEA’s cyber-related activities.
The Cyber Committee helps the
association by preparing, reviewing,
approving and/or making recommendations about how to address cyber
challenges in association events. It also
assists SIGNAL Media by contributing ideas for cyber-related articles and
interviews. Other committee work
includes recognizing established and
emerging achievement in the cyber
community by evaluating award nominations and writing submissions and
grant/scholarship applications. The
committee also publishes a variety of
white papers, which are available at the
following link: https://www.afcea.org/
site/cyber-committee-white-papers.

Homeland Security Committee—
Identifying threats and alleviating risks
are essential activities for improved
homeland security, and this committee helps AFCEA assist the public and
private sector to do so. The committee,
which supports AFCEA membership
within the U.S. Department of Homeland Security and throughout the
international community, comprises
volunteers from the public and private
sectors who help ensure that collaboration, cooperation and communication
take place in government agencies at
all levels.
During event-planning sessions,
committee members offer ideas and
expertise to provide AFCEA with the
information it needs to be relevant in
a security-conscious environment. In
addition, they make their expertise
available to AFCEANs worldwide so
other nations can address homeland
defense issues in their countries. The
committee also supports SIGNAL Media
by encouraging contributions and offering ideas for homeland security-related
articles, blogs and interviews.
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Intelligence Committee—AFCEA
Intelligence has two active committees, both comprised of volunteer
public- and private-sector intelligence
professionals. These committees oversee AFCEA’s intelligence outreach and
help build bridges between government and industry.
The Intelligence Committee provides an active focal point within
AFCEA for encouraging the exchange
of ideas and coordinating AFCEA’s
intelligence-related activities. Members strengthen AFCEA Intelligence’s
role as the association’s principal intelligence advocate and resource, making
available its understanding of intelligence to AFCEA’s membership worldwide and making the interests and
capabilities of AFCEA’s individual and
corporate members available to the
intelligence community (IC).
The Emerging Professionals in Intelligence Community (EPIC) Committee is a high-energy group focused on
developing leaders, networking and
giving back to the intelligence community. The committee, comprised of
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IC professionals under the age of 40
from both the public and private sectors, enhances AFCEA’s outreach and
education to the IC. The committee
is an extension of the AFCEA Intelligence Committee
Small Business Committee—This
group enhances AFCEA’s outreach to
the small business community. The
committee develops strategies and
programs to enable full inclusion of
small business within AFCEA. The
committee provides opportunities for
large and small business to develop
relationships for partnerships and
teams, and it hosts a variety of events
and webinars throughout the year to
support the businesses and individuals
it represents.
Technology Committee—The purpose of the Technology Committee is
to enhance AFCEA’s outreach to the
information technology (IT) communities; cultivate partnerships among
government, industry, academic and
scientific leaders; and focus on finding
solutions for the IT and related management problems facing government,
military, industry and nonprofit sector
leaders worldwide.
The committee facilitates networking,
outreach and collaboration between and
among government, industry, academic
and nonprofit organizations to identify and analyze information technology
and management needs in coordination
with one another and to discuss potential solutions. It sponsors and promotes
discussion forums and seminars in support of government agency/industry/
scientific technology solutions and their
adaptation. The committee also provides advice to SIGNAL, AFCEA web
services and social media resources.
T h e Te c h n o l o g y C o m m i t tee publishes an annual Technology Vectors report https://url.afcea.
org/2021TechnologyVectors.

Governing
Audit—The Audit Committee assists
the AFCEA board of directors in fulfilling its oversight responsibilities
related to AFCEA’s financial reporting, annual financial statement audit
process, system of financial statement
internal controls and compliance with
laws and regulations.
Awards—The Awards Committee
assists the AFCEA board of directors
in fulfilling its oversight responsibilities related to award nominations and
selections.
Budget and Finance—The Budget
and Finance Committee assists the
AFCEA executive team in its annual
budgeting process and provides ongoing financial planning input throughout the year.
Governance Committee and Nominating Subcommittee—The purpose of
the committee is to assist the AFCEA
board of directors on matters pertinent

to the operation and governance of
the association, its chapters and other
related organizational entities.
Membership—The Membership
Committee develops strategies for
individual and corporate membership
growth and retention. The goal is to
enhance AFCEA’s outreach to members.
Committee initiatives are worked on at
the subcommittee level.

Association Governance
The AFCEA board of directors has
responsibility for the supervision,
control and direction over the affairs
of AFCEA, its committees, studies
and publications. The AFCEA Executive Committee is responsible to the
Board for ensuring proper management and operation of AFCEA Headquarters. Many executive committee
members chair or co-chair AFCEA
Governing and Management committees and serve on special assignments as assigned by the chairman of
the board.

AFCEA strives for diversity in the topics it focuses on, the work its committees do, the papers
the committees produce and the membership within each committee. View some of the
white papers produced at the committee level here: https://news.afcea.org/AFCEAResources

For more articles about AFCEA committees and our 75th anniversary, go to https://url.afcea.org/75th
For more information or committee contact information, go to https://www.afcea.org/site/Committees
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A Bright Future Emerges
for AFCEA’s Young Professionals
Leaders aim to better serve members under 40.
BY GEORGE SEFFERS

A

FCEA’s newly renamed Emerging Leaders Advisory Council is making changes that will
allow members to better meet the needs
of a more diverse generation, according
to several members.
The Emerging Leaders, which until
recently was known as the Young
AFCEAN Advisory Council, caters to
members 40-years-old and younger.
The organization, which was formed
within AFCEA more than 30 years
ago, includes professionals at various stages in their careers, such as activeduty military personnel, military retirees
and industry representatives from businesses large and small.
The group is increasing its focus
on people who are early in their
careers. “We’ll have a section for early
career, which would be those people
who have recently graduated college or recently retired from the military and are starting out their professional careers in industry,” says Alisha
Kelly, director of business development and proposals for Trace Systems
and co-president of the Emerging
Leaders.“There will also be a subgroup
that will focus on upper high school
and college-aged students.”
Kel ly notes t hat AFCEA has
some chapters at colleges, and many
offer practices, such as resume writing and review and mentoring, that
will become more widespread.
Clinton Austin, the other Emerging Leaders co-president, pushed
for the new focus. He agrees with
Kelly that the new approach will
allow the group to better cater to
the varied demographics.
Austin is the chief innovation
officer and director of special projects for the North American Aerospace Defense Cheyenne Mountain
Complex Integrated Tactical Warning and Attack Assessment and Space
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Members of the Emerging Leaders gather at an AFCEA event.

Support Contract II. “The way you
cater to young AFCEANs is going to
be dramatically different for myself
than for someone who is just transitioning out of the military or just
transitioning out of college.”
Members tout mentoring opportunities as a primary benefit. “For
me, personally, it has been a lot of
mentorship that has gotten me to this
place in my career,” says Justin Newell, the capture manager for military
health and Veterans Affairs at Leidos.
Kaitlin Bulavinetz, chief of staff
to the chief software officer, U.S.
Air Force, describes the mentorship opportunities as a “business
development 101” program.
Tiffany Griggs, a software and computer systems engineer who recently
joined AFCEA, says she already is
enjoying some mentoring opportunities. “Brandon [Lester] and I were
having a mentor-mentee conversation
earlier today. We were just talking
about negotiating benefits and worklife balance and that kind of thing.”

Lester, Pacific technology strategist
at Microsoft, touts the chances he has
had to develop leadership skills through
AFCEA. “I started at a small business as an engineer, used opportunities through professional growth like
AFCEA in Maryland to then become
a vice president of a small business
and chief technology officer of that
same small business,” he reports. “
Austin also emphasizes chances to
lead within AFCEA. There are only so
many leadership opportunities within
a particular company. So, sometimes
you’ve got to flex your muscles somewhere else.
In addition to the work of the
Emerging Leaders Advisory Council, AFCEA also supports its younger
members in the intelligence arena
through its Emerging Professionals in
the Intelligence Community (EPIC)
organization. EPIC hosts an annual
App Challenge and does academic
outreach. Learn more about EPIC
at https://url.afcea.org/75th.
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The Measured Impact of
Diversity and Inclusion Is
Business Success
BY SANDRA JONTZ

T

he call for increased cultural, ethnic and gender diversity and inclusion in the workplace has never been
as far reaching and pronounced as it is today. Across
sectors and industries, evidence of more diverse, equitable
and welcoming work environments indicates progress in
this long journey—but the work isn’t over yet, not by a long
shot, say experts, leaders and researchers.
As government agencies and businesses enact policies
and practices toward enhanced inclusion, diversity, equity
and acceptance, AFCEA International has long been an
industry vanguard in offering resources to help members
advance careers through leadership development, education, events and networking.
“It’s in our DNA to foster an environment that inspires
growth and innovation and pushes the boundaries of the
status quo when change is needed and beneficial,” says
AFCEA CEO Lt. Gen. Robert M. Shea, USMC (Ret.) “As a
society, and certainly as an association that connects people,
ideas and solutions globally, we must place focused effort
and evaluate our actions along the way to make progress
toward workplace diversity.”
The executives who represent the association’s stakeholders are leading by example. In fact, 40 percent of leaders
who sit on AFCEA’s board of directors and executive committee and who serve as associate directors are women
and minorities. And of AFCEA’s nearly 30,000 members,
women comprise 20 percent, a figure that has been increasing year-over-year since the 2013 founding of the Women
in AFCEA program.
The endeavor presents opportunities for participants to
gain new skills, engage with mentors and make the connections that will help them excel in pertinent disciplines
such as cyber, defense, intelligence, communications and
homeland security, to name a few, says Susan Emert, director of Women in AFCEA and Individual Memberships and
Awards. For years, AFCEA also has championed to increase
the number of women in STEM professions—working to
steer women and diverse groups to those disciplines and,
equally important, keeping them there.
Getting to that point of engagement starts by focusing on
the younger generations. Society has an obligation to encourage our youth to have the confidence to follow their interests
and not the crowd, says Vice Adm. Nancy Norton, USN
(Ret.), who retired in February as director of the Defense
Information Systems Agency (DISA) and commander of

At TechNet Cyber, attendees explore the opportunities for
networking and learning through their phones.

Joint Forces Headquarters-Department of Defense Information Network (JFHQ-DODIN). “I’m encouraged that we
continue to see programs that deliberately work to introduce
young people to the exciting fields in STEM and programs to
encourage sustained interest in early teen girls, where often
peer pressure inhibits interest in anything perceived to be outside the mainstream,” she offers.
“As the military has continued to open most nontraditional career fields to women, I am also seeing fewer
young women choosing careers that have been overrepresented by women in the past based on limited career
options, such as administrative and even telecommunications,” Adm. Norton continues. “I believe spreading out
our diverse talent is a very important movement and, over
time, will continue to grow senior female leaders with a
much broader experience base.”
From the war room to the classroom, AFCEA’s educational
program, supported by the Educational Foundation in conjunction with AFCEA chapters worldwide, offers more than
$2 million in scholarships annually with an educational focus
on STEM education and building the leaders of tomorrow.
The association’s unique ability to integrate diverse
regional and cultural backgrounds contributes significantly
to AFCEA’s global reach, Emert sums up. Leveraging its
longtime focus on the importance of workplace diversity,
AFCEA continues to set the stage for broader discussions,
knowing that organizations that practice inclusion enjoy
distinct competitive and financial advantages.
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Did They Get It Right?
breakermaximus

DenPhotos

Visionaries often find a home in AFCEA, and in 1996, a group of prominent members of the association
made predictions of what the world would look like in 50 years. While AFCEA’s 75th anniversary is only
the halfway point for their glimpse into the future, the accuracy of what they envisioned is precise.

“Continued advances in computing
technology, both in hardware and
in software development, will have
significant effects on society and our
lifestyles. The next 50 years will see a
truly interactive lifespace, where all
people can elect to be connected, from
anywhere, all of the time to virtually
any information sources. Significant
advances will be made in understanding the composition of living matter
through discoveries in genetic analysis, which will have a profound impact
on our future world society.”

—Don Teague, then-general manager,
Sprint Government Systems Division

“Human-to-human communications over
the next 50 years will be characterized
by ubiquitous data dial tone. The rapid
expansion of Internet protocol networking,
which has spawned the Internet, will continue until tools such as the Internet are
so pervasive that they are virtually invisible. One-to-one, one-to-many communications no longer will be an inhibitor to
interpersonal and business collaboration.”
Tero Vesalainen

—George Conrades,
then-president, BBN Corporation

Niyazz

fizkes

—John R. Nyland, then-vice president
of marketing, Government Industry,
North America, IBM

“A world of seamless, integrated information systems looms. Multimediabased systems, such as the future form
of television or the desktop computer,
will emerge as the prime communications connectivity instruments for channeling interactive communications into
the home, commercial and government
environment. Personal communications
will be miniaturized, low powered and
as commonplace as wearing a watch.
These global systems will bring virtual
environments into reality.”

“Whether it is seeing the person we are talking with, reviewing a document we are talking about or retrieving up-to-date
business data—or whether doing it all simultaneously—we
will be communicating in ways that will revolutionize the way
we interact with each other. The adventure is just beginning”.

“We have seen a 50-fold improvement in communications
capabilities over the past 50 years. Over the next 50, it
will be 2,500-fold. We are only scratching the envelope on
what information availability and information flow can do,
both commercially and militarily.”

—Richard J. Lombardi,
then-president, AT&T Government Markets

—the late Maj. Gen. Douglas D. Buchholz, USA,
then-chief of Signal, U.S. Army Signal Corps
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Will They Get It Right?
Leaders from many of the sponsors of AFCEA’s 75th issue offered to look into the crystal ball
for technology and made some predictions about where things will be in the next 25 years.
Find out what the fortune of technology’s future looks like from the view of these experts.
“The next 25 years will see the collision of the worlds we
live in, and that is the convergence of both our physical
world and the digital online world. Advancements in
connectivity, augmented reality and virtual reality will
result in people going to work in simulators operating robots and drones. Doctors will conduct surgeries
from home; firefighters will fight fires using drones; and
buildings will be constructed without humans.”

“C4ISR evolution will see ubiquitous cybersecure highspeed networks integrated across all military and government branches connecting AI decision-making fabric with millions of sensors providing instantaneous,
multidimensional data for evaluation and action. Virtual distributed environments place humans in oversight roles rather than actionable decision making. Miniaturization advancements and powerful IT platforms
will exponentially increase information collected and
acted upon worldwide and across regions of space.”
—Howard Sutton, executive chairman, PESA,
AFCEA corporate member since 2011

“The hybridization of computing will take
fantastic routes we have yet to experience—
cloud, quantum, electronic-based and optical computing will explode the amount of
data to be identified, curated, secured and
manipulated. Commercialization of space,
where barriers to entry will dissipate, will
lead to three times the number of satellites
and orders of magnitude more data to leverage. This data will empower governments
globally to achieve data-driven advantages
at multipetabyte scale and speed.”
—Leidos, AFCEA corporate member since 2013

AleksandrMorrisovich

Tithi Luadthong

—Joseph Carson, chief security scientist and advisory CISO,
Thycotic, AFCEA corporate member since 2018

“When I think about technological advances over the last 10 years, I
can’t imagine where we’ll be in 25. My advice? Just keep watching scifi movies. Twenty-five years ago, the watch Dick Tracy wore and the
touch screens on the Star Trek Enterprise were well over the horizon.
Who knows what will eventually become our reality? Maybe we’ll
figure out teleporting or we’ll realize we really are in the Matrix?”
—Bill Wootton, president, C3 Integrated Solutions,
AFCEA corporate member since 2020

“A comprehensive digital engineering environment built on industry-leading model-based systems engineering (MBSE) tools will
be critical in architecting systems of systems (SoS) to meet JADO/
JADC2 acquisition and performance needs. SoS integrators will play
an even greater role in driving systems architecture, requirements
specification and integration for complex information systems of
systems across the joint force to deliver total system performance.”
—Al Whitmore, president, Intelligence and Security,
BAE Systems, AFCEA corporate member since 1948

“In the 2040s, trillions of connected devices no longer use softwarebased firewall defense or behavior- and signature-based deterrence.
Hardware-enforced solutions are the standard, providing cybersecurity through protocol and data filtering and control. These cybersecurity measures encoded in the circuitry of field programmable
gate arrays (FPGAs) are based on battle-hardened procedures from
military and intelligence organizations. Hardware-based cybersecurity, free of the weaknesses of software-based solutions, provides
embedded cybersecurity for devices of all sizes.”
—Brian Romansky, chief innovation officer,
Owl Cyber Defense, AFCEA corporate member since 2001
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What’s Ahead for AFCEA?

Members from a variety of areas of AFCEA offer their insight on what the association will be like in the future.

Zapp2Photo/Shutterstock

“More interest in innovation and
clean tech, sourcing locally and
reducing environmental damage
while keeping the infrastructure
going. More engagement
of corporate members.”
—Joy Montgomery, founder, CEO, ReBoot Camp

Have a nice day Photo/Shutterstock

“Continued shift toward increased
use of machine learning and artificial
intelligence in solving some of our
nation’s most challenging problems.”
Vadym Pastukh/Shutterstock

—Gary Rosen, president, Engineering Solutions Inc.

“More reliance on remote connectivity
and virtual participation in chapter
events. Cybersecurity and greater
emphasis on data protection initiatives.”

“More virtual meetings.”
—Kebin Umodu, cyber warfare officer, U.S. Air Force

—Jeff Thompson, executive capture manager, AT&T

“More outreach efforts to partner with schools and like-minded organizations
(donors choose) to educate and build our STEM workforce of tomorrow.”

“Accelerated
change.”
—Bill Krayer,
business owner,
1010 Technology LLC
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“CMMC and other cyber initiatives taking
center stage. Peer competition from China
and Russia in both military and economic
matters. Post-COVID-19 ‘normalization’ for
the workforce. The next ‘new thing’ that could
become a disruptive technology (look at the
global impact of the smartphone).”

tunasalmon/Shutterstock

Alexandru Logel/Shutterstock

—Yolande ‘Yogi’ Fong, retired/chapter secretary and volunteer coordinator, AFCEA Hawaii

—Neil R. Bourassa, capture manager, Gryphon Technologies
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Industry Solutions
Both Remedy and Discover
Innovations create challenges that in turn lead to more innovations.
PopTika/Shutterstock

BY ROBERT K. ACKERMAN

W

e live in an age defined by
technology, and the dominant
technology today is digital.
Nation-states, multinational corporations and even small businesses are paving the way to the future through innovation. Yet sometimes, just as necessity
is the mother of invention, challenge is
the parent of innovation.
Industry solutions can take two
forms: problem solving and exploration.
Ironically, problem solving often arises
from need following innovation. New
capabilities introduce hitherto unknown
problems to solve, and these often lead
to other sets and types of innovation.
Foremost among these is security, which
now dominates virtually every aspect of
information technology. Security first
focused on protecting data, but now it
includes networking traffic and system
control. The latest surge area is identification security, which is expanding into
new realms and increasing in importance along with the increased use of
video conferencing.
The other source of industry solutions is exploration. In this case, solutions arise from perceived needs as well
as opportunities. As electronics become
more complex, agile software allows
for greater flexibility and ease of modernization. Hardware can avoid obsolescence by being updated rather than
replaced. Software will design entire
systems that are optimized to take
advantage of new and emerging variants of the original software.
And looming above everything is
the broadest potential innovation of
all: artificial intelligence, or AI. Experts
are almost in complete agreement that
AI will change everything—everything.
Its early adoption is merely scratching
the surface of the art of the possible,
as these primitive forms of AI do not

even come close to defining its future
potential. Automation will have a new
definition, as labor-saving systems will
free humans for tasks that they perform
far better than machines. These new AI
uses will spawn new needs just as the
information revolution led to innovative solutions to unexpected challenges.
And, as with all innovations, necessities will create the need for further
solutions that likely will be more
diverse than in previous generations.
In the past, government research led
the way into the technology future, and
spinoffs then entered the commercial
sector to everyone’s benefit. Now, however, while government research will
continue to play a role in maintaining the U.S. competitive edge, industry is the font of innovation. The private sector is conducting research that
used to be the exclusive purview of
government labs, and this commercial
research will be opening new doors to
technology capabilities.

Industry solutions can both solve
problems and create opportunities.
That is not new. What is new is how
broad the effects will be. The companies that are leading the way into
the future are hard at work right now
developing solutions to today’s challenges along with opportunities for a
new future. The way ahead is not clear,
but that is more a matter of diverse
opportunity than uncertainty. The technology future looks bright.
Industry solutions offered by AFCEA’s
Corporate members address a variety
of challenges. Explore some of the
offerings starting on page 54.

contact: Robert K. Ackerman,
signalnews@afcea.org
SIGNAL, SEPTEMBER 2021 | Official Publication of AFCEA

Signal0921.indd 53

53

8/17/21 11:26 AM

0621-1104-005V3

54

SIGNAL, SEPTEMBER 2021 | www.afcea.org/signal

0621-1104-005V3.indd
Signal0921.indd 54 1

7/9/202111:50
11:56:52
8/17/21
AM AM

INDUSTRY SOLUTIONS SPONSORED

BAE Systems, AFCEA corporate member since 1948

Significant Capabilities
Are Needed to Support
Multi-Domain Operations

B

AE Systems’ capabilities in platforms, sensors, autonomy, data
architecture and management,
and systems integration position it well to play a significant role in
helping the U.S. Department of Defense
(DoD) achieve its Joint All-Domain
Operations (JADO) vision.
Once implemented, JADO will enable
the U.S. to prevail over its adversaries
by rapidly synchronizing decisions and
effects across all domains (space, air,
land, sea, cyber, electromagnetic spectrum and information) in a contested
battlespace. JADO’s vision includes
kill webs, which seamlessly connect
sensors, decision-makers and effects
across domains, and decision webs,
which transform data into actionable
information. These all depend on the
implementation of interconnected
systems of systems comprising capabilities to sense the environment, quickly
transport information to an operator or
automated decision-makers and act to
produce effects (for example, electronic,
cyber, directed energy or ammunition
attacks) aligned in time and space.
DoD’s Joint All-Domain Command and
Control (JADC2) cross-functional team
is laying the foundation of JADO. There
are several Joint Warfighting Concept
initiatives underway, including the
Army’s Project Convergence, the Air
Force’s Advanced Battle Management
System (ABMS), the Navy’s Overmatch
(Joint Fires) and the Space Force’s SATCOM Enterprise Management and
Control Program. DoD will implement
and experiment with all of these to realize the Joint Warfighting vision.
One central challenge DoD faces in
realizing JADO is interoperability—the
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ability of sensors, weapon and other
systems to exchange data in forms that
can be understood across the network.
Today’s disparate data standards and
incompatible networks pose a barrier
to realizing JADO. As a large-scale
systems integrator, BAE Systems has
experience architecting solutions that
ensure common information flow
across complex system of systems
(SoS) and has the ability to connect
new platforms and domains as DoD
brings future capabilities to bear. The
company offers operational flexibility
and adaptability for current systems
while facilitating future technology
integration at the SoS level.
“We have the technology, products
and incumbency to create a
JADO environment,” says Ravi
Ravichandran, vice president and chief
technology officer of BAE Systems
Intelligence and Security. “There are
many technical challenges that need
to be addressed in order to provide
decision advantage at machine speed.
These include integrated systems that
include sub-systems, systems and SoS.
From an engineering perspective,
one of the primary SoS challenges
is integrating systems that were not
initially designed to be a part of SoS;
therefore, aligning mission objectives
of these systems will be key to success.”
“A key element of an integrated SoS
approach is open systems architecture,
which is essential in enabling complex
joint operations,” said Jim Miller,
BAE Systems director of Business
Development for Combat Mission
Systems. “Designing combat vehicles
with a Modular Open Systems
Architecture (MOSA) allows for rapid

technology refresh and insertion over
the life cycle of the vehicles and aids
in information sharing within the
formation and across the warfighting
domains. MOSA solutions also
improve survivability and lethality.
BAE Systems has extensive experience
architecting and integrating complex
SoS, while at the same time delivering
cutting-edge sensors, communication
networks and platforms to deliver the
sensing, data interchange and effects
required for JADO. The company also
is a leader in the application of artificial
intelligence/machine learning (AI/
ML) and autonomy to solve complex
military and intelligence problems.
These capabilities will be critical to
support warfighters in the complex
decision-making problems of JADO.
“Another key enabler for JADO is the
family of autonomy technologies,”
said Steve “Doogie” Russell, deputy
vice president and general manager
of BAE Systems’ FAST Labs research
and development organization. “We
refer to autonomy as a family of
technologies because it applies to a
wide range of warfighting capabilities,
from fully autonomous systems to
manned-unmanned teams to decision
aids for command and control (C2)
and distributed battle management.
We’ve been innovating autonomyrelated technologies for over 20 years,
and now we are integrating artificial
intelligence and machine-learning
tools that dramatically increase
the ability to process missioncritical information at rates faster
than humans can achieve. These
technologies enable our warfighters
to close decision loops faster and
make better informed decisions in the
complex JADO environment.”
BAE Systems offers a comprehensive
suite of capabilities in platforms, sensors, communications, weapons, autonomy, AI/ML, modeling and simulation,
systems engineering and integration,
data architecture and management, digital engineering and cloud computing.
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CACI, AFCEA corporate member since 1993

Achieving the
Benefits of Agile:
Solution Delivery at
the Speed of Mission

E

fficiency, operational
expertise, collaboration, usercentered design, accelerated
development—these are the
benefits that organizations seek to
capture when they embrace Agile
development. Yet, everyone talks
about Agile, some do Agile, and fewer
do it at enterprise scale.
CACI’s Agile Solution Factory (ASF)
optimizes Agile software development,
delivering the benefits of Agile at an
enterprise scale. The results of CACI’s
ASF on large government programs
include increased end-user satisfaction
through higher quality and more
secure software deployed on shorter
release cycles.

stakeholders, which continuously
strengthens a mutual foundation of
trust and cooperation, improving
collaborative decision-making.
Predictability, efficiency and
transparency are fundamental
attributes of the ASF, and they
deliver on the promises of Agile at
an enterprise scale. “The ASF has a
mantra that we truly believe in that
comes from an African proverb. The
proverb says, ‘If you want to go fast,
go alone. If you want to go far, go
together.’ We go far together,” says
CACI Vice President Robert Reid.

Agile is a software development set of
philosophies and principles designed
to be flexible and practical on the
delivery of the finished product. It
focuses on delivering discrete pieces
of software incrementally rather than
delivering fewer, but larger, software
releases. “Because of this, our teams
can have a new release with a new
feature ready in the matter of a week
or two rather than the traditional
four to six months,” says CACI ASF
Transformation Director Chris Ham.

CACI experts help our customers
embrace the benefits of Agile in
their own organizations. We do this
by delivering software to customers
through innovative solutions,
transparency and a culture of
evolution. We significantly improve the
speed at which customers receive the
solutions they need, delivering those
solutions at the speed of mission. Like
any other factory, CACI measures
everything, automating to the greatest
extent possible. “It is a factory
mentality—we measure everything
about Agile software development and
leverage those metrics to optimize
performance,” says Reid.

Agile requires an organization to
evaluate processes, tools, performance
metrics and expectations, which
often requires a culture shift. To aid
organizations to be successful with
Agile, the ASF ensures partnership
and full transparency with all

The ASF’s use of advanced automation
frameworks—like DevSecOps—
drives efficiencies and performance
gains. By integrating security and
automation, the ASF improves a
customer’s security footprint through
automatic, scheduled and continuous

testing of the implemented software
against known security vulnerabilities.
Doing so identifies vulnerabilities
when it is cheapest (for the budget and
schedule) to properly address them.
Less time is spent reworking software
functionality, and the desired new/
changed functionality is delivered
securely and much sooner.
CACI leverages the ASF to lead some
of the largest Agile development
efforts in the federal government.
CACI experts provide information
technology and engineering services
to the U.S. Army’s Product Lead
Reserve Component Automation
System-Force Management System,
helping the Army implement multiple
personnel and force management
systems, including RCAS and FMS,
two of the most efficient large-scale
personnel and force management
systems in the world. CACI is also
providing enterprise technology
for several Department of Defense
customers using the ASF.
“We’re not an Agile ‘software’ factory;
we’re the ‘Agile Solution’ factory,” says
Reid. “Meaning that we are constantly
evolving and learning about how
Agile can be applied to enhance and
improve solutions for our customers,
even when all the tools and practices
of the ASF aren’t in play.”
Given how the industry changes,
there’s never a void of potential
innovations. CACI is passionate about
ensuring that it’s constantly innovating
and includes innovation as part of the
performance expectations for its Agile
experts. “We emphasize a culture of
continual renewal,” says Senior Vice
President Jimmy Norcross. “That’s why
CACI is a market leader in Agile. We
never get complacent about delivering
excellence to our customers.”
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Owl Cyber Defense, AFCEA corporate member since 2001

New Rules for Sharing
Data with High Threat Networks

D

efense and intelligence
organizations regularly collect and share information
between networks of varying
security levels and threat profiles. They
traditionally use cross-domain solution
(CDS) technologies to protect transfers
of and access to that information being
shared. In the past few years, the threat
profiles for these operations have significantly increased in sophistication and
scope. In response, the U.S. government
is formally labeling some informationsharing connection points as high
threat networks (HTN), and defining
CDS architecture upgrades to address
the new HTN threat profiles.
HTNs are networks whose cyber
hygiene is known to be insufficient,
known to not have robust and effective
defensive cyber operations capabilities or that lack ownership or ability to
influence the security posture. Defense
or intelligence unclassified networks
connected to the Internet/NIPRNet
are high threat networks. If an information-sharing partner’s classified network connects to the Internet with just
boundary firewalls, then that partner’s
classified network is an HTN.
There is an assumption that any software CDS connected to an HTN will
be corrupted by a malicious attacker
using network or data attack vectors
either to infiltrate classified networks or
exfiltrate classified data. So the government is requiring that CDSs must now
be designed, implemented and operate
with higher assurance levels of protection. Those include the required use of
hardware-enforced separation at the
HTN boundary with a classified network and hardware-enforced filtering
of information being shared between
any HTN and classified networks.
Software-only controls (e.g., firewalls,

software-enforced CDSs) are no longer
sufficient to provide protection against
the emerging attack vectors.
CDSs are used by defense and intelligence organizations to segment their
networks and share information. The
National Security Agency’s National
Cross Domain Strategy and Management Office (NCDSMO) regularly
issues updated guidance for CDSs,
known as raise the bar (RTB). The latest HTN guidance includes additional
requirements for multi-domain software
CDSs and identifies hardware-enforced
controls (e.g., separation, filtering) to
be employed as part of one way transfer
(OWT) design patterns to protect HTN
connections and data flows.
These design patterns require a layered
approach. All HTN traffic must go over
a separate hardware-enforced, one-way
transfer mechanism in each direction to
ensure separate unidirectional and bidirectional CDS ingress and egress paths.
The guidance also enforces the rule of
three, meaning all information must be
processed by three independent filtering pipelines before transfer of data
flows back to the HTN. This is straightforward when the high-to-low (H2L)
and low-to-high (L2H) data flows are
independent. When true bi-directional
TCP-based protocols are needed, the
rule of three requires some added complexity. This layered defense makes it
much more difficult for an attacker to
set up a command-and-control connection to launch an attack on the CDS.
The NCDSMO hardware-enforcement
requirements are being phased in over
three plus years.
• By the end of 2021, an NSA
evaluated hardware-based (e.g. a
data diode) mechanism must be

implemented for each HTN connection to a classified U.S. government
(USG) national security systems
(NSS) for enterprise unidirectional
and bidirectional data flows.
• By the end of 2022, the requirement
is to implement such mechanisms
for HTN connections to classified
USG NSS for all enterprise, tactical,
and P2P unidirectional and
bidirectional data flows.
• By the end of 2023, hardware-based
filtering will be required for HTN
connections for enterprise data flows.
• Finally, by the end of 2024,
hardware-based filtering will be
required for all enterprise, tactical
and P2P data flows.
The scope and complexity of meeting
the NCDSMO guidance and requirements will depend on a given CDS’
architecture. Hardware-enforced diodes
and CDSs from Owl Cyber Defense
simplify the effort.
Owl Cyber Defense CDSs provide
deterministic data transfer for both
L2H and H2L data flows. An integrated
CDS, our solution provides hardware
separation, built-in data verification
and filtering capabilities in one packaged offering. We support existing
software-enforced multi-domain CDS
connections to an HTN, often without
requiring changes to the existing enterprise CDS or the HTN application.
Owl Cyber Defense solutions are
assessed and authorized for deployments across U.S. government agencies, the intelligence community and
all branches of the U.S. Department of
Defense. To learn more, visit https://
owlcyberdefense.com/products/
cross-domain-solutions/.
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PESA, AFCEA corporate member since 2011

Truly Cybersecure Live
Video Distribution Solutions:

There’s no such thing as magic security dust.

W

ith daily cybersecurity attacks
threatening the economy and
national security, live video,
audio and KVM (keyboard, video, mouse)
distribution within both physically secure
environments, such as a sensitive compartmented information facility (SCIF),
and non-physically secured facilities
including briefing centers, are no longer
considered safe and secure.

“We are at a significant turning point
from a video distribution perspective,”
says Howard Sutton, executive chairman of PESA. “The systems we architected decades ago were not designed
with cybersecurity in mind. They were
designed for ease of use, plug and play,
and were simple and deployable,” he adds.
Indeed, SCIFs, traditional command
and control (C2) and briefing rooms use
SDI routers, HDMI and KVM switches
for live video distribution solutions
(LVDS). Uncompressed baseband signals
were designed for easy connectivity and
reliable viewing of low latency, highresolution video. But these benefits of
accessibility come at the steep cost of
glaring security vulnerabilities.
The baseband standards that guarantee
plug and play compatibility between
devices allow anyone to connect a cable
or fiber and immediately view, hear or
record any of the content. For environments where data and video confidentiality are paramount, the vulnerabilities
presented by uncompressed baseband
signals are unacceptable.
“What we realized quickly is that you
couldn’t take a signal like video HDMI
or DVI. These video formats are typically used on computing platforms and
your TVs at home. The whole standard
was written in a fashion for consumers to quickly hook up a signal so they
could see it on their TV. That flies in the
face of what you’re trying to do if you’re
trying to secure the sensitive video,”

explains Scott Barella, chief technology
officer of PESA.
Furthermore, no matrix baseband
switches have been certified for cybersecurity because their architectures cannot support it. “The fact is the Executive
Cybersecurity Order issued on May 12
mandates that departments move toward
a zero trust environment, but these legacy
systems are designed for a 100 percent
trusted environment and 100 percent
trusted users,” says Sutton.
“And in fact if you look at the certifications, the self-authored security targets of
these legacy systems state that they require
physical security and trusted users, and
these systems are certified against that. It
means you can drive a bus through the
backdoor of security,” he explains.
The historic success of legacy baseband
systems was a result of its operational
capabilities. IP is used in traditional
data networks, but up until now not
used in live video content environments
where resolution and latency are critical.
Two different architectures present
historically different attributes. For
decades, operational capability was only
achieved through baseband technology.
If only one plus one could equal three.
Combine the operational capabilities of
baseband routing with the cybersecurity
and networking of IP.
“What we set upon to do was not look at
security as a feature but look at it as part of
a core architecture and product and build
capabilities on top of that secure platform.
You can’t sprinkle magic security dust on
top of an application; it doesn’t work. We
had to start from scratch,” states Sutton.
IP advancements in recent years through
cost-effective higher bandwidth switches
and improved codecs, along with powerful cloud-based programming such
as Kubernetes container orchestration,
provide the ammunition for IP-based
architectures to deliver the advanced

functionality of existing baseband implementations enhanced with cybersecure
capabilities, explains Barella.
IP also provides the significant added
benefit of providing a platform for both
functional growth and unlimited distributed scalability. IP architectures have the
capability to deliver 4K+ high-resolution,
latency as low as 1ms, full KVM and
multiple independent levels of security
(MILS) securely and independently
switched in a single network.
But not all IP security is the same.
The use of certified encryption, along
with advanced use of keys, tokens
and certificates, completes a solution
that can provide security from source
to glass in a MILS environment. The
innovation in video over IP has made it
possible to implement secure, reliable,
MILS classifications, distributed video
solutions, Barella says.
The strategic LVDS direction is cybersecure IP and now is the time to migrate,
says Barella. Secure IP provides the flexible platform that delivers leading capabilities, as well as a platform for future functional growth, scalability and distributed
access for C2 and other environments. The
strategic implications of having secure
distributed C2 and the ability for remote
access into a MILS environment provide
flexibility and capabilities not seen today.
“We’ve been doing this for decades. And
this is the most excited we’ve ever been
as a company because we truly have been
working diligently, doing research on this,
and we believe we’ve done it the right
way,” says Sutton. “We think it’s going to
make a big difference in how the government and military operate.”
Barella echoes Sutton’s enthusiasm. “Now
we’re in the phase of finishing up the
development of this solution. We think
we’re on to something. We don’t think any
vendor has actually done this. We saw the
opportunity and we took it,” he states.
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Leidos, AFCEA corporate member since 2013

Reducing Technical Debt
from the Factory Floor

T

his year, the Government
Accountability Office reported
that the federal government
plans to spend more than
$100 billion on IT and cyber-related
investments and that agencies typically
spend about 80 percent of that amount
on existing or legacy systems.
National security agencies not only face
an ever-rising tide of technical debt, but
also increasingly brazen cyberattacks,
such as earlier this year, when suspected Russian hackers stole thousands
of emails after breaching the email
server of a U.S. agency. These factors,
along with stringent new cybersecurity
requirements, such as the Biden administration’s executive order to implement
zero trust principles, are sending agencies looking for new IT modernization solutions, George Batsakis, chief
strategy officer at 1901 Group, a Leidos
company, told SIGNAL.
“The problem agencies face is how to
get at the scale of the problem, this
technical application debt, given their
requirements for better security and
cloud infrastructure,” Batsakis said.
“You need a company with proven
capabilities working in a hybrid cloud
infrastructure, which also has standardized every step in the operation.”
The solution is to use agile software
factories to bring more secure and
rapid modernizations, at scale,
to advance U.S. national security
missions, Batsakis said.
Agile software factories rapidly
deliver modern, mission-critical
software solutions that are secure,
open and scalable. The key to that
success is an expert set of developers
who embrace a culture of innovation
and collaboration to design software
solutions faster and cheaper, Michael
Raker, director of mission software

at Leidos, said. And factories use a
SecDevOps approach with security
built into software from the beginning
to defend against sophisticated cyber
threats, Raker added.
“Factories are set up to weather the
storm,” he said. “We leverage massive
scale and repeatability so that if an
agency changes cloud environments, it
doesn’t matter to us. And as new threats
arise, we’ve made massive research and
development investments to get in front
of those, so you’re never going to be
caught on your heels.”
Leidos has five domestic and
two international agile software
factories, located in Charlottesville,
Virginia; Hampton Roads, Virginia;
Morgantown, West Virginia;
Omaha, Nebraska; Orlando, Florida;
Farnborough, United Kingdom; and
Melbourne, Australia. The international
reach allows Leidos to work with other
governments and to implement a
“follow-the-sun” model, where factories
function like around-the-clock software
assembly lines, enabling a 24-hour
global work cycle.
Agile software factories support digital
transformations by providing the
computing power and flexibility of
the cloud with the chain-of-custody
and security features of private cloud
storage, Batsakis told SIGNAL.
For example, Leidos’ 1901 Group
assisted a federal law enforcement
agency with large data usage and
high security needs to optimize its IT
infrastructure with a secure, hybrid
cloud environment that scales to
meet its mission needs. The factory
approach used by Leidos allowed
developers to not just “lift and shift”
applications, but also to modernize
applications to increase efficiency and
better protect against disasters.

The result: The agency quickly
pivoted its IT support costs from
capital expenses to operational
expenses, allowing it to reduce
operational costs by 30 percent and to
better support mission needs. And if
the agency needs additional capacity,
it can easily add to its current capacity,
scaling as the organization grows.
“That’s a prime example of where we
moved an entire agency’s applications
through our factory … to significantly
reduce its technical debt,” Batsakis said.
The impact of agile software
factories now extends far beyond
modernizing an agency’s enterprise
IT infrastructure. For example, Leidos
has invested ahead of need to develop
an “edge to cloud” capability so
operators can process data at the point
of collection.
“The impetus for edge to cloud is, how
do you take advantage of deploying
software to the tactical edge using new
compute services?” Raker said. “You
put software at the point of need, rather
than relying on more data center-based
applications, and provide a repeatable
way to deploy applications.”
That innovation, made possible by
Leidos’ agile software development,
could improve missions like
intelligence image collection at the
edge using advanced capabilities
such as augmented and virtual
reality, artificial intelligence and
machine learning, even in remote or
disconnected environments, Raker
and Batsakis added.
“With edge to cloud … the whole
intent is to be able to do app
development at the edge with cloud
in a backpack,” Batsakis said. “So,
factory capabilities can end up driving
innovation into new missions as well.”
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IT Cadre, AFCEA corporate member since 2011

Engineering: A Big Picture Vision

I

f a picture is worth a thousand words,
then the big picture must be worth a
whole dictionary. That’s the philosophy that IT Cadre brings to bear with its
teams of experts who leverage the company’s propriety concept of “visualization engineering” to holistically understand organizations’ mission needs and
ensure the most important elements work
together to deliver desired results.
“We make complexity understandable
by all,” says IT Cadre’s president and CEO
Mark Madigan. “Our methods provide our
customers a means to gain consensus and
visibility across the organization, and that
holistic vision drives decisions to rapidly
achieve success.”
Since 2001, the Virginia-based company
has analyzed organizations’ people, processes, systems, data, budgets, policies and
more to develop a comprehensive, in-depth
analysis that solves the most challenging
problems, Madigan says. “What we produce

are ways of really understanding a problem
from a shared perspective, getting everyone
in the organization on the same page.”
Its workforce comprises diverse team
members who boast an average of 24 years
of varying experiences leading business
and operations in industry, government
and the military. So, whether IT Cadre is
helping a company protect its supply chain
from cyber attacks; identifying where its
data resides, its value and how to protect it;
or streamlining processes that better support U.S. service members and veterans,
the company goes from idea to implementation, offering holistic solutions enforced
by an engineering discipline.
Its 20-year resume of clients and projects includes a military branch for which
IT Cadre analyzed the service’s business
systems to optimize a wide-reaching
overall transformation versus optimizing individual functional areas, Madigan
says. Additionally, IT Cadre is looking to

help improve veterans’ experiences and
expand benefits offered through the MISSION Act, which provides greater access
to health care in Department of Veterans
Affairs (VA) facilities and the community; expands benefits for caregivers; and
improves the VA’s ability to recruit and
retain the best medical providers. Commercially, IT Cadre is working with a large
pharmaceutical company to recommend
how researchers might leverage telemedicine and other technologies and better
conduct clinical trials and monitoring
efforts at locations other than hospitals,
such as testers’ homes.
“We’re focused on it all coming together
and being kind of the honest brokers—in
solving some of the same types of problems but in different environments and
governed by different policy requirements,” Madigan explains.
Learn more about IT Cadre and its expertise: https://www.itcadre.com/index.html.

Trusted Insight
to Achieve
Your Vision
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“We make complexity understandable by all, our
methods provide our customers a means to gain
consensus and visibility across the organization, and that
holistic vision drives decisions to rapidly achieve success.”
-Mark Madigan, IT Cadre President & CEO
Contact Darcy Eid, Director of Business Development
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Octo, AFCEA Corporate Member Since 2011

Real AI Solutions Aren’t Cookie-Cutter
By Rob Albritton,
senior director,
AI Center of Excellence

M

any companies advocate using
a single machine learning (ML)
model or artificial intelligence
(AI) solution to address a variety of data
repositories. But because ML models
require training on specific datasets and
the incorporation of other mission-relevant information to be truly effective,
Octo believes building mission-specific
models is the most effective means of
developing optimally effective AI solutions. And real users are essential to
development.
The unique needs of each dataset make
model generalization exceedingly difficult. This is especially true with datasets and mission objectives in highly

specialized enterprises like the Department of Defense (DoD), Intelligence
Community (IC) and health care.
A model trained to work on one dataset to address a particular mission outcome
won’t be as effective when applied to another.
Training AI models gets even more specific when you try to reuse models built for
agencies with vastly different missions and
data formats.
There may be pieces of a particular model
you can re-use, but likely very little will apply.
You need to understand the customer’s
needs, data and use cases to be able to build
the most effective AI model.
Developers need to observe end users
in real life. Technology built in a vacuum
is destined to sit unused. You have to
see how warfighters, analysts and other
potential end-users do their jobs. Most
companies still don’t employ a strongly

integrated, user-centered approach.
Octo works to overcome these trends in
AI development, trends that result in AI
technology that doesn’t work (because the
models were not trained on mission specific data sets) or is not used (because the
end user was never part of the development
process).
Octo’s oLabs™ is a rapid prototyping organization where mission domain experts,
academics and engineers build and rapidly
advance mission-specific, user-focused AI,
not cookie-cutter AI.
By understanding the mission use case
and differences in datasets and by working directly with warfighters and other endusers, our expert teams ensure users can
meet mission objectives.
For more information on Octo’s AI solutions and approach, visit oLabs at https://
www.octoconsulting.com/olabs/.

JUMP THE TECHNOLOGY CURVE

Congratulations to Signal Magazine
on 75 years of timely, relevant news and
information for the national defense and
intelligence communities.

HERE’S TO 75 MORE!
Octo provides emerging technology solutions supporting the defense and
intelligence communities from acquisition to the tactical edge. Learn more about
Octo's emerging technology solutions that support the defense and intelligence
communities by visiting www.octoconsulting.com.
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Thycotic, AFCEA corporate member since 2018

Prioritize Identity Security
By Bill O’Neill, Vice President,
Public Sector, ThycoticCentrify

I

n its first half year, the Biden administration has hit the ground running
on not only vaccine distribution and
financial relief plans for citizens, but also
on cybersecurity policy and information
technology funding.
Recognizing the connection between
modernized IT systems and cybersecurity,
the president included a $1 billion infusion
into the Technology Modernization Fund
(TMF). The TMF, authorized by the Modernizing Government Technology Act of
2017, had only been given an initial $175
million from Congress to move government IT and security projects forward.
This concern was further amplified
by the recent executive order outlining
a number of identity and access controls aimed at modernizing the nation’s

66

cybersecurity. The ongoing impact of the
SolarWinds attack is a constant reminder
of the need to significantly improve privileged access rights and prevent attackers
from large-scale, deep targeting of federal
agencies.
The message is clear: Agencies now have
no excuse not to address their outdated,
insecure networks.
A major contributing factor to this
modernization push is that the threat has
outgrown the government’s approach to
privileged access management (PAM).
Privileged access abuse is the leading cause
of breaches: 80 percent of all data breaches
involve privileged access credentials,
according to Forrester.
Modern threats require modern solutions to solve them and mitigate risk, and
that means a cloud-ready approach based
on zero trust principles to protect against
access abuse in today’s dynamic threat

landscape is needed. Organizations that
are looking to secure access to infrastructure, DevOps, cloud, containers, big data
and other modern use cases can work to
address these issues via the TMF.
To do so, they should consider five key
functional priorities: privileged access
management; multi-factor authentication;
privilege elevation and delegation management; password vaulting; and secure
remote access for administrators including
third-parties.
Government organizations should look
to the TMF as a catalyst to potentially
fast track improvements to their cybersecurity strategies. ThycoticCentrify can
help address the root causes of privileged
access abuse and put organizations in a
much stronger position to resist the cyber
attacks currently challenging the integrity of vital state and federal government
infrastructure.
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C3 Integrated Solutions, AFCEA corporate member since 2020

Security Must Complement
Innovation in Future Solutions

O

ne of the greatest risks to our
national security is the loss of
technology to our adversaries
through cyber-attacks, and that threat
grows daily. It is critical that the Defense
Industrial Base secures its IT environments and protects our technological
advantages. While new regulations such
as CMMC and strategies such as zero
trust provide the path to achieve these
important goals, it is our challenge as
an industry to secure the entire supply
chain. This is especially true for our
smallest and most vulnerable firms.
At the same time, the need to secure
our environments must be balanced
with the need to effectively collaborate

to foster innovation and power productivity. At C3 Integrated Solutions, we
take the approach of “and” rather than
“or.” We believe that security AND collaboration can be simultaneous goals
through our offerings of secure and
compliant solutions that meet regulatory requirements, while enabling collaboration and innovation.
Today, we support core communications and collaborations built around
the Microsoft Government Cloud.
Azure Government as well as Microsoft 365 GCC and GCC High provide
robust, compliant platforms to build a
secure IT strategy around. Upon this
foundation, we add innovative solutions

that protect system boundaries and
enable secure collaboration, ensuring
our clients know what they are sharing
with whom, and when.
As we look toward tomorrow, we
see solutions like remote assist and
digital twin, built with the power
of HoloLens, powering the next
generation of technologies. While
still early, extended reality holds the
promise of truly transforming the way
we design, build and maintain our
critical infrastructure and warfighting
capability. As these services become
more widely adopted, we’re expanding
the concept of secure infrastructure to
the realm of extended reality.

Start a conversation with us to learn more.
Go to c3isit.com/CMMC-Requirements.
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AFCEA Educational Activities

A

AFCEA Embraces the Intelligence Community

FCEA International is about
more than cybersecurity and
communications. AFCEA also
has leading-edge intelligence
initiatives led by the Intelligence
Committee and the Emerging Professionals in the Intelligence Community (EPIC) Committee. Their efforts
are augmented by AFCEA’s Cyber
and Homeland Security Committees.
AFCEA committees are comprised of
volunteer public- and private-sector
professionals who are experts in their
field and offer their time to foster a
constructive and forward-looking dialogue to bridge the gap between government and industry.
AFCEA’s Professional Development
Center (PDC) extends the association’s
intelligence outreach by providing educational opportunities through its preferred providers, on-demand online
courses, instructor-led classes and continuing education offerings at events
and webinars.
Preferred Providers offer training
directly relevant to the intelligence
community. American Public University System has certificate and degree
programs at both undergraduate and
graduate levels in intelligence studies, homeland security and security
management, including doctorate

degrees in Global Security and Strategic Intelligence. AFCEA members may
be eligible for discounted tuition. The
SANS Institute provides intermediate and advanced cybersecurity training, including Applied Data Science
and Machine Learning for Cybersecurity Professionals, Active Defense,
Offensive Countermeasures and Cyber
Deception, Cyber Threat Intelligence,
Open-Source Intelligence Gathering
and Analysis, IoT Penetration Testing,
Enterprise-Class Incident Response
and Threat Hunting.
AFCEA’s online on-demand courses
through FedLearn cover subjects in
intelligence and artificial intelligence,
many of which align with the Defense
Intelligence Agency’s Certified Defense
All-Source Analyst Certification Body
of Knowledge. AFCEA members are
eligible for member discounts for many
of these courses. Many other subjects
(communication, leadership and management, etc.) are available on demand
as well. For information and registration visit On-Demand Courses on the
association’s Education page.
The “U.S. Intelligence: An Introduction” instructor-led class can be
arranged in a traditional on-site format at an organization’s facility or in
a virtual environment for individuals.

This course is helpful for anyone beginning in the intelligence community
or contractors and organizations that
work with the intelligence community.
Among the topics covered during the
two-day course are: structure and missions of the intelligence community,
covert action and national security
threats in the 21st century. Mark M.
Lowenthal, former assistant director of
Central Intelligence for Analysis and
Production for the CIA, and former
vice chairman for Evaluation on the
National Intelligence Council, shares
his expertise and leads the discussion
to provide students with a better context in which to think about the issues.
Additional information can be found at
www.afcea.org/site/Education.
AFCEA’s intelligence events, including the Intelligence and National Security Summit, co-hosted with INSA, and
AFCEA’s Spring Intelligence Symposium, provide a way for intelligence
community members to learn while
networking. Some event sessions and
webinars are also available on demand
and several of those sessions have been
approved for cybersecurity certification maintenance.
Please reach out to pdc@afcea.org or
visit www.afcea.org/site/Intelligence to
learn more.

COMING OCTOBER 1, 2021!

AFCEA VADM Samuel L. Gravely Memorial Scholarship
Two $2500 scholarships recognizing students enrolled in a hard science
or technology-related degree-granting program and attending a four-year
Historically Black College or University (HBCU) in the United States
About AMERICAN SYSTEMS
Founded in 1975, AMERICAN SYSTEMS is a government IT solutions provider and one of the
top 100 employee-owned companies in the United States with approximately 1,600 employees. Based in the Washington, D.C., suburb of Chantilly, VA, the company provides Enterprise
IT, Acquisition and Lifecycle Support, Engineering and Analysis, Test & Evaluation, and Training
Solutions to DOD, Intel, and civilian government customers. AmericanSystems.com
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ProductQuest
Cloud Emulation Platform

Advanced Oscilloscope
Rohde and Schwartz, based in Munich
with offices in America, has a new
oscilloscope model called the R&S
RTO6, which is a fully integrated test
solution for frequency, protocol and
logic analysis. The device has a high
waveform update rate, high signal
fidelity, a digital trigger and deep
responsive memory. Specifically, the
oscilloscope features 6 gigahertz of
maximum bandwidth, 1 million waveforms per second, high signal integrity
with 9.4 effective number of bits, 2
gigabytes of points maximum memory,
and an exclusive frequency zone digital trigger. The device also has a 15.6”
touchscreen and a new graphics user
interface, the company reports.
For more information, visit https://
www.rohde-schwarz.com/us/products

Applied Insight, based in Tysons, Virginia, has received a new patent for their
so-called SHIFT cloud technology platform. The cloud emulation platform enables
uncleared and remote software developers to develop and test software destined
for government clouds, including sensitive and classified applications. The proprietary architecture performs deep application programming interface analysis and
validation to identify any errors and reach remediation. Since the software is built
on the unclassified side and then validated with SHIFT, government and industry
customers can save a significant amount of time and reduce the overall costs of
development, says Adam Gruber, chief technology officer of Applied Insight.
“There are not enough cleared developers to keep up with the demands of the
national security mission,” notes Gruber. “SHIFT helps our customers mitigate this
issue by enabling uncleared personnel to develop software for these missions without needing to access classified environments or information.”
For more information, visit applied-insight.com.

Big Data Processing
Xilinx Corp., located in San Jose, California, is offering its Versal HBM adaptive compute acceleration platform.
According to the company, the technology combines into a single platform
fast memory, secure connectivity and
adaptable compute, with 820 gigabytes per second of throughput, 32 gigabytes of capacity, eight times more memory bandwidth and 63 percent lower
power. The platform can be used in big data, compute intensive, memory
bound applications for data centers, wired networking and test and measurement applications in both the aerospace and defense industries.
For more information, visit www.xilinx.com.

Find.
Download.
Solve.
The SIGNAL Media Resource Library
provides you with content that
is relevant to your job.
SEARCH THE LIBRARY TODAY!

www.afcea.org/signal/resources
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AFCEA Main Number (703) 631-6100 • For a full list of AFCEA contacts, visit http://url.afcea.org/contacts

AFCEAN of the Month
Doug St. Amand

AUGUSTA-FORT GORDON CHAPTER

Doug St. Amand has served as the dynamic regional
emerging leader for the Georgia Region since Spring
2020 and as the Augusta-Fort Gordon Chapter’s emerging leader vice president since May 2019. He succeeded in
bringing another Emerging Leader into the chapter who
now acts as chapter secretary.
Since taking the chapter office, St. Amand initiated the very successful
Chapter Podcasts. He launched the first episode “Cyber 30903” to reach more
young people with the AFCEA mission and its vision for the future in STEM.
He’s ensured the release of two more episodes on platforms such as Spotify,
Apple Podcast, Amazon Play and YouTube. St. Amand has helped record
three more episodes and is hopeful that these podcasts will help AFCEA and
the chapter to continue to reach additional people under 40 who are interested in the association’s mission.
He briefed these podcasts and his efforts to make them happen to AFCEA
leaders throughout the country on a “best practices” conference call held by
AFCEA International. He also assists the chapter with social media platforms
to advertise events, engage with interested individuals and gather ideas from
the outside local market.
As the regional emerging leader, he has joined the Georgia regional vice
president and chapter presidents on quarterly calls to provide updates on
Emerging Leader activities. He is a member of the Emerging Leaders events
subcommittee and attends quarterly calls to discuss upcoming major events.
St. Amand speaks regularly with chapter leaders from Texas and Virginia,
who have well-established Emerging Leader events, for additional ideas and
guidance for the Georgia Region.
During the day, St. Amand is an account manger for government services
at TEKsystems. He focuses on Army strategic growth and is based out of both
Atlanta and Augusta, Georgia. For his dedication to Emerging Leaders and the
association, AFCEA proudly names Doug St. Amand AFCEAN of the month.

Connect with AFCEA
on Social Media
AFCEA is dedicated to encouraging conversations
and providing valuable information where it’s
most convenient for you. Connect and engage
with us on your favorite social platform.
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New
Corporate
Members
Listed below are the latest
organizations to become
corporate members of AFCEA
International. A capabilities
statement for each new member
will be published in this issue
or in the future. A complete
list of corporate members is
available online at www.afcea.
org/membership/corporate/
corporates.jsp.
AGE Solutions LLC
Azul
Banca d’Italia
Choice CyberSecurity
Copper River IS
Gigatec LLC
Hyperscience
IDEMIA Identity & Security
North America
Immuta
InfoSmart Technologies Inc.
Keeper Security
Launch Tech LLC
MNSG AC LLC
Neutron Engineering
Pexip Inc.
Qualis Corporation
Riphean Investments
RNT Professional Services LLC
SoundWay Consulting Inc.
SpaceLink
URC Systems spol. s.r.o.
Valid8
Veeam Software Italy SrL

JOIN our LinkedIn Group to discuss
best practices, ask questions, share
concerns and highlight news.
LIKE us on Facebook to access
important AFCEA updates.
FOLLOW us on Twitter for real-time
news that fits your busy schedule.
Find links to these pages and more under
“Connect with Us” at www.afcea.org
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New Sustaining Member
SERVICENOW
8045 Leesburg Pike, Suite 300, Vienna, VA 22182
(408) 501-8550 • Email: federalsales@servicenow.com
Website: www.servicenow.com
Business Focus: Your government agency is driven to make
life better for citizens and ServiceNow is committed to making
work, work better for people. Together, ServiceNow can speed
and automate the delivery of modern citizen services while
driving down costs. Its cloud-based platform consolidates
outdated IT systems, leverages the data and delivers

automated, digital workflows that create great experiences for
users. With ServiceNow, agencies can prioritize and respond to
cybersecurity threats faster, revitalize the workforce with more
efficient HR processes and higher value work, and redefine
how to serve citizens with modern solutions. Agencies across
civilian, defense and intelligence services use ServiceNow’s
FedRAMP-certified platform to deliver and unlock productivity.
Products/Services: Service management; IT service
management; IT operations management; IT business
management; IT asset management; security operations;
human resources; customer service management; and
application development.
Annual Sales: $2.6 billion.

Corporate Capability Statements
The following new AFCEA corporate members have recently completed online capability listings.
See the full profiles of these and other AFCEA corporate members in searchable form at www.afcea.org/directories.

IDEMIA IDENTITY &
SECURITY NORTH AMERICA

11951 Freedom Drive, Suite 1800, Reston, VA 20190
(978) 215-2400 • Website: www.na.idemia.com
CEO: Donnie Scott
Business Focus: IDEMIA Identity & Security North America is
a global leader in providing identity-related security services
to governments and private companies, having been a trusted
partner to U.S. government agencies for more than 60 years.
The company’s mission is to help people access what matters
most faster, safer and more securely in both the physical and
digital worlds. This is accomplished by helping to capture,
authenticate and secure both physical and digital transactions
for citizens and consumers alike.
Products/Service: Market-leading biometrics-based identity
and security solutions; identity credentialing; access control;
identity verification; and DMV software and hardware solutions.
Clients: Federal, state and local government agencies,
including intelligence agencies; law enforcement; and
commercial entities.
Annual Sales: $2.4 billion.

MISSION SYNC LLC

Vienna, VA 22180
(571) 488-5934 • Email: louis.tucker@missionsyncllc.com
Website: www.missionsyncllc.com
CEO: Louis Tucker
Business Focus: Mission Sync regularly assists clients through
a combination of strategy, advice, information gathering and
sharing within the national security community. Mission Sync’s
value proposition is to increase the company’s enterprise
value, and that may come in the form of assistance throughout
the client’s organization. Clients benefit from a significantly
enhanced perspective and understanding of the market and
their target customers. Additionally, Mission Sync saves clients

time from pursuing false leads, finds new leads for them and
accelerates their pursuit of productive ones. Mission Sync’s
CEO Louis Tucker has authorized the intelligence community
budget (SSCI), understands and relates to end users having
fought on the battlefield and led intelligence operations in
multiple countries, and has advised government seniors and
program managers.
Products/Services: Assists in mapping out a strategy for
engaging a number of organizations within the national security
community and Defense Department; advises on a client’s
technology solutions with regard to suitability match with
various mission needs; assists in crafting a client’s message
that is likely to gain traction in respective organizations; shares
client information with respective government organizations
and connects to government personnel when/as appropriate/
authorized; identifies and provides select introductions to
commercial partners for teaming opportunities; and provides
additional assistance as needed in navigating the federal
landscape.
Clients: Large integrators to mid-size companies to startups.
Business Type: Service-disabled veteran-owned small business.

STEMBOARD

3100 Clarendon Boulevard, Suite 200, Arlington, VA 22201
(703) 884-2121 • Email: aisha@stemboard.com
Website: www.stemboard.com
Founder and CEO: Aisha Bowe
Business Focus: STEMBoard is an award-winning, womanowned, ISO® 9001:2015, ISO 20000-1:2018 and ISO
27001:2013 appraised small business recognized on the
2020 Inc. 5000 list as one of the fastest growing small
businesses in America. As an SBA Certified 8(a) with strong
past performance in emerging technology areas, STEMBoard
provides high-quality, cost-efficient solutions in engineering and
development, information technology (IT) services, program
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and project management, data management and analytics.
Products/Services: Mission workflow development; big data
processing and availability; IT modernization; geospatial
imagery analysis; project management; program management;
systems integration; data architecture and warehousing; and
database administration.
Clients: The Combating Terrorism Technical Support Office,
Defense Intelligence Agency, U.S. Department of Homeland
Security, National Geospatial-Intelligence Agency and U.S.
Northern Command.
Business Type: Minority- and woman-owned federally
designated small business and 8(a) firm.

WISC ENTERPRISES LLC

14900 Conference Center Drive,
Suite 200, Chantilly, VA 20151
(703) 830-9472 • Email: info@wiscenterprises.com
Website: www.wiscenterprises.com
Business Focus: WiSC Enterprises LLC (WiSC), a veteranowned small business founded in 2008, provides unique
mission support requirements for U.S. government customers
by enabling worldwide interoperability of intelligence,
surveillance and reconnaissance data, security assets and

cyber operations. WiSC understands how to collect, manage,
secure and disseminate data. This means the right 1s and 0s
gets to the right people at the right time providing meaningful
results. WiSC specializes in providing worldwide interoperability
solutions and capabilities for intelligence products across
the entire Tasking, Collection, Processing, Exploitation and
Dissemination architecture within the National System for
Geospatial Intelligence, such as the intelligence community;
U.S. Defense Department; military services; Allied System
for Geospatial-Intelligence; civil and federal law enforcement
agencies; U.S. Department of Homeland Security; and coalition
partners. 
Products/Services: Enabling worldwide interoperability of
intelligence and security assets to include: cyber engineering
and support services; cyber systems and security;
exercise planning and execution; financial management;
GEOINT standards, policy and compliance; ISR analytics,
operations and innovations; ISR interoperability; and program
management.
Clients: National Geospatial Agency, Defense Intelligence
Agency, U.S. Air Force and U.S. Special Operations Command.
Annual sales: $30 million.
Business Type: Veteran-owned small business.

AFCEA Sustaining Members *
A.M. Fadida Consulting
Abacus Technology
Corporation
Accenture
Aerospace Corporation, The
AT&T Government
Solutions
Avaya Government
Solutions
BAE Systems
BeyondTrust Inc.
Boeing Company, The
Booz Allen Hamilton
CA Technologies
CACI Inc.
Carahsoft Technology Corp.
CGI
Chenega MIOS
Cisco Systems Inc.
Cole Engineering Services
Inc.

Collins Aerospace
Comcast Business Services
CommScope
Dell Technologies
Deloitte LLP
Ernst & Young (EY) GPS
FedData Technology
Solutions
Fortinet Inc.
General Dynamics IT
General Dynamics Mission
Systems
General Micro Systems Inc.
Google Inc.
GovTech
Guidehouse
Hewlett Packard Enterprise
HP Inc.
IBM Federal
Insperity
Intelsat General Corporation

Jacobs
Jet Propulsion Laboratory
L3Harris Technologies
Leidos
Lockheed Martin
Corporation
Lumen Technologies Inc.
ManTech International
Corp.
McAfee Inc.
Micro Focus US Inc.
Microsoft Corporation
MITRE Corporation, The
Motorola-U.S. Fed. Gov’t
Markets Div.
NEC Corporation of
America
NetApp
Netscout Systems
NICE inContact
Noblis

Northrop Grumman
Corporation
NTT DATA Federal Services
Inc.
Oracle America Inc.
Parsons
Peraton
Poly
Raytheon Company
SAIC
Samsung Electronics America
SAP Public Services
Serco Inc.
ServiceNow
Telos Corporation
Teradata Government
Systems
Tyto Athene LLC
USAA
Verizon
ViON Corporation

* List is current as of July 8, 2021. A complete list of AFCEA’s corporate members is available at www.afcea.org/membership.

The AFCEA Weekly Digest is the primary communications channel
between AFCEA and its members. The brief e-newsletter includes
highlights from the emails that AFCEANs received during the
week as well as news from chapters and association headquarters.
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INTERNATIONAL

CHAPTER

NEWS
Edited by Megan Lee

EDITORIAL POLICY: Chapter News must
be received by the 20th of the month
two months prior to publication date.

Aberdeen

Chapter Highlights
Women-Owned Small Businesses
In June, the chapter hosted a webinar
featuring Thomas McGrath from the U.S.
Small Business Administration (SBA).
McGrath is the deputy director for program and resource management in the
SBA’s Office of Government Contracting
and Business Development.
Along with colleagues Kelly Jackson and
Garrison Anderson, McGrath provided a
general overview of the Women-Owned
Small Business (WOSB) Federal Contracting
Program, emphasizing recent procedural
changes to the certification process. To help
provide a level playing field for women business owners, the government limits competition for certain contracts to businesses
certified in the WOSB Federal Contracting
Program.
Under the new process, as of October 15,
2020, all WOSB firms must submit documentation to become certified in the new
portal to compete for WOSB Federal Contracting Program set-aside contracts. Applicants can refer to the SBA’s preparation
checklist of essential documents to apply for
certification at https://beta.certify.sba.gov.
During the session, attendees engaged in
meaningful discussion with the speakers to
better understand how recent changes will
lead to improvements in the program, as well
as the types of resources that are available to
help guide companies through the process.
WOSB prime contracting is at an all-time
high. In fiscal year 2019, there were over
15,000 WOSB prime contractors, with over
$26 billion in awards. To learn more about
the WOSB Federal Contracting Program,
please visit http://www.sba.gov/wosbready.

ABERDEEN—In June, Thomas McGrath, deputy
director for program and resource management
in the U.S. Small Business Administration’s
Office of Government Contracting and Business
Development, visits the chapter to present a
general overview of the Women-Owned Small
Business Federal Contracting Program.

ALAMO—In July, Jeff Kendall, chapter vice president, Veteran Support and Military Family
Outreach, presents a $6,500 check to Kinky and Marcie Friedman of Echo Hill Ranch during
Gold Star Kids Camp. The camp focuses on “kids being kids” with horseback riding, archery,
swimming and crafts on the gorgeous property just north of Bandera, Texas.

ALAMO—Marcie Friedman, daughter of
Echo Hill Ranch founders Thomas and
Minnie Friedman, waves to a few counselors
during their Gold Star Kids Camp in July.

Alamo

Chapter’s W2MF Presents
Donation to Gold Star Kids Camp
The chapter’s Wounded Warrior and
Military Families Endowment Fund Committee had the honor of attending the last
day of Echo Hill Ranch Gold Star Kids
Camp Session II. Echo Hill Ranch’s mission is to provide a safe, fun, relaxing and
empowering professional summer camp
experience for the children of Gold Star
families, immediate family members of
a fallen service member who died while
serving in a time of conflict or those of
first responders. Marcie Friedman, the
daughter of Echo Hill Ranch founders
Thomas and Minnie Samet Friedman, now
runs the camp with her brother, Kinky
Friedman. The camp seeks to foster a
community and a connection among children and families who have had similar
life experiences and are taking similar life
journeys, Marcie explains.
Jeff Kendall, chapter vice president, Veteran Support and Military Family Outreach, presented a $6,500 check to support

ALAMO—Chris May, rifle range instructor
and vice president of the Marine
Reconnaissance Foundation, helps a minor
during rifle range practice. This is one of
the many activities held during the Echo Hill
Ranch Camp for Gold Star Kids sessions.

their efforts. “This camp enables children
from all over the nation to bond with one
another despite their current hardship.”
The camp brings in children from all over
the United States and is free for the child
attending and is solely run by an all-volunteer staff. Kendall added, “You can visibly
see how much fun these kids are having
and to bring that kind of joy into their lives
is really something special.”

Ecuador
Chapter Collaborates with the
Ministry of Women of Paraguay
In April, a joint virtual conference was
held between members of AFCEA International and representatives of the Ministry
of Women of Paraguay, including: María
Gloria Báez, general director of Prevention
and Care Against Trafficking of Persons,
Ministry of Women, Paraguay; Susana Villanueva, clinical and forensic psychologist; and Zulma Cristaldo, director, Assistance to Women in Trafficking Situations.
The AFCEA International participants
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Beating COVID: Chapter Provides
Unique Scholarship Presentation
ArkLaTex
When the COVID-19 pandemic
threatened to derail the chapter’s annual
scholarship award ceremony, members
got creative and reached a larger audience than in previous years.
Instead of holding its traditional
large banquet, where space would limit
attendance to only parents, grandparents, faculty and civic leaders, the chapter brought the event to a vast audience.
The extraordinary effort involved two
live events, each highlighting the tremendous academic achievements of 12
seniors and the mentoring efforts of
eight teachers for audiences throughout
the ArkLaTex.
At the first event, the chapter recognized the students and teachers during
a live broadcast by local television station KTBS. Rick Rowe, a local television personality, hosted the event at the
Cyber Innovation Center, one of the
area’s preeminent locations for technological collaboration amongst government, private industry and academia.
The theme for this first event was
“The Best and Brightest.” During the
live broadcast, the 12 students walked
away with a check for $2,000 each.
Three teachers took home $2,000, and
the remaining five earned $1,000 each
through the generosity and support of
local individuals and national sponsors,
some of them giants in aviation.
None of this would have been possible without the tremendous support
received from the local community,
including Julie Anne’s Bakery, who provided refreshments at 4 a.m.
In addition to the cash presentation,
each student gave remarks on their
respective academic journeys, plans for
the future and goals to be trailblazers.
The second event was the virtual scholarship presentation held via
Zoom. Camille Schrier, Miss America
2020, served as the guest speaker. She
spoke of challenges in her academic and
personal life as she pursued her passion
for science and her dream of becoming
a pharmacist.
Known for her love of science, the
doctoral student encouraged the audience to pursue their academic and professional dreams. “Miss America can be
a scientist, and a scientist can be Miss
America,” said Schrier, addressing the
live audience.
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ARKLATEX—
At the May event,
which was held via
Zoom, Miss America
Camille Schrier
inspires scholarship/
grant recipients and
chapter members
by telling about her
journey in STEM and
winning the title of
Miss America 2020.

ARKLATEX—Rick Rowe of KTBS 3 News (r) hosts the ArkLaTex Annual Scholarship
Presentation at the Cyber Innovation Center in May. Students and teachers are presented
scholarships and grants by ArkLaTex chapter leadership and sponsors.

ARKLATEX—Chapter leadership (from l-r) David Richards, chapter vice president
of education; David Stuart, second executive vice president; Brandi Pickett, chapter
secretary; Capt. Kebin Umodu, USAF, chapter executive vice president; and Barbara
Schleben, chapter vice president of scholarships, pose with Rowe after another
successful scholarship and grant presentation.
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included Juan Carlos Fondevila, regional
vice president for South America; Vincenzo
Vitiello, chapter president of the International Outreach Subcommittee, Ecuador;
María Dolores Santos, chapter president,
Ecuador; Col. Mauro Argoti, director of
Security and Defense; María Andrea Cárdenas, member of the Security and Defense
Directorate; and Jeimy Chicaiza, member
of the Strategic Planning and Management
Directorate. The specialist consultant participants were María Grazie Labellarte; Rut
Cidoncha; and María Sol Estrada.
Fondevila discussed AFCEA International.
What is it? Why join? He presented the benefits of being a member, saying, “AFCEA
is a nonprofit professional association that
connects innovative people from all areas
of technology related to communications,
electronics and security,, people ... from the
civil, military, academic, industrial, governmental or governmental fields. Nongovernmental organizations that provide great
ideas and vital solutions to advance global
security for the benefit of the entire community … AFCEA offers a variety of networking
activities, conferences, symposia, exhibitions,
[including] SIGNAL Magazine, tutorials and
scholarships. Added to that, AFCEA offers
educational opportunities that include professional development courses in different
areas.” Santos presented how the Ecuador
Chapter was created, mentioning that since
June 2020, it has been approved by the board
of directors of AFCEA Headquarters. The
chapter is made up of its board of directors
by a president, first vice president, second
vice president, treasurer and secretary. To
date, there are 71 members, 47 men and 24
women.
The chapter offers events, webinars and
academic activities. The chapter can be found
on social networks: Twitter: @AfceaEcuador;
Linkedln: AFCEA Ecuador; Instagram: afceaecuador; YouTube: AFCEA Ecuador; and
the web: https://ecuador.afceachapters.org/
Báez welcomed the members of AFCEA
International and thanked everyone for the
joint coordination of conferences, workshops, courses, awareness seminars and
training in the prevention of trafficking in
persons and Resolution 1325 of the United
Nations Security Council: Women, Peace
and Security (WPS) Agenda.
The meeting closed with the participants
giving ideas on how to carry out activities to
promote education, micro-enterprise management, technical training for the development of Resolution 1325, cooperation for
forums, panels, seminars, sharing experiences, generating awareness, etc. This initiative
will be led by Argoti and Cárdenas.
Santos was thankful for the opportunity to
collaborate with AFCEA International staff
and members Tina Jordan, Susan Emert,
Sean McGowan, Bill Robinson and Cory
Lindo.

Los Angeles

Aerospace Community
Cycles for STEM
The chapter held its Second Annual
Cycling for STEM Education event in July.
The 32-mile ride to benefit AFCEA’s STEM
education program was made possible by
over 50 cyclists, support staff and sponsors

ECUADOR—(first line l-r) In April, Carlos Fondevila, regional vice president for South America;
Vincenzo Vitiello, chapter president of the International Outreach Subcommittee; María Andrea
Cárdenas, member of the Security and Defense Directorate; María Dolores Santos, chapter
president; (second line l-r) Rut Cidoncha; Col. Mauro Argoti, director of Security and Defense;
Maria Grazie Labellarte; Maria Gloria Báez; (third line l-r) Zulma Cristaldo, director, Assistance
to Women in Trafficking Situations; Susana Villanueva, clinical and forensic psychologist;
Maria Sol Estrada; and Jeimy Chicaiza meet online for a joint virtual conference.

ECUADOR—Fondevila and Santos discuss
AFCEA’s benefits at the April meeting.

ECUADOR—The Ministry of Women’s Letter
for coordinate educational programs is
exhibited at the April joint chapter event.

Chapter
News
Online
For extended articles and information on how
your chapter can be published in SIGNAL, visit

www.afcea.org/signal/chapternews
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from the Aerospace community. The route
was along the beach in Los Angeles before
turning inland.

Montgomery

Chapter Raises Funds for
River Region Community
The chapter flawlessly executed the
virtual Montgomery IT Summit featuring over 20 speakers and raising over
$130,000 for the River Region Community. This year’s theme “Like OODA, Cycle
Time is Our Transformational Imperative,”
brought together senior leaders ranging
from Lauren Knausenberger, chief information officer, U.S. Air Force, to Maj. Gen.
Michael Schmidt, USAF, program executive officer for Command, Control, Communication, Intelligence and Networks,
Hanscom Air Force Base, Massachusetts.
Over 500 registrants had the opportunity to watch keynote addresses and panels
that will shape the future digital operations of the U.S. Air Force. These speakers and panelists touched on agile methodologies, digital transformation and the
user experience, to name a few. Held in
conjunction with the IT Summit was the
annual golf tournament, raising funds for
the Montgomery AFCEA Chapter Education Foundation. This event hosted
over 100 golfers and brought in $130,000
through corporate sponsorships, funds that
will directly impact the local community.
While several AFCEA chapters and other
organizations struggled to find their identity during the pandemic, the Montgomery
Chapter brought together industry and
government experts to provide meaningful
insight and networking to support the local
STEM effects impacting the Montgomery
community.

LOS ANGELES—Riders and support staff prepare for the Cycling for STEM 32-mile ride in July.

LOS ANGELES—Riders and support personnel reach
the turnaround point at the July event in Los Angeles.

South Florida

Director of J-6 Communication
Systems Directorate Speaks
at Chapter Event
During the chapter’s virtual March
event, Jay Anson, chapter president, provided an overview of the U.S. Southern
Command mission and area of responsibility. The combatant command’s chief
information officer/J-6 and director of the
J-6 Communication Systems Directorate, Col. James Turinetti, USA, updated
industry and government attendees on
emerging command, control, communications, computers, intelligence, surveillance and reconnaissance (C 4ISR). The
colonel shared his vision to deliver a joint
coalition and interagency information
enterprise that enables assured coordination and collaboration for decision dominance through cutting-edge architecture,
governance, portfolio management, information technology investment strategy
and operational capabilities. Attendees
received an update on current priorities,
business development opportunities and
future outlook based on the command’s
updated campaign plan.
Many thanks to chapter members,
industry partners and U.S. Southern
Command employees for attending.
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LOS ANGELES—Participants prepare to begin the Cycling for STEM ride in July.
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New Scholarship
Guidelines
Expand Eligibility

MONTGOMERY—In May, the chapter holds
its Annual Golf Tournament to raise funds for
its Education Foundation.

MONTGOMERY—Chapter members and
participants pose for a photo. In May, the
chapter raised over $130,000 through
corporate sponsorships.

The chapter provides $1,000 merit-based
scholarships for high school seniors and college students who either have been accepted
or are currently enrolled in an accredited
degree program majoring in a STEM discipline, such as aerospace, chemical, computer,
electrical, mechanical or systems engineering; chemistry, physics, science or mathematics; computer science, telecommunications, information systems or cyber and
information security.
The chapter incorporated lessons
learned from the COVID-19 pandemic
impacts on last year’s scholarship season.
The board of directors voted to expand
eligibility to current students, adult and
lifelong learners and online programs.
Previous requirements involving physical presence or contact can now be done
entirely online.
The chapter will announce the number of
available scholarships the December prior
to the following year’s application period.
The number of scholarships is dependent
on the prior year’s fundraising totals.
The application period opens on January 1 and closes on April 15 each year.
The chapter’s annual Golf Tournament is
scheduled for October 22, 2021, to raise
scholarship funds for the 2022 scholarship season. For more information, go
to: https://southflorida.afceachapters.org/
chapter-scholarships-program.

New Steering Committee
Ensures Chapter Success

SOUTH FLORIDA—Every year, the chapter opens its merit-based scholarship to students
pursuing STEM-related degrees.

SOUTH FLORIDA—Sunny Fort Lauderdale
in South Florida is the site of many
past conferences and events.

The chapter’s Steering Committee is
comprised of exceptional leaders from
across industry, academia and government who are familiar with Defense
Department business practices, the
AFCEA brand and the South Florida
community. The chapter extends a warm
welcome to the following outstanding
volunteers who will ensure the chapter’s
success: John Pugliese, Deep Water Point
and TELESME and former U.S. Southern
Command chief information officer/J-6;
David Durham, Lennar and University of
Miami and former U.S. Southern Command information technology program
manager; Ramon Vega, military liaison
to U.S. Southern Command; and Stephen Mills, Royal Caribbean Group and
former U.S. Southern Command deputy
chief information officer/J-6.
The chapter thanks everyone for joining the team!

Turkiye
SOUTH
FLORIDA—
Col. James
Turinetti, USA,
chief information
officer and director, J-6 Communication Systems
Directorate, U.S.
Southern Command, speaks
at the chapter’s
March event.

Webinar Explores How
Math Is Everywhere

TURKIYE—In June, Maj. Musa Yildirim (Ret.),
addresses the participants during the webinar.

In June, the chapter hosted the webinar,
“Can We See the Mathematics Behind Aircraft Design?” This was the second webinar of the month presented by Maj. Musa
Yildirim (Ret.). The webinar was userfriendly and not bogged down in concepts
and technical terms. Attendees learned the
mathematics behind aircraft design and
discovered the pervasive nature of mathematics in general.
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REMEMBERING 9/11

After 9/11 Came Two Decades
of Change and Resiliency
A date the United States will
never forget redirected the country.
wenty years have passed since a group of suicidal fanatics highjacked several aircraft and
committed horrific acts of mass murder in New
York, Pennsylvania and Virginia. The 9/11 terror
attacks stunned a nation that thought itself relatively
invulnerable to large-scale attack and shocked the
world with the audacity and global reach of the zealots
who committed the crime. The world changed that day,
and few could have imagined all that would follow.
The military response was immediate and, to some,
surprising. For the first time, NATO invoked its Article 5, which declared that an attack on one member
is an attack on all. That the United States was the first
victim of that scenario was unexpected. NATO early
warning aircraft flew patrols over the United States to
secure the homeland and free their U.S. equivalents
to fly missions over Afghanistan. NATO allies joined
U.S. forces in Afghanistan operations, and the Taliban
government that sheltered al-Qaida was routed. And,
after years of determined discovery and pursuit, the
so-called mastermind of that terrible event, Osama
bin Laden, had the ultimate justice brought to him.
At home, the Department of Homeland Security was created to protect the nation from external
threats and coordinate responses to disasters, both
natural and artificial. New protocols of communication and information sharing were formalized among
U.S. intelligence agencies. A neighborhood horribly
scarred was rebuilt with a new World Trade Center
rising to dominate the lower Manhattan skyline.
But much remains to be determined. The pullout of
U.S. troops from Afghanistan left a void that the Taliban already has filled, and the remnants of al-Qaida
may join them and rebuild. Different fanatics in the
form of ISIS have emerged to wage global terrorism.
The Homeland Security Department still wrestles
with roles and responsibilities amid changing threats.
And the U.S. military finds itself undergoing a massive modernization after nearly 20 years of an emphasis on counterterrorism.
For the Baby Boomers, the Gen Xers, the Millennials and any other generation so labeled, the 9/11
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BY ROBERT K. ACKERMAN

Out of the ashes of terrorism, the new One World
Trade Center building rises 1776 feet above Lower
Manhattan as a symbol of national resilience.

attacks were their Pearl Harbor. Out of Pearl Harbor
came victory in World War II, postwar posterity and
greater involvement in international geopolitics, for
better or worse. Out of 9/11 came varying results in
different forms, but the final verdict on the changes
wrought in the United States and abroad remains
to be issued. History is still being written, but those
who lived through the disaster will never forget, and
their descendants should never overlook what they’re
taught about that day. It is our task to never forget
9/11 and those we lost.
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