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to have the bot make
decisions a bit more
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from the application that
it is interacting with.
We’re not there yet,
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advancements
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The Dynamics of DISA

A

t the heart of the U.S. military is its network,
and at the heart of the network is DISA. The
agency is designated a combat support organization, but that nomenclature tends to underemphasize its importance. In this era of joint all-domain
network-centric warfare, connectivity is the key to
successful combat, and DISA is its prime enabler.
The information agency has evolved along with
the technologies it employs to connect commanders
and combatants alike. Just as transportation is essential to deliver forces and their logistics to theater, so
too are communications to move vital information
between those forces and elements stateside. Never
has this been more important; never has the success of any military operation been so dependent on
information access.
Yet the new technologies that make this information access possible pose DISA’s greatest challenge.
The information revolution continues to generate
technology innovation at an accelerating rate. Placing these new capabilities in the hands of the warfighter is essential, and speed is of the essence. DISA
must overcome the slow crawl of traditional acquisition, or the technology will be obsolete long before
it equips the force.
But that is where DISA’s greatest strength lies. As
a single clearinghouse for military networking, the
agency can coordinate capabilities and technology
among the services and defense organizations to
ensure a greater degree of interoperability. Working
with industry, DISA can help speed the best of the
information age to warfighters and decision makers
to counter adversaries in any confrontation. Change
is afoot, and the agency is on the march.
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Reliable Multi-Cloud Access
at the Tactical Edge
The rapid adoption of cloud technologies for capabilities envisioned by programs such as
JADC2 to support machine learning, IoT, and ISR provides new opportunities for defense
organizations to achieve and maintain C5ISR overmatch—as long as networks can reliably
deliver those benefits at the tactical network edge. Modern tactical networks must be
deployable in reduced size, weight, and power—while delivering access to ever more data—
to keep up with mission demands. They must do so in an environment of increasing cyber and
EW threats, and when disconnected from the cloud due to contested spectrum, difficult terrain
or lack of available SATCOM services. They must also support multiple commercial clouds and
cloud technologies, ensuring interoperability with all needed data sources and applications.
Recent COTS advancements in rugged, embedded, high-speed computing, networking, and
infrastructure software can meet these challenges—delivering 10x the performance, major
security advances, interoperability, and reliability—making possible cloud-based capabilities
at the tactical edge. Join experts Theresa Thompson, Senior Systems Engineer, VMware, and
Dominic Perez, VP of Systems Engineering at Curtiss-Wright Defense Solutions in a discussion
looking into the very latest small form factor, rugged, modular data center technologies from
PacStar, made multi-cloud-ready with VMware technologies.
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Airmen conduct a joint patrol with a Boston
Dynamics Spot robot at Royal Air Force
Leeming, United Kingdom, in August.

Reader Comments
“They gave it a red hot go! But NSTIC [National Strategies for Trusted
Identities in Cyberspace] and numerous other grand federations (in
the UK, Australia, Canada, both public sector and private) have come
and gone. These schemes are intuitively sensible but they generally
fail to grapple with the fact that federation disrupts ‘elegant, timehonored bilateral arrangements between relying parties and subjects,
instead pushing complex and novel trilateral arrangements
between relying parties, subjects and identity providers.’”
—Stephen Wilson in response to “Pioneer of Federated Identity Concept
Urges Fed ID to Abandon the Dream and Move On,” SIGNAL Online, August 31

“I am a retired broadcast engineer, and one of my responsibilities was
the Emergency Alert System. Like ham [radio] and MARS [Military
Auxiliary Radio System], I found that the politicians had no clue about
our capabilities and [had] a real disdain for our ‘antiquated and uncool’
technologies. They didn’t know and really didn’t care. And it often
showed, as their ‘modern digital apps’ failed them time and again.”
—Ken English in response to “Disruptive by Design: Ham Radio
in C2 Denied and Degraded Environments,” April SIGNAL

SIGNAL Online
Exclusive online content is posted throughout
the month. Here are selected recent items.

Air Force to Reclassify
Cyberspace Support Career Fields
The move aims to create more versatile cyberspace career airmen, training and curriculum.

The Arduous, Costly
War in Afghanistan Ends
The U.S. military completes withdrawal under fire.
Join us at SIGNAL online, Twitter and Facebook
to participate in SIGNAL Today conversations.

Check out TechNet Augusta coverage at
news.afcea.org/TechNetAugustaCoverage

SIGNAL, OCTOBER 2021 | Official Publication of AFCEA

Signal1021.indd 9

9

9/13/21 6:01 PM

Disruptive By Design

I

The Loitering Relay

n a tactical environment, commanders project
their ability to communicate forward into the battlespace through retransmissions, or “retrans.”
Retrans nodes are established when a mobile
radio system is maneuvered well forward of the line of
advance to provide a link between
one node and those with which that
node must communicate, receiving
the transmission on one frequency
and retransmitting it on another.
This allows command and control
to be maintained even while moving disparate units across a dynamic
battlespace, outside of normal radio
operating ranges. Ground vehicles
with mounted radio systems and
power amplifiers, such as the MRC145, are some of the most common
means of establishing retrans. Piloted airframes with
communications payloads like the Bombardier E-11A
can also provide retrans.
With the growing ability of adversaries to detect the
origin of tactical transmissions, however, such retrans
nodes become increasingly untenable, risking both the
node and the personnel servicing it. The direct threat
to personnel can be removed by using unmanned aerial
vehicles (UAVs) for retrans; RQ-4B drones have been
loaded with the Battlefield Airborne Communications
Node payload, becoming airborne relays. But the risk of
targeting and severing the retrans link remains, while the
cost to shoot down such UAVs is much cheaper than the
UAV itself.
Regardless of the means of retrans, such nodes are
easily detected by anyone viewing the electromagnetic
spectrum and appear as an obvious and enticing target
for adversaries. This presents an increasing risk to the
ability of tactical commanders to exert command and
control over their forces during combat operations.
A possible solution lies in the “loitering relay.” While
loitering munitions are capable of remaining on station
for extended periods of time to search for and attack
targets, a loitering relay would remain on station to
instead provide retransmissions. By deploying multiple

cheap, attritable relays, commanders could rapidly create a tactical retrans network on the fly, remove risk to
personnel, and place so many nodes into the battlespace
that an adversary would be challenged to track and target them all.
The means to deploy such loitering relays are many and
varied and could build on those technologies already in

BY MAJ. BRIAN KERG, USMC
Maj. Brian Kerg, USMC, is a nonresident fellow at
Marine Corps University’s Brute Krulak Center for
Innovation and Future Warfare and a student
at the School of Advanced Warfighting.
Follow or contact him on Twitter @BrianKerg.

play to deploy loitering munitions. Take, for instance, the
Pneumatically Integrated Launch System, a tube-based
launcher that deploys the Air-Launched, Tube-Integrated
Unmanned System. In essence, a tube launcher fires a
loitering drone. Instead, a multi-tube launcher could
deploy a series of small drones with retransmissions payloads, allowing a tactical commander to “fire” a network
forward into the battlespace. Variations on this theme
offer different combinations of capability, capacity and
cost: attritable systems could be fire-and-forget, onetime use relays; recoverable systems could offer the ability for reuse; controllable systems could be maneuvered
across the battlespace to support different units; and other
systems, instead of remaining airborne, could land on
the surface explicitly to provide terrestrial relays. In all
instances, firing a swarm of such relays will fill the electromagnetic spectrum with a confounding target list, and
support assured communications.
Communicating in a contested environment will only
get harder. Forces that seek assured command and control must rise to the challenge or risk seeing their cohesion shattered. Retransmission is no exception, but the
loitering relay offers a means for a relatively inexpensive,
attritable retrans capability that presents the adversary
with a targeting dilemma.

Disruptive by Design explores innovation and ideas with the potential to expand capabilities
and revolutionize products, services and behaviors. For more information, visit url.afcea.org/YoungAFCEAN.
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AFCEA’s global reach means we have the capability to deliver
your message to a highly engaged audience in ways that
are memorable, informative and focused—using all the
resources AFCEA has and developing any new ones you need.
AFCEA BrandLink can optimize your own content and media
or we can connect the writers, videographers, designers and
event planners you need to tell your story at a very affordable
rate. AFCEA products and services are available to meet the
needs of every size company and all marketing budgets.

The AFCEA BrandLink Director is here to assist with individual media purchases or to develop a
custom plan that works for you. Contact Madeleine Stern at 703-631-6181 or mstern@afcea.org
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Career Progressions
Military
Brig. Gen. (P) Curtis A. Buzzard,
USA, has been assigned as
director, Defense Security
Cooperation Management
Office-Afghanistan, Qatar.
Brig. Gen. Robert A. Borcherding,
USA, has been assigned as legal
counsel to the chairman of the Joint
Chiefs of Staff, Washington, D.C.
Lt. Gen. Paul T. Calvert, USA,
has been assigned as deputy
commanding general/chief of
staff, U.S. Army Forces Command,
Fort Bragg, North Carolina.
Maj. Gen. (P) John R. Evans Jr.,
USA, has been assigned
as commanding general, U.S.
Army North, Joint Base
San Antonio, Texas.
Maj. Gen. (P) Michael R. Fenzel,
USA, has been assigned as U.S.
security coordinator, IsraelPalestinian Authority, Israel.

Fleet Master Chief James Honea,
USN, has been selected as command
senior enlisted leader, U.S. IndoPacific Command, Camp H.M.
Smith, Hawaii.
Brig. Gen. John D. Kline, USA,
has been assigned as commanding
general, U.S. Army Center for
Initial Military Training, U.S. Army
Training and Doctrine Command,
Joint Base Langley-Eustis, Virginia.
Sgt. Maj. Howard L. Kreamer,
USMC, has been selected as
command senior enlisted leader for
U.S. Strategic Command, Offutt Air
Force Base, Nebraska.
Maj. Gen. (P) Donna W. Martin,
USA, has been assigned as inspector
general, U.S. Army, Washington, D.C.
Maj. Gen. Stephen J. Maranian,
USA, has been assigned as
commanding general, 56th
Artillery Command, U.S. Army
Europe-Africa, Germany.

Maj. Gen. (P) Antonio M.
Fletcher, USA, has been assigned
as commander, NATO Special
Operations Headquarters, Belgium.

Master Gunnery Sgt. Andrew D.
McCurry, USMC, has been selected
as the command senior enlisted
leader for Special Operations
Command–Central, MacDill Air
Force Base, Florida.

Maj. Gen. Lonnie G. Hibbard,
USA, has been assigned as director
of operations, United Nations
Command/Combined Forces
Command/U.S. Forces Korea,
Republic of Korea.

Brig. Gen. Constantin E. Nicolet,
USA, has been assigned as deputy
commanding general for intelligence,
Over-the-Horizon Counterterrorism
Headquarters, Operation Freedom’s
Sentinel, Qatar.

Maj. Gen. David C. Hill, USA,
has been assigned as commandant,
U.S. Army War College, Carlisle
Barracks, Pennsylvania.

Rear Adm. William P. Pennington,
USN, will be assigned as deputy
commander, Tenth Fleet,
Fort George G. Meade, Maryland.

Connect with AFCEA on Social Media
AFCEA is dedicated to encouraging conversations
and providing valuable information where it’s
most convenient for you. Connect and engage
with us on your favorite social platform.
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Brig. Gen. John T. Reim Jr., USA,
has been assigned as deputy director,
Defense Security Cooperation
Management Office-Afghanistan, Qatar.
Lt. Gen. (P) Laura J. Richardson,
USA, has been assigned as
commander, U.S. Southern
Command, Doral, Florida.
Capt. David G. Wilson, USN, has
been selected for promotion to rear
admiral and will be assigned as
commander, Naval Legal Service
Command, Washington, D.C.

Industry
CybeReady Inc., Tel Aviv, Israel,
has appointed Eitan Fogel as CEO.
DLT Solutions LLC,
Herndon, Virginia,
has appointed Lloyd
McCoy as director of
market intelligence,
in the company’s
Office of the Chief
Technology Officer.
Nixu Corporation, Helsinki, has
appointed Jan Mickos as business
area lead of managed services.
Opportunity@Work, Washington,
D.C., has hired Kelcey Reed as chief
technology officer.
Velocity Global, Denver, has hired Eric
Schroeder as chief operating officer.
Lumen Technologies, Washington,
D.C., has appointed Dave Young as
senior vice president of strategic sales
and has promoted Zain Ahmed as
senior vice president, public sector.

JOIN our LinkedIn Group to discuss best practices,
ask questions, share concerns and highlight news.
LIKE us on Facebook to access important AFCEA updates.
FOLLOW us on Twitter for real-time news that fits your busy schedule.
Find links to these pages and more under “Connect with Us” at www.afcea.org
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President’s Commentary

DISA Looks at a Future With Multiple Paths
BY LT. GEN. ROBERT M. SHEA, USMC (RET.)

I

n this infocentric age of all-domain warfare, DISA
truly has a challenging mission and critical role in
the defense community. DISA must focus on security
and serving customers ranging from the president of the United
States to the combatant commanders and the individual warfighters
on the tactical edge. DISA is a critical player in the world of joint, alldomain command and control (C2).
Many people don’t understand
that DISA is a combat support
agency with a huge challenge and
mission to buttress the warfighter
across cyberspace globally. In many
ways, the agency can be likened to
a large telecommunications and information service provider,
except its role has a level of complexity, coordination and
operational management that exceeds most providers.
But DISA’s mission is not just about being an information
carrier or provider. It also is about protecting that information and providing the security that the information requires
in today’s complex world. The agency also provides key capabilities that link sensors to shooters, and it deploys globally to
support its defense customers.
DISA serves a vital role in bringing the services together
with a joint information technology capability. In the past, the
individual services often were in charge of much of their own
information systems and networks. Through generations, this
created significant interoperability challenges.
Having one joint organization in the lead that can work
with the services, the combatant commands and the agencies
help ensure joint global management and greater interoperability. This single-source management of the defense information backbone also aids in focusing efforts at the point
where information is needed most. DISA provides the connective tissue and the transport from the strategic realm to
include the intelligence community, often down to the point
of need—the end user, whoever that may be.
Defense information technology providers are relying on
the commercial sector to a large degree as innovations erupt
in the marketplace. But commercial operators have not
demonstrably shown they are substitutes for DISA. Telecommunications carriers do not have the power to command and control a defense network. They lack the authority and the visibility to operationally direct combatant
commanders or services competing for operational information resources. Only a legally authorized and empowered
government organization can fill that role.
Industry and the telecommunications providers are playing
a vital role under DISA’s direction in a government-industry

relationship. Yet, there must continue to be a strong bond
between the agency and industry for DISA to leverage the
creativity and investment of industry. DISA must oversee
and nurture that bond to ensure a successful governmentindustry partnership.
Information as a critical enabler for command and control is where DISA is placing its emphasis. The agency is
deeply engaged in supporting the development and fielding
of the Joint All-Domain Command and Control (JADC2)
concept shepherded by the Joint Staff. DISA is a critical
element of JADC2, and the agency will have a significant
role in security, C2 and operations. The JADC2 network will
depend on speed, latency and flexibility down to the tactical
level, and DISA must be a full-time player to help design
that network and to enable all of its attributes.
Command and control is job one. JADC2 must be the
focus of effort within the Defense Department, and joint
priorities must prevail over service needs if success is to
ultimately be achieved.
In DISA’s broad mission, several challenges are key to
the agency’s success. One is speed of operation. The issue
is, how do you generate and maintain that speed even in
the face of adversarial roadblocks? A second challenge is to
develop a workforce that is empowered to make decisions
in a timely manner. This will require ensuring there is no
zero-defect mentality in an environment that will thrive on
innovation.
A third challenge is leveraging innovation in a timely
manner to modernize and develop partnerships with
industry. This includes establishing the processes that need
to take place for this partnership to succeed. The fourth
challenge is both obtaining the necessary resources and
ridding the system of legacy capabilities that exist only
because of individual or organizational patronage. The
agency must determine how it can resource what must
be done as opposed to what would be nice to have. Vital
resources must be applied first and foremost to critical mission threads, and the nice-to-haves added later.
All these threads must be woven together for the defense
community to benefit from DISA’s efforts. An effective
single organization is essential for pursuing diverse goals,
and only DISA can carry out that mission. And, to succeed,
it must receive the support necessary from the intelligence
community, defense organizations and the services. The
whole must benefit from the sum of its parts.

To share or comment on this article
go to http://url.afcea.org/October21
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The Importance of Secure
AV Distribution for JADC2
and Information Dominance
Modern warfare concepts, such as JADC2, are all about information dominance. Video and audio data are the
virtual eyes and ears of mission critical command and control (C2) centers, combat information centers (CIC),
briefing rooms and operations centers. A highly secure and hyper scalable AV over IP video distribution system
(VDS-IP) is mission critical amid an environment of increasing cyber, geopolitical, and pandemic threats. Being
able to securely distribute high definition 4K60 4:4:4 video, audio, KVM, USB, and control rapidly and efficiently is
paramount to mission success. Join us as we:
• Explain the need for advanced, secure VDS systems.
• Walk through detailed use cases, including C2, DC2, VTC, CIC, Watch Floors and more,
and envision how your VDS system can meet the needs of todays and tomorrow’s missions.
• Uncover if your VDS is secure enough to protect from external and insider cyber threats.
This webinar is approved for 1 CertNexus continuing education credit for CyberSec First Responder (CFR).

Real World Lessons from
Large-Scale Cloud Migrations
The May 12th Executive Order has government agencies scrambling to move to a zero-trust framework and migrate
to the cloud. This can be fraught with potential issues as agencies balance the need to move quickly with the sheer
complexity of the task - sometimes as the expense of careful planning. In some instances, agencies could be migrating
their current problems to the cloud along with their resources and applications. The challenges in doing this are not
insignificant. In this webinar, our panel of industry experts will examine:
• Challenges in inventorying you applications, network and services prior to your cloud implementation.
• What is the cross-organization coordination necessary for secure cloud deployments?
• Ways network separation can control the amount of damage a compromise can cause.
• Ways firewalls can limit unneeded network connectivity and encryption to protect confidentiality.

Automating Your
Communications Network
for 5G and Cloud-Ready C5ISR

AFCEA EUROPE

WEBINAR SERIES

Attend this webinar to learn:
• The opportunities and challenges for defence networks posed by 5G and cloud-based service delivery.
• Why network and cyber-security automation and orchestration is needed.
• How to automate your defense strategic and operative networks.
• The benefits of this automation for the defense community to gain a leadership advantage from the digitalization of
thier operations and an increased agility of their C5ISR systems, defense forces are embracing dynamic transport, 5G,
cloud and AI. But to get the most from these new technologies, the defense ICT architecture must be able to move
data at levels of speed, scale and security never met before.
But to get the most from these new technologies, the defense ICT architecture must be able to move data at levels of
speed, scale and security never met before.
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DISA
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A U.S. Air Force captain radios an aircraft
heading for a landing on a highway in
Bulgaria during the exercise Thracian
Summer 2021. The Defense Information
Systems Agency (DISA) is placing high
emphasis on improving command and
control as part of its new strategy.

Complementary Actions
Define New DISA Strategy
Five not-so-easy pieces characterize
the agency’s plan for the future.
BY ROBERT K. ACKERMAN

T

he Defense Information Systems
Agency is introducing a new
strategy that will blend five lines
of effort with an internal reorganization amid new budgeting authority. The goal is a synergistic effort that
ensures information superiority for

the U.S. military as it moves forward
against new adversarial challenges.
The new strategy aligns the fiscal year 2022 budget collaboratively
with internal agency reorganization.
This approach is designed by Defense
Information Systems Agency (DISA)
leadership to allow it to make necessary changes for the next several years.

The agency is combining specific
objectives with due dates for action
plans in each of the five lines of effort.
Individuals within DISA organizations
are responsible for portions of each of
the five areas. “We’re going to ruthlessly manage in our battle rhythm
offense to make sure that we have the
right progress,” says Lt. Gen. Robert
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J. Skinner, USAF, DISA director and
Joint Force Headquarters (JFHQ)
DODIN commander.
Gen. Skinner emphasizes that the
top priority among these five lines is
command and control (C2). As a combat support agency, DISA considers
C2 a “no fail” priority, he says. That
includes driving C 2 for the current
environment as well as for the future
environment. This ranges from the
president of the United States being

requirements, if the correct resources
are aligned, and what the operational
team leveraging these capabilities
needs, the general offers.
He adds that the agency already
knows of certain programs that need
upgrading and improvement. Right
now, the agency is determining the
specific actions needed to fix them.
This will be followed by learning what
industry and academia can offer to
meet the modernization challenge.

the agency must leverage data at the
heart of decision making, cybersecurity, transportation, logistics, global
strike and other elements. “To have an
optimized and efficient force, we have
to focus our data as a center of gravity,” he says.
The agency has stood up a chief data
officer to bring together all the disparate datacentric efforts within the
agency. This officer is leading work to
assemble a plan “to holistically look

“When I talk command and control,
when I talk communication, it has to be
from the foxhole in a denied, degraded
environment at the tactical edge all the
way to the strategic level and beyond.”

able to communicate with and command forces across all domains.
The strategy encompasses both topdown and bottom-up C2, Gen. Skinner continues. “When I talk command
and control, when I talk communication, it has to be from the foxhole in a
denied, degraded environment at the
tactical edge all the way to the strategic level and beyond,” he emphasizes.
Similarly, the White House Communications Agency must be able to put
the president in touch with foreign
leaders, the U.S. public or defense
leaders. The agency must balance its
C2 capabilities among the executive
branch, the Defense Department and
individual warfighters.
The first step in this new strategic
emphasis is a zero-based review of
all the C 2 requirements needed by
Defense Department personnel ranging from senior leaders to warfighters.
This entails a revalidation to understand whether these requirements
are being met, either from an acquisition standpoint or an operational
standpoint. Other criteria include
whether a program exists to improve
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The general notes that this action can
range from simply upgrading an existing system to moving toward leapahead technologies and processes for
a more resilient capability with greater
capacity.
The strategy’s next line of effort is
to leverage innovation. This is at the
heart of modernization, the general
points out. While many people and
organizations exploit innovation “all
over the map,” DISA is focusing its
innovation on requirements for capabilities needed by the force. “We have
a lot of legacy/vulnerable systems
across the department that we have
to modernize,” he says. “It can’t just
be, ‘We’ll add a little bit of technology and call it a day.’ We have to actually innovate the process, innovate
the technology and innovate the force
structure to get the most bang for the
buck as we move forward.” He notes
that the actions being used to improve
C2 are part of the thrust to leverage
innovation.
The third line is to focus on data
as a center of gravity. As the world
moves toward a software environment,

DISA photo

—Lt. Gen. Robert J. Skinner, USAF, DISA director and JFHQ DODIN commander

at what is required,” the general says.
As an example, he cites work with the
U.S. Cyber Command (CYBERCOM)
and the National Security Agency on
a unified platform, which is a datacentric environment that enables
blue force instrumentation data to be
housed in multiple data links. This
will allow using artificial intelligence/
machine learning to improve configurations and security posture.
Robotics process automation leverages data and processes to streamline
and automate manual process, Gen.
Skinner adds. The agency has about 10
different initiatives currently underway, and these have saved thousands
of hours, relieving individuals of the
need to pore through spreadsheets or
updating configurations. “We’re using
robotics process automation to automate all that,” he notes.
DISA also is leveraging machine
learning and artificial intelligence
to “find the needle in a haystack” of
adversaries trying to exploit a vulnerability or to shore up a vulnerability
before it is exploited. “That is a key way
we are going to leverage data,” he says.
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For the fourth line, from an information technology standpoint, cybersecurity must be harmonized with the
user experience, Gen. Skinner offers.
“If you have a system that an individual can’t use very well or takes a
Ph.D. to operate, then we’re not being
optimized,” he states. Too much cybersecurity can make a system unusable,
thus rendering the system incapable of
meeting the requirements that need to
be supported.
Many of the cybersecurity efforts
will draw from the other lines, particularly data as a center of gravity. The
JFHQ DODIN will play a role in that
effort as well.
The strategy’s fifth line of effort is to
empower the workforce. Gen. Skinner is calling for unleashing the talent
inherent in DISA. “It never ceases to
amaze me. The talent that we have
in DISA, in JFHQ DODIN, across
the department and even across the
United States is just amazing. It’s our
jobs as senior leaders to have the right
environment that everyone can realize the best of themselves where we
can drive them to greater heights than
what they could even imagine.”
This will require aligning the workforce, education and training, he
points out. Encouraging their creativity will generate great ideas, which
tend to come from the grassroots
level, the general posits. “That’s what
we need to empower.” He describes it
as “an all-hands approach” to recruiting and retaining necessary personnel.
The agency is leveraging its intern
program to tap young people in college
and high school to give them a taste of
the agency and what it does. In particular, DISA is applying some missions
that would not be available in commercial opportunities, and the agency is
highlighting these as options for young
potential hires. “We can’t compete with
companies when it comes to salaries
only,” the general allows. Instead, DISA
must take a balanced approach with
mission, benefits, salary and organizational processes as part of culture and
workplace climate. “We want to be able
to bring all of those different things
together and have a best value for individuals,” he says of the many opportunities DISA can offer workers.

DISA imagery

DISA

Lt. Gen. Robert J. Skinner, USAF, hosts a virtual town hall with DISA and the JFHQ DODIN.
Security is a key element of both organizations as they strive to ensure connectivity across
the Defense Department.

Foundational to these five lines
of effort are two elements. The first
is velocity of action—“to win,” Gen.
Skinner says. “Our actions have
to be aligned in the right pace, the
right speed and in the right direction to move the department forward.” Absent the velocity of action to
win, potential adversaries in Europe
and Asia are positioning themselves
to seize the initiative with their own
velocity of action. This includes challenging the rules-based international
order that has dampened security
threats for generations.
The other element is what Gen.
Skinner describes as transparency of
understanding. This entails being able
to clearly show how taxpayers’ money
is being spent and in what context. In
a time of tight resources, this transparency will provide better conditions for
supporting key allocations and acquisitions. It also enables a diverse force
to be able to provide inputs for better
decision making.
As head of the JFHQ DODIN, Gen.
Skinner offers that his organization
pursues goals in conjunction with
CYBERCOM for operating and securing Defense Department information
networks. As simple as this statement
may be, the tasks are complex. The
defense information environment
comprises more than 44 elements,
each with its own lead in an analogy the general likens to states and

their governors. The JFHQ DODIN
provides synchronized and aligned
direction to these governors as they
run their own elements. Each DODIN
area of operations is commanded and
directed by an individual in charge
of operating the network and the
assigned cyber domain.
Maintaining this operation requires
constantly refining policies and procedures, the general continues. “We’ve
had many successes when it comes
to some of the ransomware and some
of the other zero-day and malicious
cyber actor actions and activities,” he
notes. “[We’re] not perfect, but we
continue to refine that, and that is at
the heart of what we do from a command-centric operational framework.”
The JFHQ DODIN leverages technologies and processes, and their
maturation provides better situational awareness and understanding,
he offers. This is critical for knowing what is happening in the cyber
domain, and it improves cyber C2 for
directing forces to shore up vulnerabilities while operating in the domain.

contact: Robert K. Ackerman,
signalnews@afcea.org
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Officials with the Defense
Information Systems
Agency race to offer a
zero trust architecture to
mission partners under
the Thunderdome other
transaction authority.

Thunderdome Moves DISA
Beyond Defense in Depth
The agency aims to implement zero trust within months.

T

he Defense Information Systems Agency intends next
month to award a contract for its Thunderdome zero
trust architecture and to begin implementing a prototype within six months. The new architecture is
expected to enhance security, reduce
complexity and save costs while replac- BY GEORGE I.
ing the current defense-in-depth
SEFFERS
approach to network security.
A defense-in-depth architecture essentially calls for placing
various network protection tools, such as firewalls, anti-virus
protection software and secure web gateways at multiple
points in the network with redundancy to keep attackers out
of the network. Zero trust, on the other hand, requires that
every user and every device be authenticated every time
before being granted network access.
If all goes as planned, the Defense Information Systems
Agency, also known as DISA, will award a contract next

18

month for a prototypical zero trust architecture. The agency
released a request for information in May and followed up
with a request for white papers in mid-July with responses
due in early September. The prototype phase will last just six
months, and production will begin in early fiscal year 2023
following a three- to-six-month transition period. “We plan
to award in the first week of November, and then we’re going
to roll out immediately. So, we hope to have something to
demonstrate in real life in December,” reports Angela Landress, Thunderdome program manager and chief for Perimeter Security Division at DISA. The agency received nearly 60
replies to the request for proposals, which is a great response,
Landress indicates.
The Thunderdome zero trust architecture offers a variety
of benefits, including lower costs, according to DISA officials. “The defense-in-depth architecture requires us to have
duplicative security tools at each tier of defense. By extending
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DISA
the security architecture from the user to the data edge, we
can divest from those duplicative security tools and devices,
which is a cost savings for the department,” Landress explains.
Serena Chan, who directs DISA’s Cyber Development
Directorate, agrees. “While we’re talking about creating
this unified end-to-end platform, it’s going to allow us to
divest from duplicative defense-in-depth architecture, and
also, it’s very datacentric, so it’s very focused on securing the data and the endpoints that are connecting to the
network.”
DISA’s solution will incorporate a number of capabilities most commonly known by their acronyms. They
include secure access service edge (SASE), softwaredefined area networking (SD-WAN), identity credential
access management (ICAM) and virtual security stacks.

availability of their applications and their user experiences, we will basically be able to consolidate our network
traffic and control it to avoid a security breach,” she adds.
Additionally, it offers built-in redundancy and can connect to multiple types of platforms from cellphones to
tables to laptops.
“SD-WAN is a really cool technology that, if implemented correctly, can completely revolutionize the way
you secure your network. It also improves the user experience quite a bit, and we’ve already contacted all of our
mission partners and plan to talk with them during our
prototype to make sure that our SD-WAN interoperates
with whatever they’re using,” Landress states.
The mission partners include the Navy, Army and Air
Force. The Navy will be the first to begin implement-

“It’s a paradigm shift in improving our cybersecurity. That’s
why we’re emphasizing the whole zero trust architecture.”
— Serena Chan, director, Cyber Development Directorate, Defense Information Systems Agency
SASE, which is pronounced “sassy,” is a technology
package that includes SD-WAN, firewall as a service and
cloud access security broker. While SASE has been implemented across much of the commercial world, it has not
yet been widely adopted by the government, Landress
observes. “We plan to utilize this secure capability to provide direct access to the Internet without having to use a
[virtual private network]. It extends security all the way
from the user to the edge of the data. It basically broadens
the parameter to include cloud applications and bring
your own devices.”
The real benefit, she adds, is that it “allows anyone to log
on from anywhere safely, and it standardizes the authentication method, so you don’t have to authenticate differently based on which device you’re using.”
The SASE solution and the virtual security containers
primarily will benefit DISA and the defense organizations
known as the “defense fourth estate.” This fourth estate
includes the Office of the Secretary of Defense, the Joint
Staff, the Missile Defense Agency, combatant commands
and others. SD-WAN, on the other hand, offers benefits
across the Defense Department, Landress notes.
“It’s technology that’s going to allow us to segment
traffic in a way to prevent lateral movement inside the
network. It allows us to use a variety of transport methods to securely connect users to applications. It’s more
flexible than other transport methods,” and it allows for
sophisticated bandwidth management and application
recognition, Landress says. She adds that the analysis will
provide “the level of security that DISA needs to protect
and defend from bad actors.”
Asked to elaborate how it provides greater flexibility, Landress explains that SD-WAN-capable organizations can take advantage of broadband connections and
track and consolidate network traffic. “And through the

ing Thunderdome capabilities simply because they have
shown the most interest, Landress says.
Because SASE is a mature commercial capability, adapting it to DISA’s needs should not be too challenging. “We
need to engineer it a little bit in order to integrate it with
ICAM, with virtual security stacks and with SD-WAN. I
think what we’re going to find are some really innovative
solutions to implementing SASE on a complex network
like DISA.”
Ensuring interoperability likely will be the biggest challenge. “We’re going to plan to start testing that right headon to make sure that if we do run into problems, it’s an
obstacle in the beginning and not in the end. You have to
make sure that the traffic flows seamlessly from a Defense
Department end user to an application in the cloud,” Landress offers.
Chan adds that interoperability will be tested throughout the process. “Interoperability will be the biggest challenge in that program because everybody’s interested
in implementing zero trust architectures now. To help
mitigate that kind of challenge, we really encourage the
use of a common set of standards, protocols, taxonomies
in order to tie everything together and to work seamlessly
with our mission partners.”
DISA officials considered but then rejected using a
“challenge” process under an other transaction authority,
or OTA, to develop the Thunderdome prototype architecture. Under the challenge process, participants who perform well are awarded prizes along the way.
“We decided not to go that route. We originally in the
[request for information] implied that we might use that
method, but when I dug deeper into it, there just wasn’t
enough time to implement that kind of OTA,” Landress
says. “Because we’re asking for several different technologies in one program, the challenge-based OTA was a little
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and network architecture that uses various zero trust
capabilities to get after a new threat vector that surfaced
as a result of mass telework,” Landress says. “While it
became popular a few years ago, now is the right time to
really implement it to protect our critical assets, our data,”
Landress says.
Chan emphasizes the importance of data security.
“Really, it’s a very datacentric security model. We’re not
just focused on security for access to the network per
se. It’s actually security at the data element level. It has a
more finite level of security. Now we’re talking about protecting the data resources,” she points out. “It’s a paradigm
shift in improving our cybersecurity. That’s why we’re
emphasizing the whole zero trust architecture. It’s a different way of thinking about cybersecurity.”

U.S. Air Force photo by Airman 1st Class Kimberly Barrera.

too complex, so we went with a regular oral presentation
and demonstration route.”
Chan stresses that DISA already offers another important cybersecurity capability, Cloud-Based Internet Isolation, which moves non-mission-essential Internet browsing off of the endpoint to a cloud-based environment,
reducing the risk and attack surface of the Department of
Defense Information Networks and relieving congestion
at Internet access points.
Adoption of the capability has been slower than
expected, in large part because of competing priorities
such as the adoption of Microsoft Office 365, but Chan
hopes to quicken the pace of deployment. “It’s a great
security capability that we’re offering. We have plans to
increase migration at a faster pace as well. I think we had
original plans for 1.5 million users this year, and we’re
looking to accelerate up to the entire enterprise of 3.5
million.”
The need for speed in implementing zero trust capabilities is partly driven by the telework boom in response
to the COVID-19 pandemic. More workers accessing
Defense Department networks from remote locations
offer more opportunities for cyber adversaries.
“Thunderdome is a very modern and relevant security

contact: George I. Seffers, signalnews@afcea.org
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DISA

The Defense Information Systems Agency (DISA) is developing robotic process automation solutions to automate some computer security authorization processes, which will reduce workloads and offer efficiencies to warfighters, such as to the airmen from the 4th Communications Squadron at
Seymour Johnson Air Force Base, North Carolina, who are responsible for authorizing and supporting about 7,000 computer users at the base.

Demand Jumps for Robotic
Process Automation at DISA
The agency’s Emerging Technology Directorate
looks to deploy it on a bigger scale.
BY KIMBERLY UNDERWOOD

T

he Defense Information Systems
Agency is embracing robotic
process automation, and it is
implementing several steps. The
agency is training a cadre of developers, and it is also creating a platform and code library and establishing
practices and methods—all to internally
improve how it delivers robotic process
automation across the agency. By using
automated software robots, or bots, that

can perform rules-based processes, the
Defense Information Systems Agency
(DISA) aims to reduce the workload
for humans that conduct repetitive
tasks across the agency’s financial, public relations, procurement and other
offices. DISA’s Emerging Technology
Directorate, whose role it is to examine
and develop advanced capabilities, is
beginning to build the robotic process
automation (RPA) solutions, reports the
director of the Emerging Technology
Directorate, Stephen Wallace.

“We’ve jumped into robotic process
automation,” says Wallace. “Inside the
Emerging Technology Directorate,
we’re working to build an RPA practice for the agency, concentrating on
a lot of internal processes that need
automating, and trying to take that
human repeatability aspect out of
things. We are still in the early stages
with this, probably just between crawling and starting to walk. So, the scale
isn’t all that large yet, but the interest
from the agency is tremendous. As
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we are standing this up, we currently
have much more demand than we
have capability to deliver on. It’s great,
because we see it growing pretty rapidly. We are just starting to scratch the
surface.”
The directorate’s initial focus is to validate the time and cost savings that RPA
can offer. “Right now, we are using our
internal resources within the Emerging
Technology Directorate to stand this up
and demonstrate value,” Wallace says.
“That is the initial goal. If we can demonstrate value, then funding typically
becomes an easier discussion at that
point. We haven’t gotten that far, but this
is what our directorate is built for.”
RPA is most known for enabling
efficiencies in business or so-called
back-office processes, and the same

is true for some of DISA’s early automated applications in the procurement office and the chief financial
officer’s (CFO’s) department, Wallace
notes.
“We are really looking at a lot of
the back-office processes across the
board, whether that be in our procurement directorate and the way
that they develop some of the procurement packages and processes,” he
shares. “Our financial organizations
within the agency actually have been
using RPA for a number of years.
They’ve seen dramatic increases in
productivity with person-hours cut
just by the optimization that RPA
brings to the table.”
Another organization that is applying RPA is DISA’s Public Affairs

department. Long gone are the days
of using scissors and tape to cut clippings from newspapers and magazines in tracking news coverage of
DISA, but even the requirements in
more recent days of staff searching
the Internet for articles about the
agency takes time out of every day.
As such, the directorate saw an early
use case for RPA to speed up and
lighten the public affairs team’s workload, Wallace says.
“Our public affairs office produces
a ‘DISA in the News’ email every day,
which goes out to the senior staff,”
Wallace explains. “It takes someone
about two hours a day to put that
together. They go and scour the web
and bring together a number of different articles and clean it up and

DISA Applies AI to Network Defense

A

s it advances its application of robotic process automation, the Defense Information Systems Agency is
expanding its artificial intelligence efforts through a
research agreement and a new pilot program. The agency
is using these latest efforts to examine the application of
artificial intelligence capabilities to network defense—as it
conducts its daily around-the-clock mission of protecting
the Department of Defense Information Network.
In one effort, the agency is working with Vienna, Virginiabased software company NT Concepts through a cooperative
research and development agreement, or CRADA, to apply
machine learning (ML) to defensive cyber operations.
“The focus of the CRADA is to evaluate NT Concepts’
Machine Learning Operations (MLOps) life cycle to methodically identify candidate state-of-the-industry machine learning technologies,” explains Roy Hendrix, Global Change
and Configuration Branch chief at the Defense Information
Systems Agency’s (DISA’s) Enterprise Engineering and Governance Directorate. “The goal is to determine how these
technologies can be employed to deliver operational insights
and strengthen DODIN [Department of Defense Information Network] cyber defense mechanisms.”
Hendrix, who is the principal investigator on the
CRADA, had championed its preparations over the last
year—along with Quanita Bost, DISA’s CRADA manager—
helping to scope the three-year effort and define possible
use cases.
“The [plan for the] first of several use cases is to automate, better utilize cyber analyst time, harness data as
a strategic asset and avoid the ‘needle-in-a-haystack’
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problem,” Hendrix says. “We want to tap data sources once,
leverage AI[artificial intelligence]/ML computing capabilities to automate data pipelines and use them for both performance and cybersecurity. The data will provide valuable
insights into correlating events and are considered to be on
the same side of the coin—not the opposite.”
“NT Concepts is pleased to collaborate with DISA on this
mission-critical defensive cyber operations AI/ML pilot,” adds
Darin Powers, president and chief operating officer of NT
Concepts. “Our goal is to provide DISA’s defensive cyber analysts with tools that increase the security of DoD Networks.”
Moreover, the effort will contribute to the agency’s
employment of zero-trust architecture, considering how
ML capabilities can aid the defense of the DODIN under
zero trust. “The end state goal is to drive DISA toward true
zero trust [architecture] using data-driven decision making,” Hendrix notes.
In addition, DISA is embarking on a new pilot program
in its Emerging Technology Directorate to evaluate how
to apply AI/ML capabilities to detect cyber anomalies and
adverse activity and offer incident response guidance, states
Deepak Seth, chief engineer, who is the technical lead for
the directorate’s pilot. Seth expects the effort to run over the
next several months.
“We’re trying to apply AI primarily toward cyber event
detection and incident response, which traditionally have
been manual activities for our analysts,” he says. “Today,
the analysts have to basically comb through a tremendous
volume of cyber sensor data. It is very time-consuming and
often riddled with false positives. So, we are trying to see if
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DISA
share it with the staff. Now, we’ve got
that process cut down to about 30
seconds. That is a dramatic time savings. And that was, frankly, a fairly
simplistic bot, one of our first ones
that we used to ‘dip our toes into the
water,’ if you will. It is those kinds of
gains that we are seeking, where you
are taking some of these repetitive
tasks and you’re able to just crank
through it.”
RPA is a welcome addition in place
of other traditional processes, such as
when applied to circuit billing management, Wallace continues.
“One of the other bots that we are
still in the early stages of working on
is for a lot of our circuit management,
where we are looking at the costs of
circuits or the billing,” he states. “The

A robotic process automation solution
applied to a daily task of DISA’s public
affairs office has cut the two-hour process
down to about 30 seconds, shares the
director of the Emerging Technology
Directorate, Stephen Wallace.

AI can really provide us with some additional breakthrough
capabilities in the area of cyber defense.”
For the AI-related cyber incident response capabilities,
the pilot team will examine historic cyber data sets to see
if the solutions can deliver the same type of responses that
humans provide. “What can the machine tell us?” he asks.
“[With] any of the AI models or algorithms that are trained
on historic DISA data, can we use those to make some kind
of predictions that we can use to assist analysts in incident
response and investigations?”
For the necessary AI-related infrastructure, the agency
is turning to the U.S. Defense Department’s Joint Artificial
Intelligence Center, known as JAIC, to provide the key
components, including the Joint Common Foundation
(JCF), a cloud-based platform, other tools and expertise,
Seth offers.
“One of the decisions we made early on was that instead
of building our own environment or AI development platform, we would utilize the JAIC’s Joint Common Foundation,” he states. “We’re working with them to leverage their
cloud-based infrastructure, their data science tools and
services. We want to be able to use the joint foundation
for doing our AI development and then create a capability, deploy it inside DISA and apply it to the data being
collected from the big data platforms. We’ve got the initial
building blocks that we need.”
The JAIC, led by Lt. Gen. Michael Groen, USMC, is now
under the authority of the deputy secretary of defense, aiding the Defense Department’s effort to be “AI ready” by
2025 and elevating the access to the tools and processes to
reinforce AI priorities. DISA and JAIC have worked closely
over the last two years building their relationship, according to both parties. “The JAIC and DISA partnership is a
strong one,” Gen. Groen emphasizes. “DISA is leveraging

expected billing and the actual billing sit in two different systems. Right
now, it is incumbent upon a human
to bounce back and forth between the
systems, making sure that the numbers match the circuit ID [identification] and everything marries up. The
human does their very best to do that
efficiently and effectively, but you do
run the risk of numbers being transposed or something being missed or
maybe one line is off. A bot, however,
will do it the same way consistently.
So long as the bot is built well, you’ll
get the same result every time in a
very repeatable manner.”
In addition, the agency is beginning
to apply RPA to its security authorization processes. “Another example is
where we have our authorizing official,

the JAIC’s Joint Common Foundation and its DevSecOps
[development security operations] environment to build
and train their models and is advancing network intrusion detection through the creation of labeled data sets.
Additionally, the JAIC has been developing, testing and
piloting a platform for cyber data normalization and analytics orchestration that enables scalable analytics at near
real-time speeds. It allows for reusing existing capabilities
developed by the cyber community, academia, or acquired
from the commercial sector. Keeping our data, algorithms
architecture and interfaces protected is an absolute priority
for the whole team. We are focused on mission assurance
and mission accomplishment.”
As a relatively new capability for the Defense Department, the JAIC’s Joint Common Foundation will be bolstered by early adopter partnerships and projects such as
DISA’s Emerging Technologies pilot program, Gen. Groen
says. “[They] are perfect for maturing our development
environment,” he notes. “The JCF provides great capabilities to DISA developers, and benefits from feedback
from data scientists, AI engineers and end users to make
our services better. DISA and JAIC are on this journey of
transformation together.”
In addition to the Operations Directorate Group, the
Cyber Development Directorate and the risk management
executive for data protection may also be developing possible use cases for the pilot’s evaluation, a DISA spokesperson confirms.
“Through AI, we can detect and discern any malicious
behavior much more efficiently compared to traditional
approaches, and it can be done at greater speeds and
greater accuracy than humans can,” Seth concludes. “And
so, what we’re hoping through this pilot is that we will be
able to prove out some of these benefits.”	
—KU
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Making Sense of Intelligent Bots

T

he Defense Information Systems Agency is initially employing robotic
process automation, or RPA, to several of its processes in finance, public
affairs, circuit management, security authorization and procurement,
with an intent to build a robust RPA platform for greater use across the
agency. The automated software robots, or bots, will perform repetitive, rulesbased processes and considerably reduce the workload of humans, the director of DISA’s Emerging Technology Directorate, Stephen Wallace, shares.
In developing automated computer solutions, one of the understandable
challenges that the directorate’s RPA team is facing is how to integrate the
bots into established networks, Wallace says. “Some of the challenge has been
adapting some of the existing infrastructure to work with RPA, getting the
platform installed onto the endpoints where we are doing the development,”
he states. “When you’re bringing new technology into the organization you
face some of these fairly typical things.”
A larger issue, however, is the evolution of RPA capabilities into more intelligent bots fit with decision-making qualities, stemming from artificial intelligence and machine-learning components added to the bots.
“One of the other challenges that the [Defense] Department is facing right
now, not just us, is more from the unattended bots,” he explains. “We are
deploying—and most of the rest of the department is working with—these
attended bots, where the human is actually sitting there more or less in control of the bot. But in order to fully realize the benefits of RPA, we are going
to need to move to unattended bots.”
That kind of move brings forth larger challenges, such as how to effectively
perform the identity, credentialing and access management, or ICAM, of the
unattended bots. “[It] creates an identity problem,” Wallace emphasizes. “And
we have to figure out how we actually give identities to these bots, and how
do we deal with that. There are some natural concerns that come with allowing these bots to run on their own. I’m confident that we will make it through
it, but these are the kind of discussions that need to occur in order to make
folks comfortable with these capabilities.”
Wallace sees the application of enterprise ICAM solution as an initial
answer, but points to the possible mind shift that has to happen in trusting
intelligent robotic processes.
“It is really about credentialing,” he offers. “We all have our common access
cards, our CACs, which have our credentials on them. The technology completely exists, so it is actually not really a technology problem that we have. It
is more of a policy and a procedure issue that we have to work through.”
The employment of zero-trust architecture would also aid in the use and
humans’ confidence of smart bots, he continues. “A least-privileged or zerotrust approach would make sure that a bot has the absolute fewest rights
that it needs to do its job,” Wallace clarifies. “It would have just enough
rights to do what it is supposed to do, but nothing further, so that if something bad does happen the bot is contained, and it doesn’t leave the outside
boundaries where you allow the bot to operate.”
And a clear understanding of those boundaries is necessary, he adds.
“It is the same principles that we apply to humans that we would need to
be applying to the bots. The general principles of ICAM and the very least
amount of privileges that they need to do their job, to make sure that they
can still do their job and certainly be effective, but they can’t move into
areas where they shouldn’t be.”
Since the agency is in the early stages of employing RPA, DISA has time
to consider how to appropriately apply artificial intelligence and machine
learning to future bots. “We haven’t yet started to dabble in the AI implementations of RPA,” Wallace reports.
—KU
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our senior security person who authorizes systems and users to be on the
network,” he adds. “You submit your
security package when you stamp a
new system and then a person goes
and reviews that for completeness to
make sure that all the elements are
there. That takes time on the part of
that authorizing official’s office, to scan
the documents to make sure everything is complete.”
Wallace acknowledges that the
application of software automation to
DISA’s security authorizing processes
is a more complex use of RPA, “but
that is one of the areas that we want
to shoot for as well,” he notes. “It gives
the authorizing official a better package in the end, and then the program
gets a quicker turnaround.”
And as is necessary with any move
to a new technology, the agency has
had to address the initial cultural shifts
needed for greater trust in and adoption of RPA, Wallace states. It helps
to look for an amenable group of
early adopters, and it works even better if the technology, when successfully applied, will directly reduce their
workload.
“Thus far, it’s been really well
received,” he offers. “But we specifically
targeted some folks that we knew were
more forward-leaning, who would be
more receptive to newer technologies.
We worked with them to introduce the
capability and walk through it.”
The directorate learned from the
CFO departments’ earlier experience
with computer automation capabilities.
“When our CFO’s office adopted RPA
a few years ago, they saw the same
thing,” he observes. “The folks that
were forward-leaning, they were all
in. They saw the value of minimizing
the repetitive processes. Then there are
others that culturally you have to show
and prove it to, and then they’ll come
around. Inevitably, you are also going
to get some folks that are maybe a little
bit more resistant. They are worried
that the automation will disrupt their
work or potentially create larger problems. These are the ones that over time
you just continue to demonstrate the
capability to, as you don’t want to force
it upon them, but you can typically
bring them around.”
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The directorate’s team also learned
that they needed to enhance the way
in which they worked with DISA
organizations to identify RPA needs,
as part of the so-called discovery
phase, Wallace explains.
“The way that we view the discovery
phase when working with the organizations [has improved],” he states.
“Before, we were asking the organizations to tell us, ‘How do you do X, Y
and Z,’ and expecting them to fill out
some forms and basically create the
guidance for us that we would then
work off. What we’ve actually learned
to do is to have one of our teams sit
with the organization that is requesting
the bots. We have a [Microsoft] Teams
[video] meeting and then we record
the session using screen sharing. And
we have them walk us through the
efforts so that we can see in real-time
the way that they have to interact with
their system. What we can do from
there is take that back and analyze it,
walk step-by-step through the processes and then start building the bots.
It has made us a lot more efficient.”
As far as other Defense Department
organizations that the directorate has
turned to for advice, Wallace lists the
Defense Logistics Agency, or DLA, and
the Army Corps of Engineers as their
top resources in figuring out how to
build and operate effective bots, as well
as how to manage the cultural side of
the emerging technology adoption.
“There is a lot of good work
with respect to RPA going on in the
[Defense] Department right now,” he
offers. “DLA is probably the furthest
along with respect to their RPA abilities. We’ve met with them a number
of times to try to glean as much as we
could from them, and they have taught
us several things that have gone into our
development work. And we are working with the Army Corps of Engineers’
Advana team. We are actually leveraging their platform in order to get this
done. We are trying to leverage as much
from the department as we can, versus
trying to plow brand new ground.”
The goal of the directorate is to have
RPA solutions, the code library and
other bot infrastructure up and running within the next year, and then
they will likely move the capabilities

U.S. Air Force photo by Airman 1st Class Kimberly Barrera

DISA

Airman 1st Class Tristan Williams, USAF, 4th Communications Squadron,
communications focal point client systems technician (left), and Timothy Leineke,
computer support technician for the squadron, examine ways to remotely add computers
to the network at Seymour Johnson Air Force Base, North Carolina, in September 2020.
The Defense Information Systems Agency is developing robotic process automation
solutions to aid such security authorization processes, saving time and workloads.

elsewhere within the agency, Wallace
says. “It won’t live forever within the
Emerging Technology,” he offers. “We
are just trying to launch it.”
The directorate also is considering
how other technologies could fit in
with RPA, particularly artificial intelligence or machine learning. “In the
industry, RPA is generally regarded as
a sort of stepping stone to AI [artificial
intelligence],” Wallace continues. “You
can actually start to have the bot make
decisions a bit more intelligently based
on the feedback that it is getting from
the application that it is interacting
with. We’re not there yet; maybe in
the next year or so we will see more
advancements toward that end. We
haven’t started to dabble in the AI
implementations of RPA yet.”
In addition, Wallace’s RPA team
is unveiling a rapid patch prototype
that has an RPA component, which
they created in conjunction with the
Defense Innovation Unit. “We are
exploring ways in which we can patch
the systems more quickly than with
our traditional methods,” he states.
“Then we want to be able to validate

the fact that the patch actually worked
and worked well. The RPA component
comes in after the patch is applied, to
perform the component testing, the
post-patch testing, if you will, to validate that the patch didn’t break anything within the system, and that it
was properly applied.”
And while creating RPA capabilities
is a newer endeavor for the agency, its
development is certainly achievable,
and Wallace encourages other agencies to consider RPA. “It is a different
software, and it sometimes is a different way of thinking,” he offers. “But
what we are finding is that people with
general scripting skills can adapt very
quickly and can become bot developers reasonably easily. It is not a very
heavy lift for an organization.”

contact: Kimberly Underwood,
kunderwood@afcea.org
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DISA

Shifting Cloud Movements at DISA
U.S. Marine Corps photo

A new day dawns as the agency consolidates efforts.

A U.S. Marine Corps lieutenant colonel with the Defense Information Systems Agency (DISA) explains a Cloud Layered Obfuscation
Application Kit (CLOAK) to the commanding officer for I Marine Expeditionary Force (I MEF) Information Group. CLOAK uses commercial
cloud computing resources to improve I MEF connectivity.

T

he Defense Information Systems Agency is bringing
its broad resources to bear in an effort to improve the
cloud and deliver its capabilities to the warfighter.
Since the agency has absorbed defensewide cloud
services earlier this year, it sees an
opportunity to provide greater cloud BY ROBERT K.
capabilities to the warfighter faster
ACKERMAN
and at less cost.
Two major events altered the nature of Defense Department cloud services. The first came when the department
transitioned its Cloud Computing Program Office (CCPO)
to the Defense Information Systems Agency (DISA). The
next occurred with the cancellation of the Joint Enterprise
Defense Infrastructure (JEDI) contract. DISA now is running
the cloud and proceeding with contracting for the Joint Warfighter Cloud Capability (JWCC), the successor for JEDI.

DISA currently is looking at the CCPO as a whole with an
eye toward reorganization, says Les Benito, CCPO director of
operations. The goal would be to work across the spectrum
of DISA to generate plans and solve problems jointly. These
efforts probably will bear fruit sometime in the next few
months, he adds.
The CCPO’s move to DISA did not change the warfighters’
needs, Benito notes. The capability gaps that have been needed
to extend cloud capabilities to the tactical edge still exist and
must be remedied, he notes. He offers that the CCPO’s absorption into DISA will help develop efficient and scalable solutions for the warfighter.
Replacing JEDI will be a multivendor contract. Benito
reports that it will be a nine- to 12-month process. Following market research to determine that vendors can offer the
needed capabilities, DISA is aiming to issue its solicitation
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U.S. Army photo

the cloud, we can build all the building blocks for them,” he
this month. If plans hold, the agency would offer a contract
explains. “Then their focus is just getting the application out
in April 2022. This would enable the mission partners to
there to be able to put in the cloud. The rest of it is built using
obtain the cloud services as quickly as possible, he says.
the IAC templates that have already been vetted, approved,
The multivendor aspect offers a few changes. Under the
accredited and monitored and are continuously updated.”
original concept, task orders would be put together quickly for
And speeding up the time it takes for a customer to be able
the single vendor without any competition. But the multivenexploit the cloud is a prime goal at the CCPO. Tools available
dor approach has DISA exploring options to determine how
competition meshes with task orders. Benito
adds that the agency is working with the acquisition community as a whole to find ways to
make this happen as efficiently as possible. “We
don’t want those individual competitions to take
six months,” he emphasizes. “The whole goal is
to have a quick vehicle for folks to be able to get
services that they need.”
John Hale, chief of cloud services for DISA,
notes that in addition to the new JWCC contract for departmentwide purpose cloud computing, DISA has its MILCLOUD 2.0 capability providing fit-for-purpose cloud access.
Contracts with other cloud providers also provide fit-for-purpose capabilities. Ultimately,
he foresees more capabilities brought to the
department for mission partners to meet their
needs at lower cost.
“The overall digital modernization strategy
A U.S. Army paratrooper coordinates firing positions during a live-fire exercise in
for the department has not changed,” Hale
Germany. DISA is working to speed cloud capabilities to the warfighter for better
states. “The overall cloud compute strategy for
situational awareness at the tactical edge.
the department has not changed.” He continues
that bringing the CCPO into DISA allows the
in the cloud service provider can be supplemented by those
agency to focus on providing general-purpose cloud computof the mission user, he continues. That shifts the focus from
ing and fit-for-purpose cloud computing to all of the Defense
accrediting a giant environment to just the customer add-ons.
Department mission partners so they can meet their mission
This should accelerate the ability to mission owners to use the
needs. The top concern is speed to market, he adds. Being
cloud to do their missions, he says, pointing out that it often
cost-effective is another goal. “Everything that we’re doing
takes a year from the time of a contract award for a customer
is focused on providing capabilities and meeting those two
just to be able to start using cloud services.
basic tenets,” he declares.
Benito says that customers generally have two issues with
DISA offers more than a dozen cloud services, and that
cloud services. The first is to have the services that they want,
number is likely to expand, Hale offers. The shift toward softas many of these services are not authorized or available. The
ware as a service comes in part from the warfighter, and the
second is obtaining the authorization for their environment.
agency perceives other types of vehicles along that same vein
The accreditation process is involved and takes a long time, he
to provide common services to the department. One that is
notes. DISA is working to accelerate that process while ensurcommon is infrastructure as a service—hosting workloads
ing it is secure, and this effort is targeted “up front,” he says.
in a cloud environment regardless of what that environment
Several aspects of cloud services beg for greater focus.
happens to be.
Benito offers, “We really need to get our hands around identity
“There will always be specialized contracts for mission
and improve it in a way that makes it easier for folks to have
purposes,” he continues. “But when we talk about common
a centralized identity and authentication capability for their
services, we talk about things such as help desks, trouble tickcloud services.” Currently, several different options for identity
eting and office automation.” DISA is exploring possibilities to
and authentication are available for those setting up defense
provide consolidated vehicles for the department to meet those
cloud services, but none of them are enterprise across the
mission needs cost effectively, he adds.
department, Benito says. “We need to get authentication right.”
Benito observes that cloud service providers continue to add
This philosophy extends to other tools as well. Having a
more capability on a regular basis, and DISA needs a way to
centralized tool that all mission owners can use makes much
move those capabilities to its customers as quickly as possible.
more sense than having different solutions, he emphasizes.
One effort in the CCPO is its own infrastructure as code (IAC)
Other parts of DISA are working to help develop unified
project, which builds templates that allow mission owners to
tools to help mission owners evolve their products.
quickly deploy environments with security that are preapAny discussion of the cloud must include security, and
proved. “So, if they need to go out and host an application in
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DISA
cloud security is at something of a crossroads, Hale offers.
Historically, the Defense Department treated the cloud as
if it were just another data center with defense in layers and
boundary protection defense. That remains the case, but zero
trust is looming on the near horizon. “Zero trust is the model
that we ultimately want to get to,” he declares.
In this model, the onus would be on the cloud service
providers and application owners to do what is necessary to
meet the cloud security needs for the department. One DISA
overarching effort, known as Thunderdome (see page 18),
would put zero trust into practice with a couple of selected
pilot programs and push that model into a production environment. If successful, it could serve as the framework for
moving forward in security, Hale suggests.
“Zero trust is really about distributing the trust model to
the point where we can make it just an inherent part of the
system,” he continues. “We believe that will ultimately lower
the barrier entry to get cloud services in the hands of the warfighters quickly.” He describes it as one of the more important
things his group is focused on.
In addition to zero trust, artificial intelligence (AI) plays
a role in future DISA cloud capabilities. The Joint Artificial
Intelligence Center (JAIC) is building the frameworks for AI
and moving the tools into the hands of the warfighter, Benito
allows. The CCPO is working to ensure that these capabilities
are available for customers to access them quickly, particularly at the tactical edge. “Ensuring that those capabilities are
available at the tactical edge is absolutely vital,” he states. “The
capabilities that AI and [machine learning] bring to that environment are very important to the warfighter.” This includes
performing analysis on site.
“The cloud group within DISA is vital to getting solutions
out there available to the department, so we have a lot of work
to do and we are working very hard to get them into the hands
of the department as quickly as possible,” Benito says.
“Cloud is an enabler of AI,” say both Benito and Hale.
The pandemic strongly influenced Defense Department
cloud activities. With remote working suddenly thrust upon
the bulk of personnel, in March 2020 the CCPO deployed the
commercial virtual environment (CVR) for the entire department of 3.2 million people. Virtual private network (VPN) systems then weren’t built for everyone to use them all at once. So,
DISA turned to commercial services that were experienced in
this, and deployed them into the entire environment. Not only
did these services meet pandemic conferencing needs, they
also opened up eyes to potential capabilities for collaboration
such as videoconferencing and working in shared documents.
The commercial world took these capabilities for granted,
Benito observes, but self-imposed restrictions prevented the
Defense Department from taking full advantage of them. “The
pandemic overall really accelerated a lot of that,” he states.
It was up to the individual organizations to determine
whether they wanted to adopt it or not, Benito relates, noting
that the Marine Corps turned it down because it was already
well along building its own environment. The department as a
whole recorded roughly 1.5 million logins per day.
“There were a lot of late nights, a lot of workarounds,” he
recalls. “We deployed it in just under a month, and it is still

the largest Office 365 deployment ever.” When other organizations saw the effectiveness of this deployment, they accelerated their adoption, he notes.
Hale notes that this effort focused on putting the capabilities in place so that warfighters and mission partners could
continue to do their jobs—“basically as if the pandemic never
happened.”
DISA internally already had a full telework program in
place that had been tested extensively. The challenge lay in
the rest of the Defense Department, not all of which had fully
tested plans in place. DISA had to spend a lot of time helping these elements of the department incorporate the needed
capabilities rapidly, Hale notes. “From a day-to-day worker
perspective, I think we didn’t really skip a beat,” he says of
DISA’s activities. “But we spent a lot of time helping the mission partners meet their needs.”

contact: Robert K. Ackerman, signalnews@afcea.org
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2021 CONTRACT GUIDE

Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Inmarsat Services BPAs
HC101317A0004
HC101317A0005
HC101318A0001
HC101318A0003
HC101319A000
HC101320A0006

These BPAs were issued
against GSA IT Schedule 70,
SIN 132-55 for COMSATCOM
Subscription Services and are
follow-on contract vehicles
for the International Maritime
Satellite (Inmarsat) Service
Contracts and provide a full
range of mobile satellite
communications airtime
services.

HC101317A0004 (BGAN) - COMSAT Inc.
HC101317A0005 (BSTA) - Satcom Direct
Communications Inc.
HC101318A0001 (Aeronautical Services) Satcom Direct Communications Inc.
HC101318A0003 (Maritime Services) Inmarsat Government Inc.
HC101319A0002 (USSOCOM BGAN) COMSAT Inc
HC101320A0006 (U.S. Coast Guard L-Band
Services) - Inmarsat Government Inc.

Five years from date of
award for each BPA;
various dates through
February 29, 2024*

DISN Transmission Services Pacific II (DTS-P II)
HC1019-09-D-2000

Provides end-to-end
Verizon Business Network Services Inc.
transmission services and
capabilities essential to the Defense
Information System Network (DISN)
worldwide so long as one of the
termination points is located within
the expanded Indo-Pacific region.
The Expanded Indo-Pacific Region
consists of the Indo-Pacific Command
(INDOPACOM), Northern Command
(NORTHCOM), Southern Command
(SOUTHCOM) and Central Command
(CENTCOM) Area of Operations (AOR).

Through
March 5, 2022**

ENCORE III Full & Open (F&O) Suite
HC1028-18-D-0001
HC1028-18-D-0002
HC1028-18-D-0003
HC1028-18-D-0004
HC1028-18-D-0005
HC1028-18-D-0006
HC1028-18-D-0007
HC1028-18-D-0008
HC1028-18-D-0009
HC1028-18-D-0010
HC1028-18-D-0011
HC1028-18-D-0012
HC1028-18-D-0013
HC1028-18-D-0014
HC1028-18-D-0015
HC1028-18-D-0016
HC1028-18-D-0017
HC1028-18-D-0018
HC1028-18-D-0019
HC1028-18-D-0020

ENCORE III F&O is a multiple
award IDIQ contract. It
provides a full range of global
information technology (IT)
services and solutions required
by the Department of Defense
and other federal agencies, to
include IT services ranging from
engineering development to
full sustainment. Decentralized
ordering is allowed.

Through
March 11, 2028*

30

22nd Century Technologies Inc.
AASKI Technology Inc.
Data Systems Analysts Inc.
ActioNet Inc.
Amentum XNet LLC
Booz Allen Hamilton Inc.
CACI Inc. - FEDERAL
CSRA LLC
ECS Federal Inc.
General Dynamics One Source LLC
IAP C4ISR LLC
IndraSoft Inc.
Leidos Inc.
ManTech Advanced Systems
International Inc.
Trace Systems Inc.
NetCentrics Corporation
Next Tier Concepts Inc.
By Light Professional IT Services LLC
Qbase LLC
Peraton Inc.

*includes all option periods
** Includes all option periods; a follow-on
contract is currently in solicitation phase.
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DISA 2021 CONTRACT GUIDE
Contract Tltle/Contract Number

Description

Prime Contractor

ENCORE III Small Business (SB)
Suite
HC1028-18-D-0021
HC1028-18-D-0022
HC1028-18-D-0023
HC1028-18-D-0024
HC1028-18-D-0025
HC1028-18-D-0026
HC1028-18-D-0027
HC1028-18-D-0028
HC1028-18-D-0029
HC1028-18-D-0030
HC1028-18-D-0031
HC1028-18-D-0032
HC1028-18-D-0033
HC1028-18-D-0034
HC1028-18-D-0035
HC1028-18-D-0036
HC1028-18-D-0037
HC1028-18-D-0038
HC1028-18-D-0039
HC1028-18-D-0040

ENCORE III SB is a multiple award
IDIQ contract. It provides a full range
of global information technology
(IT) services and solutions required
by the Department of Defense and
other federal agencies, to include IT
services ranging from engineering
development to full sustainment.
Decentralized ordering is allowed.

Siertek-Peerless JV LLC
Through
Amyx Inc.
May 11, 2029*
ASRC Communications Ltd.
CompQsoft Inc.
Credence Management Solutions
LLC
Data Computer Corporation of
America
Defense Solutions Group (DSG) LLC
Encore III Partners LLC
FEDITC LLC
Global Consulting International Inc.
Innovations JV LLC
Integral Consulting Services Inc.
Integrated Computer Solutions Inc.
Madian IT Solutions LLC
Mission Services LLC
New Generation Solution LLC
Riverside Engineering LLC
Superior Government Solutions LLC
Team CSI JV LLC
VSolvit LLC

Complex Commercial
SATCOM Solutions (CS3)
GS00Q17NRD4001
GS00Q17NRD4002
GS00Q17NRD4003
GS00Q17NRD4004
GS00Q17NRD4005
GS00Q17NRD4006
GS00Q17NRD4007
GS00Q17NRD4008
GS00Q17NRD4014
GS00Q17NRD4009
GS00Q17NRD4010
GS00Q17NRD4011
GS00Q17NRD4012
GS00Q17NRD4013
GS00Q17NRD4015
GS00Q17NRD4020
GS00Q17NRD4016
GS00Q17NRD4017
GS00Q17NRD4018
GS00Q17NRD4019
47QTCE18D0002”

CS3 is an agency-unique acquisition
solution providing transponded
capacity for dedicated bandwidth
on a commercial satellite in any
commercially available frequency
band; subscription services for
preexisting, pre-engineered satellite
services solutions, including terminals,
in any commercial frequency band;
complex solutions customizing
engineered offerings by a single
provider to meet unique satellite
communications needs (combination
of fixed satellite services or mobile
satellite services components
enabling terminals, teleport and
terrestrial interface tail circuits).

http://www.gsaelibrary.gsa.gov/
and search for
COMSATCOM Services

Future Commercial
Satellite Communications
(COMSATCOM) Services
Acquisition (FCSA) Multiple
award schedules under GSA
IT Schedule 70 Category
517410 - Commercial
Satellite Communications
Solutions (formerly Special
Item Numbers (SIN) 132-54
and 132-55 for Commercial
Satellite Transponded
Capacity and Fixed/Mobile
Subscription Services)

FCSA is a strategic partnership
http://www.gsaelibrary.gsa.gov/
Each Schedule
between the General Services
and search for
70 contract is awarded
Administration (GSA) and DISA,
COMSATCOM Services
for a five-year base
creating a streamlined, easy-toperiod with up to
use solution for all government
three five-year options.
commercial satellite acquisition
needs. Previously, GSA’s Federal
Acquisition Service and DISA awarded and managed individual satellite communications contracts.
By combining acquisition efforts and better leveraging the government’s buying power, FCSA
is reshaping the commercial satellite market and efficiently delivering endto-end commercial
satellite solutions to all government customers. FSCA has three service areas: Transponded
Capacity, Subscription Services and End-to-end Solutions. SIN 132-54, Transponded Capacity:
Dedicated satellite bandwidth and power in any commercially available frequency band. SIN 132-55,
Subscription Services: Pre-engineered, existing Fixed Satellite Services (FSS) and Mobile Satellite
Services (MSS) priced on a per-unit (for example, per minute, megabyte, node, location) basis,
including terminals tied to a service, in any commercially available frequency band.

Period of Performance

Each Schedule
70 contract is awarded
for a five-year base
period with up to
three five-year options.

*includes all option periods
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Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Global Network Services (GNS)
HC1013-16-D-0001
HC1013-16-D-0002
HC1013-16-D-0003
HC1013-16-D-0004
HC1013-16-D-0005
HC1013-16-D-0006
HC1013-16-D-0007
HC1013-16-D-0008

GNS provides telecommunications
network solutions and services that
support the transmission requirements of
the DISN enterprise-level infrastructure.

ARTEL LLC
AT&T Corp.
BT Federal Inc.
Peraton Government
Communications Inc.
Global Telecom &
Technology Americas Inc.
Level 3 Communications Inc.
QWEST Government
Services Inc.
Verizon Business Network
Services Inc.

Through
December 20, 2025*

Microsoft Enterprise
Technical Support
Services (METSS) II
HC1028-17-D-0001

The contract provides for “Microsoft Blue
Badge Cardholder-support” services from
resources with direct access rights to
developers of Microsoft proprietary products.
The core requirements include Microsoft
Consulting Services (MCS) and Microsoft
Premier Support (MPS). MCS provides
support to the DoD’s focus of maximizing
benefits from Microsoft technology and
offers a unique depth of Microsoft technology
experience and knowledge. MPS is a support
service that minimizes and quickly resolves
issues and provides the government access
to Microsoft experts to assist DoD customers
with keeping their applications and systems
running smoothly.

Microsoft Corporation

Through
December 20, 2023

Morale, Welfare, and
Recreation (MWR)
Internet Cafe Program
HC101317D0001

This contract provides deployed service
members with access to necessary
infrastructure (i.e. facilities, equipment
and services) for commercial Internet
connectivity via computer, telephone or
personally owned devices. Internet service
is provided at no cost to the end user and
telephone service employs a calling-card
service where the end user pays per minute
of telephone use. The ICP allows service
members to communicate with family and
friends, utilize social media and conduct
personal services (e.g., online banking).

Trace Systems Inc.

Through
December 18, 2023*

MilCloud 2.0 Phase 1 (m2P1)
HC1028-17-D-0004

m2P1 is a single-award indefinite delivery/
indefinite quantity contract for milCloud 2.0
Phase 1 commercial infrastructure services in
the DoD facilities, connected to DoD networks
in a private deployment model for use by the
DoD community and DoD partners to include
transition engineering services. Ordering
information provided by the Program Office at
disa.meade.sd.mbx.milcloud2@mail.mil.

CSRA LLC

Through
June 8, 2025*

Pacific Enterprise Services
- Hawaii Engineering and
Installation Support Blanket
Purchase Agreement
HC1019-18-A-0001

Provides a vehicle for DISA and DISA’s customers within the state of Hawaii to acquire
services and equipment necessary to install,
modify, upgrade and optimize current and
future service delivery points, nodes and sites.

Na Ali’i Consulting
& Sales LLC

Through
April 30, 2023

*includes all option periods
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DISA 2021 CONTRACT GUIDE
Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Systems Engineering,
Technology and Innovation
(SETI) (Large Business Pool)
HC1047-18-D-2001
HC1047-18-D-2002
HC1047-18-D-2003
HC1047-18-D-2004
HC1047-18-D-2005
HC1047-18-D-2006
HC1047-18-D-2007
HC1047-18-D-2008
HC1047-18-D-2009
HC1047-18-D-2010
HC1047-18-D-2011
HC1047-18-D-2012
HC1047-18-D-2013
HC1047-18-D-2014
HC1047-19-D-2015

SETI is a multiple-award task order
contract (MATOC) vehicle for the
Department of Defense (DoD). It is based
on innovation as a priority to solve the
complex IT engineering and developmental
requirements for DISA and its mission
partners. SETI will provide a suite of
information technology (IT) engineering
services, expertise and support in
the planning, research, development,
integration and implementation activities
for future, proposed, current and legacy
DoD and Defense Information Systems
Agency (DISA) IT capabilities, services
and systems. It will deliver complex IT
engineering support services throughout
the entire acquisition life cycles of DoD
and DISA solutions, systems and system
components.

AASKI Technology Inc.
Accenture Federal Services
LLC
BAE Systems Technology
Solutions & Services Inc.
Booz Allen Hamilton Inc.
Deloitte Consulting LLP
Peraton Inc.
International Business
Machines Corporation
The KeyW Corporation
Leidos Innovations
Corporation
LinQuest Corporation
NES Associates LLC
Northrop Grumman Systems
Corporation
Parsons Government Services
Inc.
Vencore Inc.
Solers Inc.

Through
July 17, 2029*

Systems Engineering,
Technology and Innovation
(SETI) (Small Business Pool)
HC1047-19-D-2020
HC1047-19-D-2021
HC1047-19-D-2022
HC1047-19-D-2023
HC1047-19-D-2024
HC1047-19-D-2025
HC1047-19-D-2026
HC1047-19-D-2027
HC1047-19-D-2028
HC1047-19-D-2029
HC1047-19-D-2030
HC1047-19-D-2031
HC1047-19-D-2032
HC1047-19-D-2033
HC1047-19-D-2034
HC1047-19-D-2035
HC1047-19-D-2036
HC1047-19-D-2037
HC1047-19-D-2038
HC1047-19-D-2039
HC1047-19-D-2040
HC1047-19-D-2041
HC1047-19-D-2042
HC1047-20-D-2043
HC1047-20-D-2044

SETI is a multiple-award task order
contract (MATOC) vehicle for the
Department of Defense (DoD). It is based
on innovation as a priority to solve the
complex IT engineering and developmental
requirements for DISA and its mission
partners. SETI will provide a suite of
information technology (IT) engineering
services, expertise and support in
the planning, research, development,
integration and implementation activities
for future, proposed, current and legacy
DoD and Defense Information Systems
Agency (DISA) IT capabilities, services
and systems. It will deliver complex IT
engineering support services throughout
the entire acquisition life cycles of DoD
and DISA solutions, systems and system
components.

Affinity Innovations LLC
Applied Systems Engineering
JV (ASE JV)
A Square Group (ASG)
BCMC LLC
Bluestone Logic
Credence LLC
DHPC Technologies
inCadence
INNOPLEX LLC
IE-TEK
Innovative Government
Solutions JV (IGS)
Integrated Systems Inc. (ISI)
IPT Associates
Mission Support LP (MSLP)
NetCentric Technology LLC
Riverside Engineering
Semper AASKI Alliance Inc.
(SAAI)
SuprTEK
TekSynap
Synergy
Tibercreek
ValidaTek Inc.
Volant Associates
Mission 1st Group Inc.
RedTeam LLC

Through
July 7, 2029*

Crisis Management System
(CMS) HC1047-14-D-4006

The objective of this single-award
indefinite-delivery/indefinite-quantity
contract is to provide engineering,
maintenance and program management
support for the CMS. The contractor
provides project management, hardware
and software system engineering, network
hardware and software maintenance and
operations oversight for all components of
the CMS network.

Peraton Inc.

Through
August 31, 2024*

*includes all option periods
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Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Red Hat Blanket Purchase
Agreements (BPAs)
HC1028-18-A-0001
HC1028-18-A-0002
HC1028-18-A-0003
HC1028-18-A-0004

DISA awarded four BPAs on behalf of the
DoD Enterprise Software Initiative (ESI)
Program. The BPAs are for Red Hat software
license subscriptions and services and are
open for ordering by all DoD components.

Carahsoft Technology Corp.
DLT Solutions
Emergent LLC
EC America Inc.

Through
April 1, 2023

Navy Internet Service Provider
(ISP) BPA
HC1013-18-A-0005

This BPA was issued against GSA Schedule
GS-35F-0494X as a single award, firm fixed
price contract to provide commercial
broadband services in support of the Navy.

Manhattan
Telecommunications Corp
(MetTel)

Through
May 31, 2023*

Department of Defense
Commercial Voice Services
(DCVS) BPA
HC1013-18-A-0004

This BPA was issued against GSA Schedule
70 GS-35F-0382T as a single-award, firm fixed
price contract to provide commercial voice
services in support of all DITCO customers.

MCI Communication
Services Inc. DBA
Verizon Business
Through

March 15, 2023*
Enhanced Mobile

Satellite Services (EMSS)
Secure Voice Equipment (SVE)
HC101319D0004
Iridium certified products

capable of providing EMSS users with
cryptographic communications capabilities
through the EMSS Gateway.
General Dynamics Mission Systems Inc.

Through
May 13, 2024*

Low-latency High
Throughput Satellite

Services (HTS) BPA
HC101318A0002
Managed services to include

HTS capacity, gateway services, and
monitoring and control of services, installation
and lease of satellite terminals, field support
representative (FSR) support and terrestrial
backhaul.

SES Government Solutions
Inc.

Through
April 30, 2023*

U.S. Africa Command
(USAFRICOM) Commercial
Satellite Communications
(COMSATCOM) Ku-band
Bandwidth BPA HC101319A0005

Provides Ku-band commercial satellite
bandwidth and host nation agreements/
frequency clearances in the USAFRICOM
area of responsibility (AOR).

Inmarsat Government Inc.

Through
June 18, 2024*

SPARC Processor Capacity
Services HC108419D0001

This IDIQ provides state-of-the-art processing
capacity to meet new and emerging customer
requirements and to provide the ability to
replace existing DISA processing capacities
that has exceeded its technical life as
determined by the Government.

ViON Corporation

Through
February 4, 2028*

X-86 Processor Capacity
Services HC108419D0002

The objective of this contract is to obtain
reliable, responsive and cost effective
processor infrastructure services of “ondemand” X-86 chipset processing capabilities
for DISA and/or DISA-approved locations,
located in both the continental United States
(CONUS) and outside of the continental
United States (OCONUS).

Hewlett Packard Enterprise
Company

December 17, 2028*

*includes all option periods
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DISA 2021 CONTRACT GUIDE
Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Hotspots, Mobile Devices and
Global Data Plans (Alternative
Blanket Purchase Agreement)
HC108421A0002

DoD Mobility Communications Classified
Capability-Secret (DMCC-S) and Top Secret
Program for hotspot retransmission devices
and mobilie devices for mission partners
across the globe, with associated domestic
and international data plans.

Verizon Wireless

Through
August 5, 2025*

Hotspots, Mobile Devices
and Global Data Plans
HC108421A0001

DoD Mobility Communications Classified
Capability-Secret (DMCC-S) and Top Secret
Program for hotspot retransmission devices
and mobilie devices for mission partners
across the globe, with associated domestic
and international data plans.

AT&T Mobility LLC

Through
January 31, 2025*

Test, Evaluation, and
Certification (TEC) Service
HC1028-17-D-0006

DISA use only - Single-award IDIQ providing
support for the Joint Interoperability Test
Command (JITC) for test and evaluation
planning, test conduct, data collection and
analysis and results reporting.

Jacobs Technology Inc.

Through
July 8, 2023*

Agency Program
Support (APS) BPAs
HC1047-18-A-0001
HC1047-18-A-0002
HC1047-18-A-0003
HC1047-18-A-0004
HC1047-18-A-0005

DISA use only BPA Agency Support. The scope
is Professional Support Services to meet the
needs of the entire Agency. These services will
support programs, projects and initiatives in the
DISA portfolio and are as follows:
Task Area 1: Acquisition and
Contract Management Support
Task Area 2: Asset Management Support
Task Area 3: Continuity Management Support
Task Area 4: Directorate Security Support
Task Area 5: Financial Management Support
Task Area 6: Information Resources Support
Task Area 7: Program Management Support

Federal Management
Barbaricum
Integrity Management
Consulting Inc.
Mission Services LLC
Zentek Consulting Inc.

Through
April 3, 2023*

Enterprise Infrastructure
Solutions (EIS)
GS00Q17NSD3000
GS00Q17NSD3001
GS00Q17NSD3006
GS00Q17NSD3003
GS00Q17NSD3004
GS00Q17NSD3005
GS00Q17NSD3007
GS00Q17NSD3008
GS00Q17NSD3009

EIS is a comprehensive solution-based
Governmentwide Acquisition Contract
(GWAC) vehicle to address all aspects of
federal agency IT telecommunications and
infrastructure requirements. DISA is issuing
task orders against this GWAC to procure
telecommunication network solutions in
support of all DoD and some non-DoD
agencies.

AT&T Corp.
BT Federal Inc.
Centurylink
Core Technologies Inc.
Granite Telecommunications
LLC
L3Harris Corporation
Manhattan
Telecommunications
Corporation
Defined Technologies
Verizon Business Network
Services Inc.

Through
July 30, 2032*

Palo Alto Enterprise Agreement
HC1084-18-F-0058

DISA use only - Provides unlimited software
subscriptions and hardware maintenance
for all of DISA’s (with the exception of JSP
and WHCA) installed inventory and future
hardware purchases.

ThunderCat Technology LLC

Through
August 16, 2022*

*includes all option periods
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Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Microsoft Joint Enterprise
License Agreement (JELA) III
Blanket Purchase Agreement
(BPA) HC1084-20-A-0003

This BPA provides for Microsoft licenses,
subscriptions and software assurance for all
of the Department of Defense (DoD), including
the Office of the Secretary of Defense, DoD
Agencies, Military Departments (MILDEP),
Combatant Commands and Affiliates.

Dell Federal Systems

Through
October 31, 2022*
BPA follow-on
award planned

Johns Hopkins University
Applied Physics Lab (JHUAPL)
University Affiliated Research
Center (UARC) HC104719D0001

DISA and JFHQ DoDIN use only - Provides
engineering, systems engineering for complex
systems, research and development of
specialized functions. Leverages established
JHUAPL core competencies: (1) Strategic
Systems Test and Evaluation. (2) Combat Systems
and Guided Missiles. (3) Theater Air Defense and
Power Projection. (4) Information Technology
C4ISR/IO. (5) Simulation, Modeling and Operations
Analysis. (6) Mission-related and public-service
oriented research, technology development,
test, evaluation and system analysis through the
application of the above core competencies,
along with the complementary capabilities of
other divisions of the university.

Johns Hopkins University
Applied Physics Lab
(JHUAPL)

Through
September 29, 2024*

BPA IT/Telecom Services for
PAC AOR
HC1019-20-A-0001
HC1019-20-A-0002
HC1019-20-A-0003
HC1019-20-A-0004
HC1019-20-A-0005
HC1019-20-A-0006
HC1019-20-A-0007

These BPAs provide for Information/Technology/
Telecommunication Supplies & Equipment
for the United States Indo-Pacific Command
(USINDOPACOM) Area of Responsibility.

Wakelight Technologies
Inc.
BSEt
GC AssociatesLLC (GCA)
Mano Lani
Modtech Solutions
Prosis Network Solutions
ZR Systems Group

Through
May 31, 2025*
Five-year BPAs
subject to
annual reviews

BPA IT/Telecom Supplies/
Equipment for PAC AOR
HC1019-20-A-0008
HC1019-20-A-0009
HC1019-20-A-0010
HC1019-20-A-0011
HC1019-20-A-0012
HC1019-20-A-0013
HC1019-20-A-0014

These BPAs provide for Information/
Technology/Telecommunication Supplies
& Equipment for the United States IndoPacific Command (USINDOPACOM)
Area of Responsibility.

GC Associates LLC (GCA)
Kaihonua LLC
Modtech Solutions
Progressive Computer
SVC Inc. (PCSI)
Prosis Hawaii LLC
Regency Consulting
System Optimization
& Support LTD. (SOSHawaii)

Through
May 31, 2025*
Five-year BPAs
subject to
annual reviews

U.S. Indo-Pacific Command
(USINDOPACOM) Commercial
Satellite Communications
(COMSATCOM) Ku-band
Bandwidth BPA
HC101320A0010

Provides Ku-band commercial satellite
bandwidth and host nation agreements/
frequency clearances in the USINDOPACOM
area of responsibility (AOR).

DRS Global Enterprise
Solutions Inc.

Through
June 30, 2025*

Messaging as
a Service (Maas)
HC108420D0008

This FFP IDIQ for MaaS is a real-time mobile
alerting service designed to bring critical data
and automatic alerts directly to cellphones and
mobile devices via Text. The target audience for
this service includes both civilian and service
members throughout all global DoD locations
to deliver a pre-generated message, with the
ability to embed short hyperlinks, in a secure and
reliable fashion, anytime, anywhere.

Carahsoft Technology
Corp.

Through
April 15, 2025*

*includes all option periods
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Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Global Solutions Management Operations (GSM-O) II
HC1028-20-D-0001

The Global Solutions Management – Operations
(GSM-O) II contract provides the day-to-day
delivery support for IT and telecommunications
capabilities necessary to keep the Department
of Defense (DoD) Information Network (DODIN)/
Defense Information Systems Network (DISN)
operations 24/7. This includes operating and
sustaining the network, defending the network,
providing access to new customers, monitoring
network health, restoring service (as necessary)
and implementing minor adjustments and
improvements to existing capabilities.

Leidos Inc.

Through
July 29, 2030*

Enhanced Mobile Satellite
Services (EMSS) 9575A Blanket
Purchase Agreement (BPA)
HC101321A0002

This BPA provides Iridium 9575A satellite
phone kits to authorized EMSS customers,
including the Department of Defense (DoD)
and federal government, state and local
government, approved foreign and allied
governments and other sponsored customers.

COMSAT Inc.

Through
December 1, 2021*

Enhanced Mobile Satellite
Services (EMSS) Global
Logistical Services Management
contract (ELOG)
HC101319D0003

This IDIQ provides global logistical,
technical and other programmatic services
primarily in support of EMSS operational
and sustainment functions.

Intelligent Waves LLC

Through
February 13, 2025*

Enhanced Mobile Satellite
Services (EMSS) Certus Blanket
Purchase Agreement (BPA)
HC101321A0003

This BPA provides global pole-to-pole
commercial satellite communications and
broadband data capabilities using the Iridium
satellite constellation.

COMSAT Inc.

Through
April 8, 2026*

Commercial Ethernet Gateway
(CEG) - Region 1 & 2
HC1013-21-D-0001

This IDIQ contract provides mission partners
Ethernet connectivity to the DISN utilizing a
Commercial Service Provider’s (CSP) existing
infrastructure and connecting the CSP’s
network to the DISN through regionally defined
Commercial Ethernet Gateways.

Comcast Government
Services LLC

Through
February 25, 2030*

Commercial Ethernet Gateway
(CEG) - Region 3
HC1013-21-D-0003

This IDIQ contract provides mission partners
Ethernet connectivity to the DISN utilizing a
Commercial Service Provider’s (CSP) existing
infrastructure and connecting the CSP’s
network to the DISN through regionally defined
Commercial Ethernet Gateways.

Comcast Government
Services LLC

Through
June 15, 2031*

Commercial Ethernet Gateway
(CEG) - Region 4
HC1013-21-D-0004

This IDIQ contract provides mission partners
Ethernet connectivity to the DISN utilizing a
Commercial Service Provider’s (CSP) existing
infrastructure and connecting the CSP’s
network to the DISN through regionally defined
Commercial Ethernet Gateways.

Comcast Government
Services LLC

Through
June 22, 2031*

Commercial Ethernet Gateway
(CEG) - Region 5
HC1013-21-D-0005

This IDIQ contract provides mission partners
Ethernet connectivity to the DISN utilizing a
Commercial Service Provider’s (CSP) existing
infrastructure and connecting the CSP’s
network to the DISN through regionally defined
Commercial Ethernet Gateways.

Comcast Government
Services LLC

Through
June 29, 2031*

*includes all option periods
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Contract Tltle/Contract Number

Description

Prime Contractor

Period of Performance

Commercial Ethernet Gateway
(CEG) - Region 6
HC1013-21-D-0006

This IDIQ contract provides mission
partners Ethernet connectivity to the
DISN utilizing a Commercial Service
Provider’s (CSP) existing infrastructure and
connecting the CSP’s network to the DISN
through regionally defined Commercial
Ethernet Gateways.

Comcast Government Services
LLC

Through
July 11, 2031*

Department of Defense Mobility
Classified Capability (DMCC)
Agency Catalog for hardware,
software and Windows-Data
at-Rest - Secret (WINDAR-S)

NASA SEWP DMCC Agency Catalog
for hardware, software and WINDAR-S
laptops.

New Tech Solutions Inc.
and DH Technologies
LLC for DMCC hardware
and software
FCN Inc. for WINDAR-S

Through
February 4, 2025*

Department of Defense (DoD)
Network (DoDNet) Equipment
Management Catalog
(See “Prime Contractor”
column for Contract Numbers)

The DoDNet Catalog was created to provide
mission partners for the Fourth Estate
Network Optimization (4ENO) office with
a unique acquisition solution for ordering
workstations, peripherals, Enterprise Voice
over Internet Protocol (EVoIP), system
hardware, infrastructure software and
endpoint software. The following groups of
categories are available under the catalog:
Group 1: Apple Products
Group 2: Dell Thin Clients
Group 3: Performance Desktops
Group 4: Standard Desktops
Group 5: Performance Laptops
Group 6: Standard Laptops

Government
Acquisitions Inc. (GAI)
- NNG15SD23B / NNG15SC78B
Insight Public Sector Inc.
- NNG15SC40B
Iron Bow Technologies LLC
- NNG15SC41B
New Tech Solutions Inc.
- NNG15SC82B
Sterling Computers Corp.
- NNG15SC89B /
NNG15SC49B
DH Technologies LLC
- NNG15SC70B
NCS Technologies Inc.
- NNG15SD85B
World Wide Technology
- NNG15SC55B

Through
September 14, 2025*

Cisco Joint Enterprise
License Agreement (JELA) III
HC1084-21-D-0003

Cisco Smart Net Total Care (SNTC) and
Software Support Services (SWSS) for
users across the DoD.

Cisco Systems Inc.

Through
June 20, 2024*

Global Content Delivery
Services (GCDS-II)
HC108421D0002

The IDIQ obtains reliable, responsive and
cost effective content delivery services
that are dynamically scalable and utilize
an on-demand service approach to
support DISA and other DISA-approved
locations in the continental United States
(CONUS) and outside of the continental
United States (OCONUS).

Perspecta Enterprise Solutions
LLC

Through
August 2027*

Enterprise Storage
Solution Services (ESS-III)
HC108420D0009

The IDIQ obtains reliable, responsive and
cost effective content delivery services
that are dynamically scalable and utilize
an on-demand service approach to
support DISA and other DISA-approved
locations in the continental United States
(CONUS) and outside of the continental
United States (OCONUS).

Hewlett Packard Enterprise
Company

Through
August 2030*

Ashore and Afloat Satellite
Communications (SATCOM)
Capabilities Blanket
Purchase Agreement (BPA)
HC101321A0005

This BPA provides Commercial Satellite
Services in support of various afloat
and ashore mission requirements
(including SATCOM kits).

Telecom International LLC

August 4, 2021 through
August 3, 2026*

38
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USCG Cyber Command

SPONSORED BY

The addition of cyber offense capabilities by the U.S. Coast Guard Cyber
Command marks another step in the service’s growing cyber versatility, says the
leader of the command, Rear Adm. Michael Ryan, USCG (l), speaking to Coast
Guardsmen in the command’s Cyber Operations Center in Washington, D.C.

Coast Guard Embarks
on Cyber Offense
The service blends its traditional maritime roles with
expanded digital strengths to thwart adversaries.

A

s the 231-year-old U.S. Coast Guard guards the
nation’s waterways and ports, more and more
it is finding the need to increase its capabilities
in the cyber domain, given the rising digital threats to the $5.4 trillion of
BY KIMBERLY
waterway-based trade. This fall,
the maritime service is adding UNDERWOOD
new cyber offensive capabilities
and is growing its existing cyber defense, reports Rear
Adm. Michael Ryan, USCG, commander of the Coast
Guard’s Cyber Command.
“We are going to focus our teams in support of protecting and defending the maritime transportation system,” says Adm. Ryan. “We’re going to really leverage
those capabilities to protect that economic interest of the
nation. It’s a huge economic engine for our nation, and

the 30 million people that are employed in some connection to the maritime transportation system. That gives
me a bullseye of focus for what Coast Guard Cyber is
committed to.”
The maritime service’s first cyber offense team was billeted this summer, the commander notes. And the command is in the process of training those personnel for
their cyber roles. “We are still growing into that offensive
capability,” he says. “Our Cyber Mission Team, we are
just starting that journey right now, [with] the people
that have reported in.”
The Coast Guard Cyber Command is leaning on the
other Defense Department offensive cyber-service components and the U.S. Cyber Command and its leader,
Gen. Paul Nakasone, USA, as it stands up its cyber
offense. “We’re looking to the other military services
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universe,” the admiral says. “And that means that we have a
commitment to do our part to defend our portion. We can’t
be the weak link that would allow an adversary to really
jeopardize that capability the nation relies on. So, we are fully
focused on that protective scheme. We have a battle watch
that sits here on our [headquarters] campus that really is
taking the pulse of our technology environment around the
clock. We are fully connected to U.S. Cyber Command’s and
Joint Force Headquarters DODIN’s direction.”
The Coast Guard Cyber Command helped inform the
service’s latest Cyber Strategic Outlook, issued in August by
the service’s commandant, Adm. Karl
Schultz, USCG.
“Cyber attacks are one of the most
significant risk propositions for our
nation that has emerged since World
War II,” Adm. Ryan states. “It is an
area that we have to be fully dialed
in on. And so, this strategic outlook
helps to reinforce our commitment in
that operational domain. Nation-state
actors, those with malicious intent,
and criminal organizations that really
want to inflict harm on our country, we
need as a Coast Guard to be prepared
to defend against that and conceptually
to impose costs and hold accountable
those that are wielding their adverse
actions against what we’re all about as
a nation. [Our ability to impose costs]
has improved over that time, and it will
continue to get better.”
The policy sets the Coast Guard’s
cyber goals and structure for the
The Coast Guard’s Cyber Command protections have to cover the service’s operations
next several years and is an update
and assets across the globe, even in the polar regions of the Arctic and Antarctica.
of the service’s 2015 policy, he says.
Pictured is the Coast Guard Ice Breaker Polar Sea passing the Coast Guard Ice Breaker
“When you look at the Strategic OutPolar Star in the ice channel near McMurdo, Antarctica.
look, it sends clear signals about what
is important to the organization and
where our value proposition is to the nation,” Adm. Ryan
just celebrated our eighth anniversary, we really do look at
explains. “If you focus in on the marine transportation sysprobably from 2017 on, as the last four years have really been
tem, this is going to be the hallmark of where we are using
impactful in setting some strong foundations. And I’m very
cyberspace as an operational domain to support the marifortunate to have a third year leading the command, as there
time industry, the critical infrastructure sector in maritime
are so many exciting things happening.”
and the Coast Guard’s objectives as a steward of the DepartThe new offensive cyber capabilities complement the comment of Homeland Security.”
mand’s existing cyber defense. The Coast Guard Cyber ComThe service has to adroitly navigate its unique authorities
mand has three defensive cyber protection teams (CPTs):
under law enforcement, maritime security, search and rescue,
the 1790 CPT, named for the year that the maritime serintelligence, war and national defense, operating normally
vice began; the 2013 CPT, named for the first year of the
under the Department of Homeland Security but under the
command; and a third, yet to be named team, which was
Department of Navy in times of war. The bolstered cyber
requested as part of the Coast Guard’s fiscal year 2022 budget
capabilities that the service needs come at a time when the
request.
Coast Guard is facing a complex operating environment,
Like the other services, the Coast Guard is responsible for
both domestically and internationally.
defending its portion of the Department of Defense InforDomestically, the command’s cyber defense and offense
mation Network (DODIN)—a role carried out by the CPTs.
capabilities will be applied to protect U.S. ports, terminals
“We live in that special space of the DODIN, and a lot of
and waterways. “That very real cyber threat on a daily basis
our capabilities are integrated into that broad, technology

USCG photo by Rob Rothway

and their cyber components, taking tempo from U.S. Cyber
Command and just envisioning how can we leverage those
types of tactics. [It is about] how we operate in cyberspace
with impact and effect. So, we’re going to continue to evolve
in that space.”
Stood up in 2013, the service’s Cyber Command now has
500 personnel. It has especially found its footing the last
several years, the admiral says. “The last couple of years have
just been so tremendous in really forming our roots and
having impact and connection across the service,” says the
commander, who began his role two years ago. “So while we
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“We need the Coast Guard to be able to operate effectively in
cyberspace in complement of everything else that we’ve done in the
physical domains for generations, and our teams are up to the challenge.
In the cyberspace domain, it really is about if can you move swiftly
enough, are you agile and can you maneuver your forces so that you can
pace with the adversaries’ tempo. You have got to stay ahead. You don’t
have the luxury of having a vessel that is going to travel hundreds of
miles. In cyberspace, the threats are on your doorstep immediately.”
— Rear Adm. Michael Ryan, USCG, commander, Coast Guard Cyber Command.
has the potential to disrupt the lifeblood of our nation, that
economic engine that keeps our store shelves stocked,” the
commander suggests. “Ninety percent of the trade and commodities that our nation uses and exports come by maritime
conveyance. The Coast Guard lives in that port community
each and every day. It is why we are so dialed in, from the
commandant’s commitment to the maritime transportation
system to the field-level commanders that work alongside the
port community who understand their challenges.”
The command’s Maritime Cyber Readiness Branch provides cyber support designed to fit the unique nature of the
maritime transportation system. “Our team recognized that
we would benefit from having members of the Coast Guard
that truly understand how the industry operates in the maritime transportation system, what their concerns are,” Adm.
Ryan states. “And so, we’ve staffed that Cyber Readiness
Branch with people that have worked in that segment of the
Coast Guard, who have been at the port level, dealing with
the oil industry, the gas industry or other commodities, and
container shipping companies. They know how the industry
operates. What we really needed was somebody that could
help with the translation of how you bring that operational
focus and overlay the cyber environment so that you’re not
missing [protection] opportunities.”
The admiral does see the U.S. port community progressing in its understanding of the potential risks from
cyber attacks. “We’ve seen a number of notable attacks
over the last 12 months, things that disrupt that tenuous
equilibrium and have huge impacts and consequences,”
he says. “And we are seeing the industry responding to
those signals, whether it’s ransomware or just the disruption to their information technology environment. I think
similarly it is a growing awareness into the operational
technology arena, those industrial control systems that
are making their machines work, that are ensuring that
automation is effective because they’ve made those investments. They don’t have the people or maybe those manual
processes to rely on. They are coming to grips with that
new reality, and they’re looking to the Coast Guard for us
to help them understand where are some of those threats
emerging from.”
In addition, the Coast Guard Cyber Command is
extending its reach as the service circumvents the globe
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and extends its operations in the Indo-Pacific region and
the Arctic. “We are looking at the priorities that are coming out of the COCOMS [U.S. Combatant Commands],
understanding how can the Coast Guard as a military service be supportive of those priorities and those intended
outcomes,” the admiral clarifies. “We have deployed our
national security cutters into the Indo-Pacific Command’s
theater of operations. We need to be prepared to operate
and interoperate with the other military services and contribute the special sauce that the Coast Guard brings into
that equation as well. Cyberspace gives us another opportunity to do that. It is why we are using the blueprints and
really the frameworks that Gen. Nakasone has established
for operational forces in the cyber domain, the cyber protection team constructs and the cyber mission teams. That
gives me the template to follow and then employ those
forces to effect.”
And naturally, the command is providing cyber protections to the Coast Guard’s operations and assets—its
cutters, ships, aircraft and other systems. “It is the [protection] of our Enterprise Mission Platform that is called for
in our outlook,” Adm. Ryan clarifies. “It is that fabric of
technology and the capabilities that we need to be able to
operate and to be able to maneuver around the globe--the
maritime communications, the assets, all of those things
in an integrated fashion. And when we detect any type of
mission degraders, we are ensuring that we’re taking swift
action to restore full capability. It is a 24/7 focus ensuring
that our operational forces, whether they are in the air, at
sea or operating on land, that they can be effective. Coast
Guard Cyber is providing overwatch.”
Within the command, the Cyber Intelligence Department provides the unique intelligence link to maritime
operations, the cyber domain and the broader intelligence community (IC). “The operational planning
functions for the Coast Guard always start with the
intelligence picture,” the admiral emphasizes. “Do you
understand what type of environment you’re going to be
operating in, what do you know about the adversaries
that you’re expecting to encounter, what outcomes do you
want to achieve? The IC, and particularly my intelligence
department at Cyber Command, they’re looking across
that whole IC for the supporting insights that allow us
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to move into that arena. It is not just ‘what do you see in
cyberspace,’ but what are those same trends in the physical domains. It is what do we know about our adversaries
because of our interdictions at sea, or against transnational criminal organizations, or what do we understand
about marine environmental pollution.”
For its technology needs, the Cyber Command depends
on Rear Adm. David Dermanelian, USCG, the service’s
assistant commandant for Command, Control, Communications, Computers and Information Technology
(C4IT), who is implementing the Coast Guard’s technology revolution road map, its information technology
modernization effort.
“The commandant [Adm. Schultz] has mapped out a
technology revolution, and Dave’s function really is to
bring new capability to our organization,” Adm. Ryan
shares. “He does the hard work of ingesting that into our
organization as soon as it is ready to be delivered. I’m
looking forward to receiving those capabilities, whether
it’s in making a more mobile workforce or shoring up our
network infrastructure or really adapting and integrating the new technology that commercial sector is making
available.”

Armed with updated technologies, cyber offense and
broadened defenses, the Coast Guard Cyber Commander is
optimistic about its operations. “We need the Coast Guard
to be able to operate effectively in cyberspace in complement of everything else that we’ve done in the physical
domains for generations, and our teams are up to the challenge,” he says. “In the cyberspace domain, it really is about
if can you move swiftly enough, are you agile and can you
maneuver your forces so that you can pace with the adversaries’ tempo. You have got to stay ahead. You don’t have
the luxury of having a vessel that is going to travel hundreds
of miles. In cyberspace, the threats are on your doorstep
immediately. That’s why I think the cyberspace operational
domain is really exciting. It’s dynamic, but you have to be
on your game.”

contact: Kimberly Underwood,
kunderwood@afcea.org
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Military readiness relies on an exchange of
information among many different systems,
which creates numerous cybersecurity challenges.

Military Must Move Out
to Implement Zero Trust
Don’t start from scratch on cybersecurity strategy.
BY COL. DEAN HULLINGS, USAF (RET.)

W

ith no end in sight to the
ever-increasing cybersecurity challenges, the
federal government must
move quickly and deliberately to adopt
an architecture to protect against all
outside threats. This means building on
existing strengths and bolstering cybersecurity strategies.
In March, the U.S. Government
Accountability Office (GAO) published a report on the precarious
state of security for military weapons

systems. Previously, in 2018, the GAO
raised concerns about the U.S. Defense
Department facing “mounting challenges in protecting its weapon systems from increasingly sophisticated
cyber threats” due to “the computerized nature of weapon systems; DoD’s
late start in prioritizing weapon systems cybersecurity; and DoD’s nascent
understanding of how to develop more
secure weapon systems.”
The more recent report indicates
that the Defense Department has made

some progress since 2018 to make its
network of high-tech weapon systems
less vulnerable by using such methods
as enhanced testing. However, it also
reveals that agencies are not universally writing cybersecurity standards
into contract language. Among the four
military services reviewed, only the Air
Force has issued service-wide guidance
on how acquisition programs should
define cybersecurity requirements
and how to include those in contracts.
Some contracts reviewed had no such
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conditions when they were awarded,
according to the GAO.
The situation could prove problematic, given that military readiness relies
on exchanging information among
numerous diverse systems, and each
connection—from mobile devices to

printers to routers to the Internet of
Things (IoT) to industrial control systems—creates new cybersecurity challenges. The March report, for example,
noted that the Defense Department’s
“growing dependence on software
and IT [information technology]
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significantly expands weapons’ attack
surfaces. Any exchange of information
is a potential access point for an adversary. A system designed and built to
exchange information with many other
systems or subsystems has more potential vulnerabilities to address than a system that has few such connections.”
It’s clear there is a building sense of
urgency here and that moving forward,
contracts must include specifications as
to how protection is built in from the
beginning as opposed to treating cybersecurity as an afterthought. But it is not
feasible to conduct a rigorous audit/
inspection of all existing suppliers’
weapon systems/products to make sure
they’re “safe.” That’s why the Defense
Department needs to fortify its own
networks, systems and devices from
within while eliminating the introduction of outside entities and vulnerabilities that could threaten these networks.
Fortunately, the government is moving quickly toward across-the-board
adoption of an architecture that can
help agencies reach this level of protection: zero trust.
As defined by the National Security Agency (NSA), zero trust “eliminates implicit trust in any one element, node or service and … assumes
that a breach is inevitable or has
likely already occurred.” It deploys
comprehensive monitoring, granular
risk-based access controls and security automation for real-time protection. It adheres to the principles of
least privilege—“Never trust, always
verify”—to authorize access strictly
according to what is required to perform an approved function.
Recent events speak to federal officials’ commitment to a swift launch of
zero trust programs governmentwide.
In March, Chris DeRusha, federal
chief information security officer, told
lawmakers during testimony before
the Homeland Security and Government Affairs Committee that the
White House will push agencies to
move toward a “zero trust paradigm,”
citing Russia’s massive hack of the government via SolarWinds software last
year as a primary demand driver.
In May, the Defense Information
Systems Agency (DISA) released its
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improve the authentication, authorization, compliance assessment and automated remediation of devices and systems connecting to a network. Within
the C2C framework, information technology teams authenticate devices and
systems and assess them for compliance
with military security policies prior to
authorizing them. Compliant devices

U.S. Defense Department/J.M. Eddins Jr.

initial Defense Department Zero Trust
Reference Architecture—developed
with the Defense Department chief
information officer (CIO), U.S. Cyber
Command and the NSA—to “maintain
information superiority on the digital
battlefield.”
Also in May, the White House’s
“Executive Order on Improving the

The Defense Department has taken the first steps to build the foundational framework of
zero trust, so the military community doesn’t need to start from scratch in this proven support.

Nation’s Cybersecurity” called for agencies to present a plan to implement zero
trust by describing any related steps
that they’ve already completed along
with a schedule for additional measures
to establish this architecture.
If experience with government
orders “delivered from up high” have
demonstrated anything, it’s that these
directives will prompt many agencies
to search for “something new” in the
manner of technology policies, products and/or services that will somehow
magically enable them to launch a zero
trust program that is an unquestioned
success.
But these agencies need to understand that they do not have to start
from scratch. There is already an
approved framework in place that
can help them in the form of Comply-to-Connect (C2C). The Defense
Department has incorporated C2C
into its overall cybersecurity strategy to

and systems gain appropriate access
to the network, while unauthorized
devices do not until they meet compliance requirements.
Effectively, C2C supports zero trust
by evaluating security posture before
granting access to networked resources.
Once authorization is approved, C2C
requires continuous monitoring,
enforcing access to data resources via
network segmentation and limited
penetration to additional networked
resources. C2C also ensures that
trusted, authorized devices are rigorously inspected for risks such as malicious code and prohibited software.
Given the robust characteristics of
C2C-delivered orchestration capabilities, agencies can apply these principles
to all connected devices, including
weapon systems and other missioncritical connected endpoints.
C2C is not “something new.” It is
not in an experimental stage. It is

funded. It is here and available now.
And it is already supporting agencies as they seek to implement zero
trust. In April, David McKeown, the
Defense Department’s senior information security officer/CIO for
cybersecurity, and Rear Adm. William Chase III, USN, a senior military advisor for cyber policy for the
Defense Department, testified before
the U.S. Senate Committee on Armed
Services Subcommittee on Cyber
about the effectiveness of the C2C
framework as a foundational component of zero trust.
“The comply to connect that you’ve
asked us to build pilots into and learn
from,” Adm. Chase said, “have had
significant success. … Are we finished? Absolutely not. We’ve taken
the beginning steps and are now only
starting to understand how much better we can be [in response to] probably the arms race of our time.”
It is encouraging to see that the
Defense Department has already taken
those essential first steps. Because of
this, the military community does
not need to entirely reinvent when
a proven invention is taking hold
right now. Adm. Chase’s “arms race”
assessment is both forebodingly cautionary and accurate. Agencies must
rapidly and effectively take the lead
in this race by building upon existing strengths such as C2C to reach an
optimal state of zero trust. With this,
they’ll be ready for the inevitable—
whether it targets weapons or anything else within the Defense Department cyber ecosystem.
Col. Dean Hullings, USAF (Ret.), is
a global defense solutions strategist at
Forescout, guiding engagements within
the U.S. Defense Department and across
global public sector agencies by educating
customers on best practices.
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A new digital rubicon looms on the horizon: the use of open
source code as a condition within U.S. Defense Department
and intelligence community software acquisition contracts.

Code as Contract

Open source code is becoming a deliverable.

O

BY ROB CAUDILL AND JOHN SPEED MEYERS

pen source code is used increasingly across the
entire federal government and the U.S. military.
But a new digital rubicon is looming: the use
of open source code as a condition within U.S.
Defense Department and intelligence community software
acquisition contracts.
A 2003 survey conducted by The MITRE Corporation
found, even then, that the Defense Department used over 100
free and open source software applications. The National Security Agency and the National Geospatial-Intelligence Agency,
among others, now also maintain public GitHub accounts,
websites for sharing and accepting open source code.
Before contract officers lock their doors and hide under
their desks, the notion of open source code should be defined.
Open source software can be freely accessed, used, changed
and shared by anyone. An open source software contract
extends this idea by requiring a government contractor to provide or maintain open source software—to be managed on a
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web-accessible code hosting site such as GitHub or GitLab and
made searchable via code.gov—as a contract deliverable. Such
open source code contracts within the military and intelligence
software contracting community are sufficiently rare to be
essentially nonexistent. What little data that does exist paints
a similar picture. Although federal source code policy requires
that agencies open source at least twenty percent of all new
custom code created from 2016 to 2019, the Defense Department has open sourced less than 10 percent of its new custom
code during that period, earning a “noncompliant” status.
To help parties—both in and out of government—consider
the adoption of open source code contracts, this article summarizes both advantages and disadvantages related to user
innovation, software development, contracting, governance,
national security and cybersecurity.
When code developed for the government is made open
source, the government accrues several advantages.
Most importantly, open source isn’t just a concept to be
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ADVANTAGES

DISADVANTAGES

Community-led innovation
Appropriate for open, unclassified work
Avoid vendor lock-in
Find and fix bugs faster
Comply with federal source code policy
Government and democratic transparency

Intellectual property concerns
Business model viability
Could benefit adversaries
Counterintelligence risks

used by programmers. It’s a mode of organization and thinkcan view, modify and improve code, as Linus’s law states,
ing that can inspire a community of users to collaborate and
“given enough eyeballs, all bugs are shallow.”
share ideas. It brings users together to build, test and use
Skeptics will likely point out that firms selling software
products, which, in the process, improves the software prodto the military and intelligence community might balk
uct. Examples of successful military and intelligence open
at this proposition. Why open source their secret sauce?
source initiatives are the geospatial and situational awareness
While this reaction is possible and likely, there is also potenapp TAK, the mapping system FalconView, and the software
tial that some contractors, especially upstarts, might view
reverse engineering tool Ghidra.
open source code contracts as a way to pry open an otherSecond, open source software is a better fit for the postwise closed market, creating a software market more easily
COVID-19 government workforce. The pandemic has
accessed by nontraditional defense contractors.
forced the U.S. government to rethink the traditional
It should be expected that some, especially senior officials,
work environment, forcing many civil servants to work
will worry that open source code produced by the American
from home. While working from home precludes writing
defense and intelligence industrial base will benefit Amersoftware in a classified facility, it makes working on open
ica’s enemies. American government-developed code has
source projects easier. Open source projects lend themalready been used against America before, so why encourage
selves to geographically distributed software development.
this outcome? Although some code will and ought to remain
With Internet access, users can collaborate and contribute
closely held, it’s worth considering that this perspective misto a project from anywhere.
takes Internet access for an ability to integrate software into
Third, open source code contracts also
potentially provide benefits related to contracting and democratic governance. Similar
to the idea of open architectures for military
contracting, open source code contracts can
help avoid vendor lock-in, making application programming interfaces only a website
away and thus easy to inspect. Moreover,
making contracts open source would bring
the Defense Department and other executive
branch agencies into compliance with federal
source code policy. These contracts also make
oversight easier, both for technical management organizations and even potentially for
the public at large. Fraud, waste and abuse can
be monitored more efficiently in a world of
open source repositories. However, this might
require the rise of new open source code nonprofit watchdogs.
Finally, another benefit is that bugs are
potentially discovered and fixed more quickly
Open source isn’t just a concept to be used by programmers but a mode of organization
and thinking that can inspire a community of users to collaborate and share ideas.
than for proprietary software. Because anyone
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military and intelligence operations. Yes, open source code
contracts would result in public code repositories, but it
seems possible, even likely, that American government institutions are more capable of quickly identifying, adapting
and integrating such code into their daily operations. The
tremendous success of the FalconView geospatial software
developed within the U.S. military points to this possibility.
There are also counterintelligence and cybersecurity risks.
Hostile intelligence organizations could target the maintainers associated with open source code repositories, even
though the rise of social media, especially LinkedIn, suggests that open source code profiles might be less of a counterintelligence threat than other existing trends. Nefarious
organizations might also try to slip malicious code into
open source code repositories, perpetrating a software supply chain attack. The website of the Defense Department’s
chief information officer cautions against excessive worry
about open source software supply chain attacks; proprietary
software is also vulnerable, perhaps more so. Nevertheless,
some will worry that even if security by obscurity might be
the wrong strategy for cryptographic protocols, it might be
appropriate for contractor-delivered code to the military and
intelligence community.

Open source code contracts would be disruptive, to say
the least. The table on page 49 provides a summary of potential advantages and disadvantages.
To some, this change could be welcome, ushering in a
new market. To others, this idea might represent “faddish”
thinking, simply the manifestation of excessive enthusiasm
for open source code found among some software developers and open source zealots. Viewed as an open case, open
source will increasingly present itself to the military and
intelligence software contracting community.
Rob Caudill is a senior engineer in IQT Labs. John Speed
Meyers is an engineer in IQT Labs. These views are theirs
alone and do not necessarily represent the views of their
employer or their employer’s customers.
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An important step toward Cybersecurity Maturity
Model Certification is to conduct a Certified Third
Party Assessor Organizations (C3PAO) assessment.

Tackling CMMC Compliance

C

Twelve steps can help achieve certification.

ybersecurity Maturity Model Certification is a
serious and involved process that will take time
and resources, and for small companies, it’s often
difficult to know where to start.
BY RICK
Using these 12 steps, companies can
effectively manage the transition from
PALERMO
noncompliance to compliance.
Step one: Identify controlled unclassified information.
Some companies jump right in with a self-assessment, hoping to find they’re close to certification. But what are they
assessing? The entire company? Do they have controlled
unclassified information (CUI)? The first and most important step is to understand what the contract says about
CUI. If a small business doesn’t have CUI associated with
a contract, there’s no requirement to achieve Cybersecurity
Maturity Model Certification (CMMC) Level 3 certification. If a business has a relevant Defense Federal Acquisition Regulation Supplement (DFARS) clause in a contract,
then it must identify what information or data is CUI. The
program’s security classification guide should describe what
information is classified as CUI, and hopefully, the government has done a good job of identifying and marking it.

One method to identify and visualize where CUI is in
the system is to build a dataflow diagram. This helps track
the flow of CUI information as it enters the system, is
accessed and processed by users and devices, and is stored
and exits the system. The completed dataflow diagram will
show where CUI, in logical or physical form, needs to be
protected while in custody. Once complete, a company will
have identified what needs to be hardened to CMMC Level
3 standards and what needs to be certified.
This step offers an opportunity to adjust existing business processes to reduce the amount of CUI in a system
and/or reduce the number of people/systems that access
CUI. A reduced CUI footprint also reduces the number
of systems and people to be certified. The end goal is
to reduce the CUI boundaries to the bare minimum,
presenting a smaller attack surface for adversaries and a
smaller, more affordable system to be certified.
Step two: Conduct a risk assessment. The data flow diagram should have identified all the assets that CUI interacts with within the environment. Identifying the threats
to those assets and any possible vulnerabilities will allow
the identification of risk. Examine each asset and possible
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threats to it, then study the vulnerabilities that may or may not
exist to that threat. The outcome of this step should be a completed risk assessment and a risk mitigation management plan
for risks that could not be remediated.
Step three: Conduct user training. Some studies suggest that
85 percent of cyber incidents are caused by the user. Granted,

Conducting a risk assessment facilitates the creation of a risk
mitigation management plan for risks that could not be remediated.

the system most likely had an existing vulnerability that a
threat exploited on an asset. The user was just the last step
in the attack chain when they clicked on a bad link or malicious attachment. Hopefully, a well-trained user won’t be that
enabler. During this step, a company should accomplish three
things: 1) Train all personnel that use the system; 2) Screen
employees through a background check; and 3) Identify individuals who require access to the system and CUI.
Training users, administrators and managers on protecting
CUI and what actions are acceptable on a system is critical.
All the protections in the world won’t help if a user emails
a CUI file to their personal email account so they can work
on it at home over the weekend. The government provides
training resources through the Center for Development of
Security Excellence.
Typically, screening users is accomplished at the time of
hiring. Most companies conduct background screening on
new hires. If a company has a facility clearance (FCL) and
employees hold government security clearances, that may be
leveraged.
Finally, identify which employees need to access the CUI.
In a 100-person company, if only 10 people interact with the
CUI in the execution of the contract, they should be the only
ones granted access to it. Once again, the goal is to reduce the
attack surface. The fewer people with access, the fewer the
chances of compromise.
Step four: Assess existing documentation. Early reports
from Certified Third Party Assessor Organizations (C3PAO)
undergoing certification by the U.S. Defense Department
claim documentation is a major shortcoming. The maturity
aspect of CMMC requires documentation for a set period
(yet to be determined, but at least three months). Telling an
assessor that the company has a policy isn’t going to cut it
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with CMMC. They will want to see the policy, ensure that it
addresses the issue and is being followed. They will also want
to see the plan that supports the management and resource
allocation of the policy. CMMC calls for a System Security
Plan (SSP) for each system and a policy, plan and implementation procedures for each of the 17 security domains.
Many companies either don’t have documentation or have
shelf-ware, policies written long ago, stuck on the shelf and
forgotten. Very few companies have the detailed policies, plans
and implementation procedures required. Assessing what can
be used and identifying what’s missing can be one of the most
cumbersome and time-consuming steps.
Step five: Apply the CMMC practices. Once a company
knows what it’s protecting, who needs to access it and how to
protect it, the rest is easy. Right? Simply apply step four! Utilizing the CMMC Assessment Guide, ensure each objective for
each practice is being met. Take this opportunity to fine-tune
documentation and implementation, as well as gather proof
(screen captures, links, directions to documents) in the SSP.
Step six: Conduct a gap analysis. Through the viewpoint of
an assessor, go through the list of 130 practices, 99 processes
and 657 objectives again. It’s easy to say, “Oh yeah, we’re
definitely doing that.” But a third-party assessor would say,
“Prove it.” Ideally, the assessor should be someone from outside the company. If that’s not possible, ensure whoever leads
the assessment takes a hard stance on acceptance criteria.
Once again, the CMMC Assessment Guide should be closely
followed.
Step seven: Conduct remediation. While walking through
step six, annotate the SSP with practices that have not been
met. Capture items that are absent, not being done, and/or
things that can’t be proven. These items will be added to the
plan of action and milestones and must be addressed before
scheduling a C3PAO assessment. Assign each open item to
someone along with a recommended course of action and
a due date. Work through the plan of action until all unmet
practices, processes and objectives have been met.
Step eight: Finalize SSP and documentation. This is the last
step prior to bringing in the C3PAO. Use this time to finalize
and organize documents, and brief management, administrators and users on what to expect during the assessment. A
C3PAO won’t be adversarial, but they will ask tough questions
and request proof. Establish a good mindset within the team to
avoid a negative relationship. Nothing makes an assessor dig
deeper than a belligerent or uninformed assessee.
Step nine: Conduct a C3PAO assessment. Prior to this step,
identify and contract with a CMMC Accreditation Bodyapproved C3PAO. Finding and scheduling an assessment will
depend on the number of C3PAOs certified by the Defense
Department at the time, the contractual requirement for
CMMC Level 3 certification, and good timing and luck. Until
the CMMC ecosystem is fully mature, getting an assessment
will be challenging. The C3PAO will have a process in place;
follow it.
Step 10: User access. After receiving certification, allow users
to access and use the system. If it’s a new system, create their
accounts and grant them access. If it’s an existing system, give
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them the green light to begin processing CUI. If the company
has been operating under an NIST SP 800-171 self-assessment,
this step should already have been accomplished.
Step 11: Migrate CUI data. After the users have access, they
can begin safely accessing CUI. It’s critical that CUI is only
allowed into the system through approved conduits identified in the dataflow diagram and assessed by the C3PAO. It’s
easy to fall into the trap of complacency thinking certification
has been achieved and there’s nothing more to worry about.
Maintaining an understanding of what CUI is being processed,
where it’s coming from and how it’s being stored is critical to
ensuring it stays within the identified safe boundaries of the
certified system.
Step 12: Use and monitor the system. After certification,
the work doesn’t end. New users must meet the screening and
training requirements prior to being granted access to the
system. Any changes to the environment must be reviewed
through a change management process and security practices
considered, developed, tested and applied. Major changes may
require a re-certification by the assessor and C3PAO. Systems
need to be patched in a timely manner and monitored for
compromise. Finally, users must be continuously trained on
safe use of the system and cybersecurity best practices.

22

These steps are not the only way to achieve certification.
Every company’s journey will be different depending on the
maturity and complexity of its systems. These steps provide
a logical and methodical roadmap for small, resourceconstrained companies to achieve certification. At the end
of the day, it’s not about compliance; it’s about security.
Compliance is only a mechanism to ensure thousands of
companies are secure.
Rick Palermo, CISSP, CMMC-AB registered practitioner, is
the executive vice president of operations at Ascolta. Prior to
Ascolta, Palermo worked at Booz Allen Hamilton, and served 22
years in the Marine Corps. On his last tour, he was the military
assistant to the Defense Department chief information officer.

contact: signalnews@afcea.org

CYBER EDUCATION, RESEARCH AND TRAINING SYMPOSIUM
JANUARY 25-27, 2022
AUGUSTA MARRIOTT AT THE CONVENTION CENTER
AUGUSTA, GEORGIA

AFCEA International will host the Cyber Education, Research, and Training
Symposium (CERTS) and Expo in Augusta, Georgia, home of Fort Gordon and the Army's
Cyber Center of Excellence.
CERTS brings government, education, research and industry leaders together to
focus on advancing cyber workforce development, retention and support.
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SPECIAL INTEREST EDITORIAL

Maximizing Efficiency
with Virtual Workspaces
Collaborative platforms bring together people,
capabilities to speed planning, decision making.
BY HENRY S. KENYON
The speed and distributed nature
of the modern public and private
workplace means that getting the
right teams and people aligned
for a project can be challenging,
as can coordinating and sharing
information between those
individuals. One way to do this is
through virtual workspaces that can
be applied to both existing physical
spaces like meeting rooms and in a
purely online setting.
This type of cooperation is important
because it helps teams and decision
makers work together in ways that
traditional collaboration and screen
sharing tools can’t because of their
inherent limitations, explains David
Kung, vice president for marketing
strategy at Bluescape.
“We have geographic boundaries,
technical boundaries, specialization
boundaries, and just time and space,”
Kung says. “A video call simply can’t
do it all. You need more to truly
collaborate.”
What this means is that many
current collaboration and
conferencing tools aren’t a good fit
for this new world. One example is
videoconferencing. While it’s fine for
broadcasting information or having
conversations with a small number
of people, Kung notes that it isn’t
interactive.
This can be a problem if data
such as video, graphics, images or
documents all need to be shared
and worked on at the same time.
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Other tools such as Microsoft Teams,
which is heavily used in the federal
sector, allow for basic collaboration,
but important information in email
or chat threads can be quickly
buried under new material, leading
to wasted time as people search for
specific items, Kung says.
Existing tools, whether
videoconferencing, or collaborative
applications, usually don’t work well
together, if at all. This leads to teams
having to switch between different
tools for certain activities. The costs,
in terms of time and effort, to switch
between different platforms during
a decision making process, such as
planning a military operation or
managing a project, can be severe.
“They cause more work and risks of
miscommunication and information
loss, are compounded,” Kung says.

Virtual Workspaces
One way to enhance collaboration
is through the use of virtual
workspaces, platforms that let
individuals visually organize
projects and decision making. An
important aspect of such a tool is a
digital whiteboard capability. While
Bluescape is currently the only
secure digital whiteboard available
to the public sector, Kung notes that
this is too narrow a definition as
whiteboarding is just a single feature.
A better description of a virtual
workspace is that of having an
infinite canvas as a shared desktop.
“Basically you can upload, organize
and share all the information that’s

relevant to either you, or your team,
especially in terms of how you
use that content in a collaborative
setting,” he explains.
Another important aspect of
virtual workspaces is that they
are persistent—the information
gathered on them remains, either
on-premises or in a public or private
cloud where it can be accessed and
referenced. This is different from
many available screen-sharing tools
because the information displayed
via screen sharing is ephemeral.
“Once the meeting is over, once the
person stops sharing content, it’s
gone,” Kung says.
What virtual workspaces provide
is a single platform for creating,
sharing and reviewing content, data
and team communications. Instead
of just a whiteboard, Kung says such
platforms are much more, essentially
a conference room in cyberspace
“where the whiteboard plays a role,
but so does the display, the telephone
and the table.”
Kung describes Bluescape as the table
in that virtual room. This is where
content is presented and orchestrated
and where team members can interact
with it and each other, in much the
same way a physical table in a
meeting room does, he says.

Government
Applications
Like other collaboration tools, virtual
workspaces have many uses in
federal agencies. Because it provides
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a common workspace, Kung notes
that Blusescape lets users upload
a variety of Office 365 and Google
documents and share links to them.
Files can be directly uploaded or
links can be shared with files in cloud
collaboration systems.
Users can also upload images and
media such as video files. Kung adds
that customers in defense agencies
like the ability to upload high
resolution imagery and videos such as
surveillance materials.
This flexibility lets agencies adapt
to changing situations such as
crisis and disaster response. The
ability to centralize information
and allow onsite and remote teams
to collaborate allows organizations
to create “war rooms” that can be
quickly set up to manage a situation
and just as quickly reallocated or
shut down when not needed.
“Bluescape gives you a true, hybrid
war room platform. You can go
completely virtual or you can use it
to actually make your physical war
rooms more digital,” Kung says.
In addition to centralizing
information from a variety of
sources and feeds to help teams
react quickly to changing situations,
virtual workspaces can be used
for planning and decision making.
They can gather key information
and decision factors in one place.
This is especially useful for program
management applications for federal
projects, which can require massive
amounts of information and have
far-reaching consequences.
By offering a combination of
presentation, brainstorming,
annotation and feedback tools,
virtual workspaces let decision
makers and teams visualize and
model processes and scenarios. Such
a capability must provide the ability
to upload and share information,
give comments, and make sketches
on a single platform that enables
real-time and asynchronous input
from any location, Kung explains.

Virtual workspaces let geographically separate teams collaborate on a variety of
projects or missions while providing file sharing and collaboration tools and capabilities.

Virtual workspaces also create a
single pane of glass that provides
geographically scattered users with
a common operating picture and
the ability to share operational
context and intent. In Bluescape’s
case, this includes the ability to
flexibly deploy either on premises
or into a private cloud.

Private Sector
While it has recently worked to
make inroads into the federal
marketspace, Bluescape has worked
in the private sector almost a
decade. One customer is the Ford
Motor Company, which contacted
Bluescape to help redesign how it
used its physical meeting spaces and
to move the company away from a
PowerPoint-based meeting culture,
Kung explains. Ford’s use of digital
collaboration tools like Bluescape is
also playing a key role in developing
its hybrid workplace model.
Bluescape is also used by media and
entertainment companies, which use
creative war rooms to develop ideas.
Kung notes that this process can be
cumbersome when done traditionally because it can involve transcribing and distributing meeting notes,

searching for emails and printing
art and other materials. Virtual
workspaces consolidate and streamline all of these processes, he says.
As Bluescape expands in the federal
sector, it is also working with contractors
such as FedData and Peraton that
provide consulting and system
integration services to agencies such as
the Department of Defense. Consulting
firms usually work by travelling onsite
or via a video call. But because there is
often so much information to manage,
discuss and consider in a government
project or program, arranging and
displaying it visually in a virtual
workspace has many advantages.
“Bluescape is more engaging and it’s
more interactive than a video call and
slides, so consultants and integrators
get more value out of their collaborations
with customers and it helps elevate their
brand and differentiate themselves in
the federal space,” Kung says.

For more information, go to
https://www.bluescape.com/
government/
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AFCEA Educational Activities

AFCEA Educational Foundation Opens
Four STEM Scholarships for Applications
AFCEA continues to support students in a variety of focus areas, from scholarships for active-duty miltary and veterans to
grants for students attending a college or university in a particular region to scholarships for underrepresented minorities.
Applications are now being accepted for the following four AFCEA Educational Foundation scholarships:

War Veterans Scholarship

Intel Diversity Scholarship

Scholarships in the amount of $2,500 will be
awarded to active-duty or honorably discharged
U.S. military veteran part-time or full-time
undergraduate students.

$3,000 will be awarded to full-time students pursuing an undergraduate or graduate degree (master’s or Ph.D.) at an accredited academic institution. Applicants must be underrepresented
minorities (i.e. women, racial minorities including identifying as
Black, Latin/Hispanic, Native American, etc). Applicants must be
either a current member of the Armed Forces, have prior military
experience or be a Gold Star Family Member.

Col. Kathleen Swacina Scholarship
A scholarship in the amount of $1,500 will be
awarded to a female undergraduate or a graduate
student enrolled in a STEM major related to the
mission of AFCEA and attending schools in or
residing in the states of Georgia, South Carolina,
North Carolina, Florida and Alabama, including
community colleges.

American Systems Scholarship
Two $2,500 scholarships will recognize students enrolled in a
hard science or technology-related degree-granting program and
attending a four-year historically black college or university in
the United States.

To apply for these scholarships, please visit https://www.afcea.org/site/foundation/scholarships.

COMING OCTOBER 1, 2021!

AFCEA VADM Samuel L. Gravely
Memorial Scholarship
Two $2500 scholarships recognizing students enrolled in a hard science or
technology-related degree-granting program and attending a four-year
Historically Black College or University (HBCU) in the United States
About AMERICAN SYSTEMS
Founded in 1975, AMERICAN SYSTEMS is a government IT solutions provider and one of the
top 100 employee-owned companies in the United States with approximately 1,600 employees. Based in the Washington, D.C., suburb of Chantilly, VA, the company provides Enterprise
IT, Acquisition and Lifecycle Support, Engineering and Analysis, Test & Evaluation, and Training
Solutions to DOD, Intel, and civilian government customers. AmericanSystems.com
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ProductQuest
Military Use of Autonomous,
Augmented & Virtual Reality Platforms
Pilots training with the U.S. Airforce will be able to access Red 6 Aerospace Inc.’s
synthetic air combat training system known as ATARS, or Airborne Tactical Augmented Reality System, for use in the air to enhance their initial pilot qualification, dogfighting, refueling and maneuvering skills. ATARS blends augmented
reality, artificial intelligence and powerful computing into a real-world, dynamic
air combat environment where aircraft can reach speeds of several hundred miles
per hour and pull about nine Gs, or gravitational forces, while interacting with the
digital assets in the sky. In addition to synthetic adversaries, tanker refueling and
other augmented air participants, the latest version of the platform will now also
provide synthetic ground-based threats, such as digital missile attacks, up to the
pilots in their real-world combat air environment. The company is now based in
Miami; Orlando, Florida; and Los Angeles.

Two Orlando-based companies, Bohemia Interactive Solutions (BISim)
and Cole Engineering Services Inc.
(CESI), are working together to deliver
next-generation virtual reality combat training components for the U.S.
Army’s Synthetic Training Environment (STE). CESI is developing the socalled Training Software System and
the Training Management Tool, both
core elements of the service’s foundational STE Information System, the
Army said. Meanwhile, BISim’s primary products, VBS4, VBS Blue Image
Generator and VBS World Server,
which will go into the STE Information System, are high performance,
3D whole-earth VR-based technologies that will allow soldiers to train
and rehearse on realistic virtual terrains anywhere in the world with more
than 1,700 virtually capable features,
according to the company.

Pittsburgh-based RE2 is now offering an autonomous helicopter refueling
system, which uses the company’s so-called RE2 Sapien 6M robotic arm
and its associated autonomy software modules, RE2 Detect and RE2 Intellect. The company is developing a version of the robotic refueling system
for the U.S. Army to refuel AH-64 Apache helicopters via an unmanned
ground vehicle (UGV). Using
its perception software to control a highly dexterous robotic
arm mounted onto a UGV, the
RE2 system will autonomously
position and engage a fuel
nozzle into the helicopter’s fuel
port, according to the company.
Multiple perception sensors will
provide 3D situational awareness, allowing the system to operate in an unstructured, outdoor environment. The system will automatically detect when fueling is complete and
disconnect the fuel nozzle from the aircraft. RE2 is partnering with Pratt
Miller, which is supplying their so-called TMT-I rugged mobile base for
the program. “Upon a pilot’s command, this system will quickly and efficiently remove a fuel line from a stored location, engage the fuel line with
the Apache helicopter, and then move it back into a stowed position, completely autonomously,” said Amanda Sgroi, director of computer vision
and autonomy, RE2 Robotics. “Because the system is unmanned, it will
enable troops to extend the range of their missions while eliminating the
need for soldiers to remain isolated at refueling stations, further reducing
the size of a mission’s logistical footprint.”

Find. Download. Solve.
The SIGNAL Media Resource Library provides
you with content that is relevant to your job.
www.afcea.org/signal/resources
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Membership in
AFCEA Delivers
AFCEA connects great ideas, vital solutions and innovative
people to advance the global security mission.

Learn

ENGAGE
with decision makers
EXPAND
your market reach

Corporate members engage.

Learn more about corporate memberships at: www.afcea.org/membership.

AFCEA members receive SIGNAL Magazine each month. This
award-winning, premier publication, along with SIGNAL
Online and The Cyber Edge, covers the latest cyber
technologies, communications, electronics, intelligence,
and information systems, equipping you for success.

Your Network is
Never Down
Through our chapters worldwide, you are part of an
extensive network of government and industry
professionals in the fields of cyber, IT, communications, and
intelligence. You have an instant connection through the
local AFCEA chapter network, wherever you travel or work.

Engage With Military,
Government and
Industry Leaders
As a member, you’re eligible for discounted rates to
participate in AFCEA’s acclaimed national and international
exhibitions, conferences and symposia.

Get and Stay Smart
AFCEA’s events also include dozens of sessions that have
been approved as qualified continuing education
sessions —all included in your member-discounted
registration. In addition, your attendance documentation is
provided directly to members.

Be Seen
AFCEA’s Corporate Directories are seen by over 5,000 key
executives each month. Corporate Members get a listing in
any of directories for Cybersecurity, Education, Health IT,
Homeland Security, or Intelligence Community, and can
use the directory’s power search tools using keywords or
NAICS codes.

Save
On tuition through Preferred providers of education, as well
as through CompTIA discounts on Certification Vouchers.

AFCEA International Media

JOIN TODAY! www.afcea.org/membership
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Build Your Future
With awards and scholarship programs recognizing your
professional and academic accomplishments.
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AFCEA Welcomes New Director of
Media Sales, Strategy and BrandLink

M

adeleine Stern has joined
AFCEA International and
leads the communications team’s sales group in
managing the AFCEA BrandLink relationships and developing the SIGNAL
Media and overall association advertising strategies and programs. She joined
the team in August.
Prior to her role with AFCEA, Stern
served as the director of marketing,
membership and trade shows at the
Railway Engineering-Maintenance Suppliers Association, or REMSA. She has
an extensive background in association
communications, with a specialization
in marketing and brand management.
“I am thrilled by this opportunity
to apply my integrated marketing and
advertising background to build on
BrandLink’s resounding success and

help shape the association’s communications strategies to expand and amplify
AFCEA’s suite of marketing and advertising products,” Stern said.
As an innovator, Stern will optimize the collaborative opportunities
offered by AFCEA’s events, marketing,

membership and editorial teams to
build a full and strategic advertising
plan centered on connecting customers to their clients.
In addition to her work experience,
Stern served as parliamentarian on
the board of directors of the League of
Railway Women. She earned a Bachelor of Arts in communications with
a concentration in journalism and a
double minor in electronic journalism
and theater from George Mason University in Fairfax, Virginia.
As a nonprofit, AFCEA provides
services and products at affordable
pricing, connecting customers’ brands
through engagement, event participation and SIGNAL Media products that
deliver memorable, informative and
focused messages to a highly engaged
global audience.

New Corporate Members
Listed below are the latest organizations to become corporate members of AFCEA International. A capabilities statement for each
new member will be published in this issue or in the future. A complete list of corporate members is available online at www.afcea.
org/membership/corporate/corporates.jsp.
171Comply
Ad hoc Research
Applied Technical Systems Inc.
Avening Management and Technical
Services LLC
CalypsoAI Labs
Comtec Enterprises Limited
CounterCraft Inc.
CounterTrade Products Inc.

cPacket Networks Inc.
CyberCatch
Devo Technology Inc.
Endictus Corp.
Equitus Corporation
Fusion Innovation
Global Technical Systems
Idril Services Corporation
Mayvenn LLC

Meticuli5 LLC
Net X Computers
Peregrine Technology Solutions Inc.
Pipl
PJR Corporation
RVJ Institute
TM3 Solutions Inc.
Two Six Technologies

The AFCEA Weekly Digest is the primary communications channel
between AFCEA and its members. The brief e-newsletter includes
highlights from the emails that AFCEANs received during the
week as well as news from chapters and association headquarters.
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AFCEAN of the Month
Maj. Jeffrey Paquette, USAF, and Lee Ann Zeleniskar
TIDEWATER CHAPTER

M

aj. Jeffrey Paquette, USAF,
symposium committee
chair, and Lee Ann Zeleniskar, chapter vice president of affiliate organizations, put together an
innovative “prelude” to the Tidewater Integrated Cyber Symposium (TWICS) 2022 event, which
was held in May. With COVID
impacting the chapter’s ability
to conduct its first-ever TWICS
for two years in a row, these two
outstanding AFCEANs developed and executed a plan to hold
an event to bring together industry and government using a prelude as a way to sustain interest.
Coordinating with the Air Combat Command/A-6, Maj. Paquette

and Zeleniskar utilized the annual
C ommander’s C onference to
increase the overall engagement
strategy with senior government
representatives. They secured three
general officer briefers: Brig. Gen.
Bradley Pyburn, USAF, 16th Air
Force, Joint Base San AntonioLackland, Texas; Brig. Gen. Robert Lyman, USAF, assistant deputy chief of staff for cyber effects

operations, Headquarters U.S. Air
Force, Arlington, Virginia; and
Brig. Gen. Chad Raduege, director of cyberspace and information
dominance, and chief information
officer, Headquarters Air Combat
Command, Joint Base LangleyEustis, Virginia. Additionally, they
provided TWICS 2022 sponsors
with breakout rooms to inform
attendees on ways their companies’
technologies support Air Force
cyber effects.
In recognition of their leadership, innovation and commitment
to the chapter, AFCEA proudly
names Maj. Jeffrey Paquette, USAF,
and Lee Ann Zeleniskar AFCEANs
of the month.
For more on TWICS, go to
https://www.afcea-tidewater.org/.

Corporate Capability Statements
The following new AFCEA corporate members have recently completed online capability listings.
See the full profiles of these and other AFCEA corporate members in searchable form at www.afcea.org/directories.

171COMPLY

401 W Lexington 475, El Cajon, CA 92020
(619) 368-5246 • Email: mikeo@171Comply.com
Website: www.171Comply.com
President: Mike Olivier
Business Focus: 171Comply consulting is focused on policy for
system security planning. The company provides templates and
examples for CMMC and NIST 800-171 policies. 171Comply finds
most companies and managed security providers are doing what
they need for compliance. These are standard best practices.
However, it is not documented; there is no process. 171Comply
provides sample policies and help with processes that get clients
to certified compliance.
Products/Services: The focus of services is CMMC compliance.
171Comply works collaboratively with company stakeholders
and the company’s internal information technology or managed
service provider. 171Comply provides sample policies,
workbooks, templates and system security plan training. Policies
include risk and threat assessments, configuration management,
access control, physical and personnel security, incident response
and recovery, etc.
Clients: Manufacturing companies in the defense industrial base,
large and small, as well as service providers that need a starting
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point for CMMC system security plan policies and templates.
Business Type: Service-disabled veteran-owned business.

AD HOC RESEARCH

203 Market Street, Suite 301, Havre de Grace, MD 21078
Email: info@ad-hocresearch.com
Website: www.ad-hocresearch.com
CEO: Pritesh Patel
Business Focus: Ad hoc Research LLC is a veteran-owned
services company that provides innovative solutions uniquely
carved to meet client’s needs. Ad hoc Research specializes in
providing the full spectrum of systems engineering services to
major DoD acquisition programs and research and development
projects.
Products/Services: Cyber analytics; big data analytics; modeling
and simulation; test and evaluation; systems integration; and
integrated logistics support.
Business Type: Service-disabled veteran-owned small business.

CALYPSOAI LABS

1806 Summit Ave, Suite 300, Mailstop 39, Richmond, VA 23230
Email: leads@calypsoai.com • Website: www.calypsoai.com
CEO: Neil Serebryany
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Business Focus: Artificial intelligence (AI) and machine learning
have expanded from boardroom presentations into practical
applications. CalypsoAI helps its clients accelerate an automated
future. To do this, CalypsoAI is advancing the science behind
trusted AI, ranging from AI accreditation to defenses against
adversarial machine learning attacks. CalypsoAI turns these
scientific advancements into actionable software tools. CalypsoAI
software is relied upon to give the ground truth view of AI
performance, reliability and security. The software puts the human
directly into the AI development and utilization loop by allowing
developers and operators deep insight into model behavior while
allowing for stress tests and ongoing performance monitoring.
Products/Services: CalypsoAI’s software platform gives
every team the ability to validate, monitor and secure their AI.
CalypsoAI’s Vespr is an integrated model accreditation and model
risk management system used to develop, test and deploy
models with validation and security built in.
Business Type: Small business.

COUNTERTRADE PRODUCTS INC.

7585 W 66th Avenue, Arvada, CO 80003
(303) 424-9710 • Email: info@countertrade.com
Website: www.countertrade.com
CEO: Sharon Norwell
Business Focus: CounterTrade Products Inc., is a complete
technology solutions company. Since 1985, the company
has helped organizations grow by supporting and fulfilling
information technology (IT) needs. Solve technology challenges
with a customized solution built for every need and budgetary
requirement. Find hardware, software and services dedicated to
improving a company’s productivity while decreasing operational
and capital costs. Utilize Counter-Trade Products contracts to
source items from its partners, including Dell EMC, HP, Microsoft,
Cisco and many more.
Products/Services: CounterTrade Products’ capabilities range
from computer hardware and servers to more complex network
integration requirements such as the latest virtual network
technologies and IT security products and services.
Business Type: Woman-owned small business.

ENDICTUS CORP.

109 N Beaumont Avenue, Suite 102, Kissimmee, FL 34741
(703) 853-1630 • Email: info@endictus.com
Website: www.endictus.com
President and CEO: Nicole Marie Ortiz
Business Focus: Endictus Corp., is a Small Business
Administration-certified, 8(a), minority-owned and third-party
certified economically disadvantaged woman-owned small
business specializing in providing revolutionary solutions to
program offices within the federal government. Endictus takes
pride in honoring its most precious resource, its employees,
which yields the high performance that distinguishes the company.
Endictus is NIST 800-171 and CMMC Level 3 compliant.
Products/Services: Program management; program analysis;
systems engineering technical assistance; consulting; penetration
testing; cybersecurity; information technology; web development;
social media and digital marketing; logistics; continuity of
operations planning; facilities; fleet; property management; and
U.S. Department of Defense audit readiness.
Business Type: Minority- and woman-owned small business and
8(a) firm.

EQUITUS CORPORATION

2170 Rainbow Drive, Clearwater, FL 33765
1-888-722-8755 • Email: info@equitus.us
Website: https://equitus.us
CEO: Rob E. Guidry
Business Focus: Born from extensive military experience, Equitus
designs, builds and delivers cutting-edge big data platforms that

are mission-critical and provide support to both government and
commercial organizations. Having experience in the field of special
operations and national security, Equitus’ unconventional team of
operations, strategy, technology and R&D professionals bridge
the entire process from initial concept through full operational
capability and effect. Equitus solutions are open-architecture,
open-standard and open-scaling, providing a unique foundation for
next-generation artificial intelligence and beyond.
Products/Services: Equitus Coven; Equitus Spectre; Equitus
Sentinel; open source; knowledge management; and geospatial.
Clients: U.S. Marine Corps Forces Cyber Command; U.S. Veterans
Administration; Marine Corps II MEF Information Group; and U.S.
Special Operations Command/Command Central.
Business Type: Veteran-owned small business.

IDRIL SERVICES CORPORATION

172 Prospect Place, Alpharetta, GA 30005
(404) 937-3747 • Email: lakshmi@idrilservices.com
Website: www.idrilservices.com
CEO: Lakshmi Radhakrishnan
Business Focus: Whether it’s people, hardware or application
software, Idril Services Corporation makes technology work for its
clients. Technology is the engine for growth. Allow Idril Services
Corporation to help you become more adaptive, competitive
and profitable. The company partners with industry leaders to
deliver the hardware, applications and expertise to move missions
forward through the intelligent application of technology.
Products/Services: Cybersecurity; staffing; infrastructure;
managed services solutions; digital solutions; application
management; testing; and Q&A.
Business Type: Minority- and woman-owned small business and
8(a) firm.

METICULI5 LLC

6701 Democracy Boulevard, Suite 300, Bethesda, MD 20817
(202) 774-9775 • Email: contact@meticuli5.com
Website: www.meticuli5.com
CEO: Saeed Balogun
Business Focus: Meticuli5 was founded by four cloud engineers
with a desire to change the way the federal government functions.
With a combined 30 plus years of experience in various industries
and disciplines, the government seemed like the perfect next
step. Meticuli5 goals are to modernize existing systems,
optimize cloud-based technology and create custom solutions.
The company will do so with transparency and always keeps the
customer front and center. Meticuli5 understands the challenges
and is passionate about technology and is here to provide
solutions.
Products/Services: Cloud migration; digital modernization;
software development; cybersecurity; project management;
integrated systems; and artificial intelligence.
Business Type: Woman and minority-owned small business.

PEREGRINE TECHNOLOGY
SOLUTIONS INC.

5927 Cedar Fern Court, Columbia, MD 21044
(301) 542-3893 • Email: contact@peregrinetech.io
Website: www.peregrinetech.io
CEO: Allen Walker
Business Focus: Peregrine Technology Solutions believes
cybersecurity is the bedrock of all information technology
solutions. Its team places the security and availability of
customer’s mission-critical systems as the highest priority. With
the near-constant release of vulnerabilities and exploits, defensive
cybersecurity solutions are fundamental. Peregrine Technology
Solutions’ team has been crucial to securing large-scale, missioncritical systems such as U.S. Defense Department, Enterprise
Email and the REL and FED DMZ solutions. Peregrine Technology
Solutions works alongside its customers to improve not only
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the security of their systems but to improve and streamline the
associated processes (e.g. change management, risk analysis,
etc.).
Products/Services: Computer network defense and Blue Team;
threat intelligence and analysis; assessment and authorization/risk
management framework; and test and evaluation.
Business Type: Veteran- and minority-owned small business.

RVJ INSTITUTE

18 Beacon Way, Milford, NH 03055
(603) 459-3619 • Email: stourangeau@rvjinstitute.org
Website: www.rvjinstitute.org
Business Focus: The Reginald Victor Jones Institute is a not-forprofit center of excellence designed to enable electromagnetic
spectrum (EMS) superiority for the U.S. Defense Department.
Unlike think/knowledge tanks, federally funded research and
development centers and university-affiliated research centers
devoted to many different disciplines, the RVJ Institute is
dedicated exclusively to excellence in electromagnetic spectrum
operations. It is the only center of excellence in the world focused
solely on ensuring freedom of action in the EMS. It is the one-stopshop and go-to authority for erudite EMS-related research, studies
and analysis that will forge successful operations in the invisible
frontier.
Business Type: Veteran- and woman-owned small business.

SPACELINK

8260 Greensboro Drive, Suite 503, McLean, VA 22102
Email: info@EOSSpaceLink.com
Website: www.eosSpaceLink.com
CEO: David Bettinger
Business Type: Meeting pent-up demand for fast, affordable
access to the growing mass of data available from space,
SpaceLink is creating new opportunities to advance humanity
by fully realizing the potential of data-driven insights, emerging

technologies and continued space innovation.
Products/Services: SpaceLink is a satellite relay system for
real-time communications with spacecraft in low-earth orbit. With
SpaceLink, remote sensing satellites can continuously download
data without having to wait until they are over a ground station;
space stations can have continuous communications with the
ground; and satellite servicers and tugs can receive and send
tasking and RPO instructions as needed.
Business Type: Small business.

VALID8

599 North Avenue, Suite 8-8, Wakefield, MA 01880
(781) 702-4434 • Email: info@valid8.com
Website: www.valid8.com
President: Ian Carpenter
Business Focus: Valid8 delivers a different approach to testing.
Its industry-leading performance, security and conformance
solutions for 5G/4G-LTE/3G-UMTS, IMS, VoIP and PSTN
telecommunication networks delivers an all-in-one technology
with flexible, customizable testing options in a single platform.
Valid8 tests fixed and mobile networks with an upgrade path
to support emerging technologies such as 5G and IoT. Valid8’s
simple, agile and cost-effective testing solution delivers what
businesses need without the complexity or overhead of other
testing tools. Its customer base represents some of the largest
providers in the world. Valid8 is the rebel of the testing world.
Affordable platforms. Flexible software. Devoted support.
Products/Services: Testing products: conformance – MCX;
conformance – P25 ISSI CSSI (ICC Test Tool): conformance –
SIP; emulators; loaders; M5 Mobile UE Emulator; M5 Mobile UE
Tester/RAN emulator; simulation toolkits; Test Software IPv6
Suite; training; and consulting
Clients: Network operators, research contractors, integrators
and network equipment manufacturers.
Business Type: Small business.

AFCEA Sustaining Members *
A.M. Fadida Consulting
Abacus Technology
Corporation
Accenture
Aerospace Corporation, The
AT&T Government
Solutions
Avaya Government
Solutions
BAE Systems
BeyondTrust Inc.
Boeing Company, The
Booz Allen Hamilton
CA Technologies
CACI Inc.
Carahsoft Technology Corp.
CGI
Chenega MIOS
Cisco Systems Inc.
Cole Engineering Services
Inc.
Collins Aerospace

Comcast Business Services
CommScope
CommVault
Dell Technologies
Deloitte LLP
Elasticsearch Inc.
Ernst & Young (EY) GPS
FedData Technology
Solutions
Fortinet Inc.
General Dynamics IT
General Dynamics Mission
Systems
General Micro Systems Inc.
Google Inc.
GovTech
Guidehouse
Hewlett Packard Enterprise
HP Inc.
IBM Federal
Insperity
Intelsat General

Corporation
Jacobs
Jet Propulsion Laboratory
L3Harris Technologies
Leidos
Lockheed Martin
Corporation
Lumen Technologies Inc.
ManTech International
Corp.
McAfee Inc.
Micro Focus US Inc.
Microsoft Corporation
MITRE Corporation, The
Motorola-U.S. Fed. Gov’t
Markets Div.
NEC Corporation of
America
NetApp
Netscout Systems
NICE inContact
Noblis

Northrop Grumman
Corporation
NTT DATA Federal Services
Inc.
Oracle America Inc.
Parsons
Peraton
Poly
Raytheon Company
SAIC
Samsung Electronics
America
SAP Public Services
Serco Inc.
ServiceNow
Telos Corporation
Teradata Government
Systems
Tyto Athene LLC
USAA
Verizon
ViON Corporation

* List is current as of August 9, 2021. A complete list of AFCEA’s corporate members is available at www.afcea.org/membership.
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two months prior to publication date.

ARKLATEX—In July, attendees check out the different technologies, innovations and
opportunities on display from the 35 vendors at the Tech Expo.

Alamo

Emerging Leaders Team
Hits a Home Run
The chapter’s Emerging Leaders hosted
its first in-person event, a “Welcome Back”
gathering on the Fiesta Deck of the Nelson
W. Wolff Municipal Stadium, home to the
San Antonio Missions baseball team. The
Missions took on the Springfield Cardinals
while the group of around 20 attendees
watched, networked and chatted over fajitas, hot dogs and cold beverages. “It was
a great showing for our first event back
in person,” explained Shawn Cressman,
vice president of Emerging Leaders. The
attendees were a mix of military, nonprofit
partners, government agencies and a few
members of industry and academia. Even
an Austin member made the trip down.
The Emerging Leaders group hopes to see
everyone again soon.

ARKLATEX—Vertex Solutions walks an attendee through a
virtual ride on an aircraft simulator at the July event.

ARKLATEX—Lumen Technologies shows off some of the different tasks they have created
for the Robot Dog from Boston
Dynamics at the July Tech Expo.

ALAMO—In July, (l-r) Justin Newell, Brianna
Oberg and Shawn Cressman, vice president of
Emerging Leaders, pose with the San Antonio
Missions mascot, Ballapeno, a spicy jalapeño!
The chapter’s Emerging Leaders enjoyed
baseball and networking for their first in-person
event since the start of the pandemic.

ArkLaTex

Live Tech Expo 2021 Is a Success
The Tech Expo’s return to the ArkLaTex
region was met with great success. Hosted
at Barksdale Air Force Base, Louisiana,
in July, the Tech Expo involved 35 vendors and attracted over 170 local attendees as one of the first live events since the
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Director of NC3 Enterprise
Center Disusses Meeting
Old Standards in New Ways
In June, Rear Adm. Ronald R. Fritzemeier, USN, director, Nuclear Command,
Control and Communications (NC 3 )
Enterprise Center, Offutt Air Force Base,
Nebraska, spent time with the chapter discussing NC3 and the role of the center.
Adm. Fritzemeier provided a historical view of the U.S. posture in strategic and
nuclear deterrence. He touched on the Cold War and the development of the
nuclear triad, which prompted the necessity for the command and control (C2) systems to assure the president of the United States could command and control the
nuclear forces. Adm. Fritzemeier elaborated on how 30 years of being the world’s
uncontested superpower allowed the focus to shift so that NC3 was not the number
one priority and NC3 systems across the enterprise needed modernization. As the
threats to C3 technologies continued to evolve, the secretary of defense established
a single department lead for the NC3 enterprise. Adm. Charles Richard, USN, commander, U.S. Strategic Command, was also designated as the Defense Department
NC3 Enterprise Center lead. The NC3 Enterprise Center was formed to address
three components: driving requirements for modernization of programs supporting NC3; enabling innovation to develop new NC3 capabilities; and driving policy.
Adm. Fritzemeier concluded by pointing out the goal is to rapidly modernize NC3
to “meet old standards in new ways.”

Greater Omaha

GREATER OMAHA—Rear Adm. Ronald
Fritzemeier, USN (l), director, Nuclear
Command, Control and Communications
Enterprise Center, U.S. Strategic Command,
Offutt Air Force Base, Nebraska, shakes
hands with Jerry Gandy, chapter executive
vice president, at the June event. Adm.
Fritzemeier received a chapter coin for
being the June guest speaker.

GREATER OMAHA—Pictured are
Liam Fish (l), high school graduating
senior from Papillion-LaVista South High
School, attending Rose-Hulman Institute
of Technology, Terre Haute, Indiana, and
working toward a degree in mechanical
engineering; and Simon Thengvall, freshman,
University of Nebraska, Lincoln, Nebraska,
working toward a degree in mechanical
engineering. Both students are recipients of
spring scholarships from the chapter.

GREATER OMAHA—Featured at the June luncheon are recipients of monetary awards
from the recent Metropolitan Science and Engineering Fair: Audrey Brown, eighth grade,
Alice Buffett Magnet Middle School, Omaha, Nebraska; Zareena Abdessalam, seventh
grade, McMillan Magnet Center, Omaha, Nebraska; Lance Nevels, seventh grade, King
Science and Tech Magnet School, Omaha, Nebraska; Giovanna Franco, eighth grade,
King Science and Tech Magnet School; Madison Neeley, eighth grade, King Science
and Tech Magnet School; Daniel Ramos, eighth grade, McMillan Magnet Center; Reema
Guda, ninth grade, Omaha Public School System, Omaha, Nebraska; and Tori Thimjon,
eighth grade, Alice Buffet Magnet Middle School.
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GREATER OMAHA—Jordan Higginbotham
(l), the chapter’s Young AFCEAN lead,
shakes hands with Gandy. Higginbotham
was the chapter’s emcee for the luncheon
and received a chapter coin for his efforts.
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pandemic emerged last year. Social distancing restrictions have gradually eased
over the last few months, allowing the
much-anticipated event to occur.
The event featured unique technologies
and opportunities to interest and engage
attendees. Vendors highlighted products
and projects from deployable communication technologies, artificial intelligence,
augmented reality and virtual reality (VR),
and cybersecurity. “This was a great event
as it was nice to see so many people show
up to check out the different technologies, vendors and organizations. A few of
my favorite things were seeing the robot
dog from Boston Dynamics chase the
bone, going hands-on with VR and getting
munitions training on a virtual flight line,
and learning about the new innovations
in computer tech from the various businesses. It was also nice to see people take
interest in our AFCEA ArkLaTex chapter
booth, and we even got some new members signed up!” said Capt. Kebin Umodu,
USAF, chapter executive vice president.
Additional highlights included two briefings: “The Leader in 5G Puts First Responders First,” presented by T-Mobile, and

“Mixed Reality Lightweight Training Ecosystem,” presented by Lumen Technologies.

Czech
Cybersecurity Expert Assumes Role
as Chapter VP for Membership Affairs
In March, Tomas Pribyl took on the role
of chapter vice president for membership
affairs.
A graduate in technical cybernetics
at the Faculty of Electrical Engineering,
Czech Technical University in Prague,
Pribyl has been working in cybersecurity
since 1996.
He is the founder, co-owner and chairman of the board of Corpus Solutions a.s.,
a consulting and technology company
helping customers cope with the growing
risks of cyberspace.
Pribyl places great emphasis on education and practical skills training in the
detection and management of cyber incidents. He found inspiration in Israel and
tries to transfer this knowledge to customers. In 2016-2019, he was the chairman of
EUCYBSEC, a professional platform for

CZECH—At the July award ceremony, Tomas Pribyl, chapter vice
president and CEO of Corpus Solutions, general competition partner;
Lubos Fendrych, head of the National Cyber and Information Security
Agency; Anna Jungmannova, junior category winner; Brig. Gen. Lenka
Smerdova, Czech Armed Forces, pose for a photo.

sharing the latest in cybersecurity.
Currently, he is actively involved in the
AFCEA Czech Cyber Security Working
Group. In addition, he cooperates externally with the University of Economics in
Prague, where he teaches cybersecurity.
Corpus Solutions supports the activities of the AFCEA Cyber Security Working Group and has been sponsoring the
National Cyber Security Competition
organized by AFCEA under the umbrella
of the European Cyber Security Challenge.

Student Competition Awards
the Best in Cybersecurity
Following the national finals of the
Czech Republic’s Cyber Security Student
Competition organized by the AFCEA
Cyber Security Working Group and a wide
range of state, academic and professional
organizations, which took place online in
May this year, a ceremony of results was
held in July at the University Club of the
University of Defence in Brno.
The formal meeting was opened by the
rector, commander of the University of
Defence, Brig. Gen. Zuzana Krocova, Czech
Army. The ceremony was attended by

CZECH—(l-r) Pribyl, Fendrych, Jan Kucera, high school category
winner, and Gen. Smerdova, pause for a photo opportunity at the July
award ceremony.

CZECH—Students and winners of the fifth edition of the Czech National Cyber Security Competition pose for a
photo with a Skoda Enyaq iV in July. Skoda Auto is one of two general partners of the national competition.

CZECH—Tomas Pribyl,
founder, co-owner and
chairman of the board of
Corpus Solutions, a.s., and
an experienced and wellknown member of the Czech
cyber community, assumes
the role of chapter vice
president of membership
affairs. He has been in this
position since March.
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representatives of the state administration,
including Vladimír Dzurilla, government
commissioner for ICT and Digitization; Brig.
Gen. Lenka Šmerdová, adviser to the chief of
the general staff of the Czech Armed Forces;
Col. Jiří Vavra, deputy head of cybernetic
and information warfare command; Lubos
Fendrych, head of the National Cyber and
Information Security Agency; and other
guests.
Tomáš Pribyl, chapter vice president of
member affairs, spoke on behalf of the chapter and the general partner of the competition, Corpus Solutions. The competition
committee was represented by several delegates headed by Jaroslav Burcik, vice chairman of the competition committee.
Special thanks also go to the other partners of the competition, especially Skoda
Auto, whose representative introduced the
students to the new Skoda Enyaq electric
car at the event, and Gordic, CETIN a.s.,
DataSpring, Flowmon Networks and others.
The overall winner and the winner of
the secondary-school category was Jan
Kucera, Secondary Vocational School,
Brezova, who scored 515 points. Adam
Ivora, Masaryk University, Brno, won the
category of students over the age of 20,
earning 501 points. In the junior category
of students under the age of 15, Anna Jungmannova, Doctrina Elementary School,
Liberec, won the award with 205 points.
She also won in the best girl category. Lucie
Hruskova, Smichov Secondary Industrial
School and Grammar School in Prague,
received the award for the best write-up.
The ceremonial announcement also
launched the Summer School of Cyber

Security, which 19 students of all ages
attended. The program of the summer
school was prepared by the Centre for Cyber
Security, z.ú. (KYBERCENTRUM) in cooperation with KYPO of Masaryk University in
Brno, the University of Defence, the Cybernetic and Information Warfare Command
and other state, academic and nonprofit
organizations. The summer school includes
a program aimed at deepening students’
knowledge and gaining new experience in
teamwork. Students will also have the opportunity to meet and get acquainted with the
partners of the competition, their potential
future employers.
Find more information about the event
at www.kybersoutez.cz.

Dayton-Wright
Virtual Luncheon Hosts AF
Commander for Discussion
on Future Communication Support
The chapter held its July 2021 luncheon
virtually. Members of the government, civilian and Wright Patterson Air Force Base
community participated. The speaker was
Col. Ivan Herwick, USAF, commander, 88th
Communications Group, Wright-Patterson
Air Force Base (WPAFB), Ohio. The event
topic was 88th Communication Group
Capabilities, Restructure and Future Communication Support to WPAFB. The 88th
Communications Group provides support to
three large installation areas.
The chapter thanked its level sponsors:
Diamond Sponsors: Segue Technologies,

Bluewater, Definitive Logic and Deloitte;
Ruby Sponsor: FTI; and Sapphire Sponsors: Array, Cloud Lake Tech, MACALOGIC and PE Systems.

Virtual Luncheon Speaker Series
Highlights Commander’s Log
The chapter’s June luncheon was held
virtually for government, civilians, members, nonmembers, students/academia,
sponsors, current students and teachers/
professors.
The speaker was Lt. Gen. Shaun Morris,
USAF, commander of the Air Force Life
Cycle Management Center, Wright-Patterson Air Force Base, Ohio. Gen. Morris also
serves as the program executive officer for
the Rapid Sustainment Office (RSO). Gen.
Morris highlighted the latest happenings
at AFLCMC and RSO. He also discussed
the new administration and how they are
finding ways to integrate robotics, automation and future technologies from industry
across the Air Force.

Kaiserslautern
Summer TechExpo
Overcomes COVID Hurdles
In July, the chapter overcame COVID
hurdles and hosted its annual Summer
TechExpo July 19-23 at Ramstein Air Base,
Germany. This was the first international
AFCEA event since the pandemic, which
was expanded for additional KMC area
participants. The chapter hosted Lauren
Knausenberger, chief information officer for

KAISERSLAUTERN—In July, chapter members and attendees assemble for Summer TechExpo at Ramstein Air Base, Germany.

KAISERSLAUTERN—At the July expo,
Lauren Knausenberger, chief information
officer for the Air Force, is guest speaker
and acts as senior participant for events.
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KAISERSLAUTERN—Participants enjoy the Annual AFCEA Chapter 158 Golf Tournament for
STEM held during TechExpo week in July.
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the Air Force, as guest speaker and senior
participant for events. The expo included 37
information technology (IT) vendors and
several more attendees and sponsors. In all,
there were over 319 attendees at the expo
and several general officers that came to
learn about spotlighted industry.
Throughout the week, industry partners
integrated with Air Force senior leaders to
understand U.S. Air Forces in Europe and
Air Forces Africa’s (USAFE-AFAFRICA’s)
requirements. They showcased cutting-edge
technology to help the field in warfighting capabilities across the two-continent
theaters of Europe and Africa. At the conclusion of the TechExpo, Gen. Jeffrey Harrigian, USAF, commander, USAFE-AFAFRICA, presided over the retirement ceremony
honoring Col. Andrew D’Ippolito, USAF,
director of communications and chief information officer, A-6, Headquarters USAFEAFAFRICA, and his 27 years of service.
Col. D’Ippolito was a long-standing chapter member, avid AFCEA supporter and

mentor to all chapter members. With Col.
D’Ippolito’s retirement, Col. Oscar Delgado,
USAF, moved from Joint Staff to take the
reins of A-6. The chapter looks forward to
growing a relationship with local USAFEAFAFRICA leadership.

North Carolina
Scholarship Program Benefits
ROTC Cadets and Veterans
The chapter’s ROTC and Veteran’s Scholarship Program was held at Fayetteville State
University (FSU) in August. During the
event, the chapter awarded scholarships to
ROTC cadets at Campbell University, North
Carolina State and FSU. Also, a veteran at
Fayetteville Technical Community College
received a scholarship. These awards were
in addition to chapter scholarships given
to graduating high school seniors and local
Teacher STEM Grants.

NORTH CAROLINA—Previously postponed, the chapter’s award ceremony takes place in August
at Fayetteville State University. Cadet Desiree Bliss (c) receives an award from Marv Gordner,
chapter president. Maj. Louis Hare, Army ROTC, assistant professor of military science, and John
Bellamy, executive director, Defense and Homeland Security, join in the photo.
NORTH
CAROLINA—
During the
August event,
the chapter
awards
scholarships to
ROTC cadets
and veterans.

NORTH CAROLINA—In August, the chapter’s award ceremony at FSU helps to further careers
and dreams for ROTC cadets and veterans.

Palmetto
Spring Luncheon Presents
STEM Education and the
Current Cyber Climate
The chapter hosted its Spring Luncheon
at the Carolina Skies Club, Shaw Air Force
Base, South Carolina. The guest speaker
was Maj. Gen. Todd McCaffrey, USA (Ret.),
director of Military Affairs at the University of South Carolina, who spoke on STEM
education and the current cyber climate.
He also talked about multiple cyber threats
and the challenges they bring. The general
mentioned a divide between “digital natives”
and “digital immigrants” and how we can
bridge that gap by growing programs in nontraditional markets such as online schooling. Additionally, Gen. McCaffrey discussed
the threat to national security in the cyber
domain and how it could be fought with
increased undergraduate/ROTC interest and

PALMETTO—Maj. Gen. Todd McCaffrey,
USA (Ret.) (l), is greeted by James Crawford,
AFCEA regional vice president, at the
chapter’s Spring Luncheon in May.

PALMETTO—In May, Col. Gary Cornn, USAF,
chapter president (l), presents Gen. McCaffrey
with a check for $100 to his favorite charity,
The Big Red Barn Retreat.

PALMETTO—Gen. McCaffrey presents oneyear AFCEA International memberships to
Airman 1st Class Jacob Mackel, USAF (l), and
Airman Aiman El Kadmiri, in May.
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attracting students to government jobs. The
University of South Carolina envisions the
state becoming a visionary leader for optimizing the full spectrum of a cyber ecosystem. The goals that drive that vision are:
integrating the statewide cyber ecosystem;
strengthening cyber prevention/detection/
response/mitigation capabilities; and competing for cyber assets as an economic driver.
Gen. McCaffrey shared early insights on
industry, stating that cyber “fatigue” and confusion are common, and attracting/retaining
talent requires legislative support. He emphasized points such as the need for a cohesive
state cyber identify and the fact that cyber
must be an “and” not an “or.”
The general’s closing remarks pertained
to the current initiatives that University
of South Carolina offers, such as Carolina
Online (a fully online bachelor of science
degree program to attract active-duty military); Cyber Intel Degree Program - College
of Arts and Sciences, which prepares students
for analyzing cyber challenges holistically;
and the Cybersecurity Legal Task ForceSchool of Law, informing legal professions
on cyber attacks and strategies to mitigate the
risk of attacks.

PIEDMONT—Col. James “Ronnie” Finley, South Carolina
Army National Guard and former South Carolina chief of
staff, gives keynote speech at the July event as Randy
DeBerry, manager, South Carolina Federal Aviation Flight
Standards District Office (r), looks on.

PIEDMONT—
James Crawford,
AFCEA regional vice
president, speaks to
(l-r) Col. William Oden,
USAF, deputy chief
of staff for cyber and
intelligence, South
Carolina State Guard
(second from l);
DeBerry; Col. Finley;
and Leon “Doug”
Gilliam, South Carolina
state representative,
at the July event.

Piedmont
Chapter Re-energizes by
Engaging Diverse Community
In July, the chapter held its first event
of 2021 with the goal of re-energizing and
engaging with military and civilian institutions, as well as other community members
in the area. The event held in Anderson,
South Carolina, drew a diverse audience and
a wide variety of speakers, including the lead
guest speaker Col. James “Ronnie” Finley,
Army National Guard, former South Carolina chief of staff, and the second guest speaker
James Crawford, AFCEA regional vice president, as well as Chief Warrant Officer 3 Sarah
Rees, USA.
The evening’s speakers covered interesting
and informative topics such as current and
ongoing cyber threats, as well as the Colonial
Pipeline security incident from May 2021
and its associated fuel shortages and economic impacts.
With the goal of re-energizing the chapter
and increasing both membership numbers
and diversity, it is critical to engage with institutions and community members from a
wide range of industries and backgrounds.
The first event of 2021 for the chapter did
just that. Out of 21 attendees, there was
representation from several organizations,
including Clemson University, Anderson
University, Fluor Corp, Ciena Government
Services, Krydon Group, C&D Technologies, South Carolina State Guard Cyber, Federal Aviation Administration, First Quality
Corp., AFCEA Regional, The South Carolina
National Guard and a South Carolina state
representative for Union County. With support and representation from these incredible
organizations, the chapter was able to bring
together representatives from military, corporate and higher education backgrounds to
engage in productive discussions and planning to ensure the success of the chapter and
steady growth for future events.
The upstate of South Carolina is unique
in its regional placement, providing access
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PIEDMONT—Trae King is the
newly elected chief technical
officer for the chapter. King was
elected at the July event.

SAN DIEGO—Rear Adm. Kurt Rothenhaus, USN, program executive officer, Command,
Control, Communications, Computers and Intelligence, Space Systems; Gloria McKearney,
scholarship chair; and Jack Turner, chapter president, accompany the scholarship recipients
at the event in August.

SAN DIEGO—Jade Bentley receives an AFCEANDependent certificate and award in August.

SAN DIEGO—Stephanie Siraco
receives Rookie of the Year Award
at the chapter’s August event.
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to established and emerging industries, as
well as a number of highly qualified new
graduates from universities such as Clemson University and Anderson University.
The unique “trifecta” of local industries
—military, corporate and academic—provide the chapter with the opportunity to
engage with community members from
all backgrounds, which affects change and
improvement in the lives of a young and
upcoming generation of leaders in the area
and across the world. As the chapter continues to grow, it aims to continue engaging
with additional corporate and academic
organizations.
In addition to the incredible panel of
speakers at the kickoff event, two new
officers were voted into the chapter. Trae
King from Clemson University was elected as chief technology officer and Capt.
James Reeves of the South Carolina Army
National Guard as the chapter’s new education/scholarships chair.
At the conclusion of the kickoff event
in July, one thing was clear: the chapter is
alive and well and will continue to grow
and reach additional communities in the
area. The chapter looks forward to continuing to engage with corporate and academic
partners to provide opportunities that will
continue to reinforce industries and economy in the Piedmont region.

San Diego
Chapter Awards Scholarships
to Top County Students
In August, the chapter awarded 12
San Diego County students scholarships
at the University Club. Rear Adm. Kurt
Rothenhaus, USN, program executive
officer, Command, Control, Communications, Computers and Intelligence, Space
Systems, was the guest speaker. Adm.
Rothenhaus met with the students and
their families during the reception. During his remarks, he reflected on the students’ diverse backgrounds and dedication
to a STEM career. He urged them to return
home after completing their studies and
contribute to the many leading-edge hightech industries in San Diego.
Students were awarded the scholarships
due to their outstanding academic achievement, extracurricular activities, community service and commitment to majoring in
STEM fields in college. Five other students
who were not able to receive their certificates last year due to the pandemic also
joined them. Students were able to network
with other students and AFCEA STEM
professionals before going off to college.
Since 1993, the chapter has awarded over
half a million dollars to San Diego area
students to fulfill their dreams of a college
education. The competitive scholarships
are available to San Diego County graduating high school seniors who will attend a
four-year college or university in the United States and will major in a STEM field
or, in the case of the AFCEAN-Dependent
Scholarship, a full-time college student
majoring in a STEM field at an accredited
four-year college.
AFCEA members chosen by the chapter’s board of directors also received recognition awards at the reception.

Silicon Valley
Certification Hurdles on the
Road to U.S. Federal Contracts
Walt Paley, vice president of communications for SafeLogic, is responsible for
strategy, content, marketing and outreach.
He brings experience from several startups
and companies in growth stages, including
Nukona (acquired by Symantec) and Bitzer
(acquired by Oracle).
At a June event, Paley discussed the landscape of certifications typical for federal procurement and covered FedRAMP, Common
Criteria, The Cybersecurity Maturity Model
Certification and the National Institute of
Standards and Technology (NIST) publications that provide the technical backbone for
them. He also discussed the specifics of FIPS
140, NIST’s cryptographic validation that
consistently delays and derails certification
efforts across the board.

South Florida
Chapter Sees Record
Growth in First Half of 2021
The chapter continues to grow in 2021! A
little over halfway through the year, chapter
members wanted to take the opportunity
to welcome the 14 newest members: Robert Juskiewicz, Plantation, Florida, Police
Department; Jason Bollinger, Assurec; Phil
Soloweszyk, Microsoft Corporation; Col.
Hector I.M. Martinez Piniero, USA; James
Sullivan, PredaSAR Inc.; Max Kiejdan,
PredaSAR Inc.; Roger Teague, PredaSAR
Inc.; Marlon Johnson, NXTKey Corporation; Alberto J. Rodriguez, SIXGEN; Thomas Allen, Foresite; Livia J. Martinez, Hollywood, Florida; Patricia Izquierdo, Daasly
Inc.; David Durham, Lennar and University
of Miami; and Cmdr. Stephen Mills, USN
(Ret.), Royal Caribbean Group.

Lunch and Learn Highlights Awareness
of Small Business Programs
The chapter held its August Lunch &
Learn presented by the General Services
Administration (GSA) and sponsored by
Meridian Partners. The event was attended
by members from across industry, academia,
U.S. Southern Command and the Defense
Information Agency. Many thanks to all who
attended. Special appreciation goes out to the
guest speaker, Jan Zeigler, for providing a lot
of great information and awareness on the
GSA small business programs, initiatives and
resources.

Washington DC
Newly Elected Leadership
Brings Diverse Expertise
The chapter announced its newly elected executive board for 2021-2022. Board
members were carefully selected to uphold
AFCEA values and to meet mission requirements through advancing information technology, communications and electronics
capabilities.
Jimmie Adkins, vice president of sales at
Hitachi Vantara Federal, will serve as chapter
president for the 2021-2022 term. He will be

supported by Nick Nilan, director of product development, Verizon, who will serve as
chapter executive vice president; and Jessica
Hersey, vice president, Capture Operations
and Excellence, Leidos, who will serve as
chapter senior vice president.
The chapter has a rich history of innovative programming that enables collaboration
between military, government, industry and
academia, aligning technology and strategy
to meet mission requirements. The chapter
largely focuses on the U.S. Defense Department and intelligence community, as well as
homeland security and defense and veteran
health-related offices.
The chapter continues to establish its legacy as a premier provider of programming
and information to its members and the
defense community at large. “As president, I
look forward to working with our outstanding and diverse team of leaders, board members and committees, that will help establish
educational content that directly addresses
the emerging trends and technologies driving today’s military. We also look forward to
supporting local students within the fields
of science, technology, engineering and
mathematics.”
In addition to the new members of the
board, the chapter has added a new committee and executive role for the 2021-2022
program year. Thelma Barker, director, Federal Sales, at Comcast Business, will serve as
the chapter’s first vice president of diversity,
equity and inclusion, sitting on the chapter’s
executive leadership committee. The goal of
this committee is to increase diversity across
all of the chapter’s panels, events, board and
members.
The executive leadership team includes:
Becci DeFrank, chapter vice president of
programs, Oracle; Kevin Griffith, chapter
vice president of operations, Snowflake;
James Hanson, chapter vice president of
communications, Government Executive;
Valarie Singer, chapter vice president of
STEM, Splunk; Larry Frazier, chapter vice
president of strategic initiatives, Cisco Systems; Barker; Chitra Sivanandam, chapter
secretary, RGI Corp.; Kevin Berce, chapter
treasurer, Nvidia; and Christina Mapa, chapter president of Emerging Leaders, Red Hat.
The board of directors include: Rhett
Butler, Class of 2022, Ironbow Technologies; Tim Cothern, Class of 2022, UiPath;
Joe Cubba, Class of 2022, ManTech; John
Jumento, Class of 2022, Informatica; Kirk
Kern, Class of 2022, NetApp; Jeffrey Phelan
Class of 2022, Rubrik; Andrew Plofchan,
Class of 2022, HCD Technology/Endoxa
Corp.; Thom Skinner, Class of 2022,
NETSCOUT; John Zeese, Class of 2022,
Accenture; Iram Ali, Class of 2023, AWS;
Cornelius Brown, Class of 2023, Verizon;
Jon Check, Class of 2023, Raytheon Technologies; Greg Clifton, Class of 2023, Intel;
Tim Hannon, Class of 2023, Tech Data; Eric
Oaks, Class of 2023, Lumen; Lance Spencer, Class of 2023, AT&T; Greg Bourdelais,
Class of 2024, Juniper; Chris Collura, Class
of 2024, CommScope; Ro Dhanda, Class of
2024, H20.AI; Annie John, Class of 2024,
OpenText; Lisa Hand, Class of 2024; BAE
Systems; Danielle Manson, Class of 2024,
Tyto Athene; Victoria Sutch, Class of 2024,
Microsoft; Bo Swanson, Class of 2023, Dell
Technologies; and Daniel Thomas, Class of
2024, Hitachi Vantara Federal.
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AFCEA’s The Cyber Edge
Writing Contest Is BAAAACK!
THEME:

Emerging Technologies in the Cyber Realm
CONTEST OVERVIEW: Submit an original news feature, analysis or commentary article on
the emerging technologies to help agencies and companies alike collaborate and innovate
to achieve a joint end-state. AFCEA is again facilitating that journey with its annual
The Cyber Edge writing contest, open to all thought leaders and subject matter experts.
CONTEST DATES: Entries accepted November 1 to February 28.
PRIZES: Top 3 articles receive monetary prize.
n First Place $5,000 n Second Place $2,000 n Third Place $1,000
Selected articles will also be published by SIGNAL Media.
For details and to submit, visit:
https://afcea.informz.net/AFCEA/pages/TCE_Writing_Contest
Submission deadline: February 28, 2022
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ACCESS THESE
FREE WEBINARS

www.afcea.org/signal/webinar
Scaling Innovation to Drive Mission Success
The Department of Defense innovation ecosystem serves as an incubator for new technology and processes, but
what are the best practices for scaling innovation across services and the defense industrial base to drive mission
success? How can an organization take a collaboration tool like Bluescape’s secure digital whiteboard (IL4 ATO and
FedRAMP Authorized) and operationalize it? Learn how leaders at Naval X and Trumbull are modernizing both
process and technology at scale within the DoD. Identify, cultivate and enable pockets of innovation so that next
generation best practices are pushed forward within your organization.

Fortress Europe? Cooperation and
Third-Country Market Access in the EU and UK
A review of the implications of the European Defence Fund (EDF), Permanent Structured Co-operation (PESCO), and
pending UK procurement and industrial co-operation policy changes on intra-European co-operation and external
market access. To include:
• A timeline of events – from ‘Brexit’ to the publication of the UK Integrated Review and the commencement of the EDF.
• The factors driving EU and UK strategy.
• The prognosis for change and the co-operation challenges.
• The likely impact and progress of EDF / PESCO projects and the implications for ‘third country’ co-operation.
• The future of UK industrial, procurement and industrial co-operation policies and the implications for suppliers.

Hybrid Zero Trust Solutions
for the Warfighter and Mission
Critical Resources: Uniting Secure Access
and Comprehensive Multi-Cloud Security
Please join McAfee Enterprise and Appgate Federal technical executives who will discuss the realities of Zero Trust
deployments, how Zero Trust impacts DoD data protection strategies, and how the Air Force is leading the Zero
Trust charge for DoD across multiple programs. The Problem Enterprises need to secure all access for internet,
cloud, SaaS and private access—for any user, any device, any resource from anywhere. While this need is not new,
three growing trends have created greater importance and urgency:
• Resources are everywhere: increased rates of cloud-native app development with containers that places more
internal apps outside of the corporate datacenter.
• People are everywhere: the accelerated adoption of remote work means users rely more heavily on BYOD
smartphones, laptops and other potentially risky or compromised devices to access corporate assets.
• Evolving threat landscape: attackers are well funded and getting more sophisticated with ransomware and other
tactics, techniques, procedures Legacy technologies haven’t kept up with these changes, proving expensive to
scale while complicating and slowing down cloud access.

Best Practices for a Zero Trust
Approach to Cybersecurity
Old-school perimeter-based security relies on separating the “bad guys” from the “good guys.” Zero Trust assumes
that the bad guys are already in your network and have access to your applications and systems. Zero Trust works
on the principle “never trust, always verify.” Join us to learn best practices on how organizations will continue
implementing Zero Trust architectures. While Zero Trust is a strong approach to addressing modern cybersecurity
threats, you will need technology, process, and people to implement necessary controls. You need to secure
devices and identities without disrupting everyday operations. In this webinar we will share how to:
• Verify every user. Strong, context-aware, multi-factor authentication mitigates the risk of stolen passwords.
• Validate every device. Only allow registered devices with good security posture to access resources.
• Leave no endpoint unprotected. Keep your endpoints secure - from servers to workstations to remote devices.
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On Point
How do people regain control
of the truth and effectively
counter disinformation?
Our TechCast project is studying the disinformation
problem, and we are stunned to learn how difficult it is to
handle knowledge accurately. We find an urgent need to
enhance cultural attitudes that encourage truth, to teach
people how to distinguish valid statements and to reform
social media. It gets even worse. Disinformation is
simply a small part of the far greater problem of how our
prevailing mindset is unable to resolve these new crises.

What is the biggest role
artificial intelligence will
play in changing the future?

Q&A

With Dr. William Halal

Professor emeritus of Management,
Technology and Innovation at
The George Washington University
and author of the book Beyond Knowledge.

How has the pandemic changed
the way people acquire
and exchange information?
The pandemic highlights how modern societies are
fragile and unable to cope with crises. We now face
the stark realization that social institutions must
be reformed to survive more pandemics, climate
change and other threats. It is particularly sobering
that many refuse to take precautions (masking,
vaccines) because of unfounded beliefs, driving
home the destructive power of disinformation.

Artificial intelligence (AI) is automating knowledge
work, raising the profound question, what lies beyond
knowledge? By definition, everything beyond knowledge
is consciousness itself—values, beliefs, purpose and
other forms of higher-order thought. This means that
AI, and the entire digital revolution, is inexorably
driving the world toward an Age of Consciousness.
We simply do not understand this new frontier.

Your book, Beyond Knowledge,
describes how technology is driving an
age of consciousness. When, and how,
will that change become irreversible?
Social evolution is causing the Knowledge Age to
mature. The smartphone, for example, has made the
world’s knowledge available to anyone, so there is
no shortage of knowledge. Meanwhile, as AI drives
the new frontier beyond knowledge, an Age of
Consciousness is emerging even now. The dominance
of consciousness is seen most visibly in the flood of
post-factual nonsense that has frozen nations into
gridlock. This may not be the consciousness we
desire, but we are baffled by today’s madness precisely
because it transcends logic, facts and rationality.
And much more zaniness is sure to come. The great
challenge facing civilization today is how to form
a “global consciousness” able to avert disaster and
create a sustainable global order. If successful, this
would be the culmination of social evolution.

What do you think is the
next great technology trend?
It is how the digital revolution is driving an
Age of Consciousness. This changes everything.

To share or comment on this article go to http://url.afcea.org/October21
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VALIDATING EACH LINK
IN THE SUPPLY CHAIN:
PEN TESTING AND
THE CLOUD
October 28 @ TechNet Cyber
1:30-4:30 EDT
Baltimore Convention Center
Or watch via livestream!

If you’re a career changer or are seeking new
hands-on, technical skills related to Cloud+ and
PenTest+ join us for this comprehensive, no-cost
sneak peek into two of the most in-demand job
roles. Attendees will understand the skills needed
to be successful and walk away with valuable
insight in a fraction of the time you might spend
in a traditional bootcamp. CEUs available.

This 3-hour bootcamp will cover:
• Critical cloud-based supply chain issues facing us in the cloud
• How the attack surface has, and hasn’t, changed in the cloud
• Unique, professional-level pen testing skills for cloud implementations
• Application and API-based testing
• Pen testing and GRC
• Updated PenTest+ exam
Register onsite or if watching via livestream visit:

tinyurl.com/yfkurutv
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Always modern.
Ever agile.
Modern government
stays ready for the future.

Every aspect of government will need to be
modernized. See how KPMG brings deep
human expertise and cutting-edge technology
together to deliver solutions that can help you
invest in the right tools, innovate work
processes, and open doors of opportunity.
Learn more at read.kpmg.us/modgov

Anticipate tomorrow. Deliver today.

© 2021 KPMG LLP, a Delaware limited liability partnership and a member firm of the
KPMG global organization of independent member firms affiliated with KPMG International
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